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Abstract -Cluster is a divided into group of 4-5 nodes and after
that the communication takes place between the mobile nodes.
Inside the cluster thereis cluster head. Cluster node/cluster head
will be controlling and managing the working of whole cluster.
Cluster head is elected according to the priority. Inside the
cluster the nodes ar e authenticated using one way Hashing. I nter-
cluster communication is done using digital signature. The main
aim is to ensure the secure communication which will be energy
efficient as we have segmented the whole network into small set
of clusters. The cluster head ensures secure key management and
communication between the mobile nodes. The cluster head is not
permanent as other nodes stay in queue and based on priority
cluster head is selected.
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l. INTRODUCTION

MANETs is a network which does not have a

particular infrastructure where all the nodes acattered
freely or lightly. Since it does not have the pnop&ucture
there are many issues in order to gain secure cancation
in this network. There are some issues like smahmary
capacity, power supply; managing key distributisraiso not
unique. Security in MANETS is a big issue becalmesé are
rapidly used in military applications. The militasystems will
be having very critical tasks and information. dngething
goes wrong while transmitting the information thbere will
be improper results. So we should provide goodrigouhile
sending the data or information. A security scheime
MANETs must provide efficient key distribution tedfue.
The main aim of this paper is to gain secure conication
between the nodes in the network, and the energinga
method while sending the data in network shouldsoare
less energy.

Il. RESEARCH STUDY

This Chapter Presents Route map and described t

literature survey and comparison of the perviougeps and
extract the results:-

1) Since the WSN are widely used everywhere .WSaigeh
many applications in the network field. Many setwuri
solutions have been proposed in the domain of W&Nas

WSN nodes. We calculate required time and powed Use
the network [1].

2) In this paper, we are going to introduce how M&ANand
WSN security design may be improved with vast infation

of cryptography. Securing MANETs and WSNs requires

consideration of the following factors: dynamic gesrical
arrangement of networks (topology), resource c@rmst no
proper infrastructure, and limited security. Be@U&/'SNs

typically have many nodes and less power than MASET

their security design requires individual attentiom
computational capabilities and memory resources )]
Cluster Based Routing Protocol achieves a bettdopeance

in lifetime by balancing the energy load to all theddes. Here

the data is seen which is used to send to thedtagen which
can better handle the different energy of the noddwe
network lifetime is increased [3].

4) Secret Sharing method is used to share a syggramong
preselected set of nodes called, DPKG's that offeijsined
distributed key generation to satisfy the askskigys during
network working time and identified small attadgainst D-
PKGs and propose anonym zing D-PKGs as
countermeasure [4].

5) Cluster-based trust evaluation method is proghoskuster
head is selected and it was proposed to detectirikaown
nodes in the network [5].

6) A framework is proposed for key management teghn
that provides powerful method for Security. Theipgosed
Key Systems uses a changed model in which nodes
constantly change their management roles. The raygtees
high resources sharing for the network membersis KMS
gives more service availability, more flexibility establishing
of new nodes, takes pre-arrangement time is lass, can
dynamically re arrange itself based on
requirement [6].

7) A hierarchical routing protocol of two steps wa®posed
called Cluster Based Hierarchical Routing Protd@BHRP).

H@e head-set members are responsible for conwoklind

managing of the network. According to the resultHE®
protocol is less energy consuming and extends ifeeof
sensor network [7].

8) They designed a multiple access method to knomiral
messages, ABCP in which cluster formation is dopethe

Here we have made a hard work to survey well knowri€Sult Of the multiple accesses. ABCP is manageatsed

security problems in WSNs and study the performaote

32

easily by the layers which are in upper positiontakes
clustering decision directly based on the outcohehannel
access [8].
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9) In this routing protocol is proposed having features of
self-arrangement of the parts and hierarchal rgutso that
the nodes are equally load balanced [11].
10) A Cluster Node:- A node that is decided to belister
head. A cluster head is also called as cluster fiile
Cluster Member: This member is used for sharin@ daeth
other[12].
. PROPOSED METHOD

There are four methods implemented

1. Network Model

In this model we are going to establish thievoek which
will be containing many sensor nodes. Sensor nogids
detect the changes in the network.
After the network is created we have to divide tework
into small group of clusters. Each cluster will le&ving 4-5
nodes. Each node will be sending the data to etiwr asing
one way hash function.

2. Cluster Head Selection

After the clusters are created in the network regp is to
select the cluster head or cluster node .Its sslemtcording to
the priority basis. Even the cluster head is etbotm 3
criteria’s:-
(a)Energy details of nodes and density of the nodes

The cluster head is selected on the enbagys which
node will be having more energy it is selected aduster
head. We see the remaining energy of the node awm@ m
energy node is elected.
(b)Area selection
The node is selected in such a way that it is dapab
working in all the area of the network.
(c) Electing Head Node
Energy of the node should be maximum.
Frequent mobility should be less.
Density should be less.
(3) Authentication and Data communication
(a)Direct Authentication
(b)On Demand Authentication
(4)Inter Cluster Communication
There are two clusters which will be communicatimere.
They communicate using digital signature.

V. CBSRP MODEL DESCRIPTION

All the members of clusters are communicating

within that cluster head and other cluster memlzety. It
won't communicate with other cluster members andtet
head. Communication in an Intra —cluster mechanssdone
by two hops from member node to base station .Dufiirst
hop member node communicate with cluster head hed t
during second hop from cluster head to base statiothis
model for secure routing, a network is establisinéal clusters
which consists of 4-5 member nodes along with atelunode.

In a single cluster the one way Hashing is used to
communicate between the nodes. A node is configiorda: a
cluster head. It is head of the cluster which monitors the
working of that cluster. A present active member tioé
current cluster. This member shares the data. etngower
source in MANETs and WSNs are expected. Netwoskriall
so that keys are easily shared.

Each mobile node will have their own the Hash key.
Here, we generated the Hash value by referring Naye
Private Key of that node, message or data, and diktw
conditions which is ensuring the security of nodaéssonnel
key as other nodes do not know the sequential geraent of
private key, they know only the hash key sequefide
mobiles nodes will start sharing each other's H#ghy
through Cluster node. Once the mobiles nodes are
authenticated then data is transmitted securelyaAgsult,
while unknown nodes come in the network then théitao
nodes will detect easily, malicious nodes will becdrded.
The reason is malicious nodes do not know how ttegee
Hash value, so it cannot form such Hash value. @feey
Hashing between cluster memberl and cluster membée2
usage of One Way Hashing is to ensure secure digaton
between members. In starting, Nodel send requedinde?2,
to establish a communication path and sends Noddash
value and required network information i whichcalsrown
as parameters of the network like probability ofamhel
access, Radius , Load of network, Nodes densityency,
Data Rate, Error Bit Rate and consumption of enekgxt,
Node2 sends N2 (Node2's Hash Key) and N1 requests
information to cluster node. In next step, Clustede sends
N1 (Nodel's Hash Key) and N2 (Node2's Hash Key) to
Nodel. Finally both the nodes verify the hash kejue, if
they are matched the information is sent. In aeriotuster
routing members of cluster are communicate witlsteluhead
by using either single hop or multiple hop commatimn then
cluster head is communicate with base station viatheer
cluster head. During Inter-cluster routing two oore cluster
heads involve. Single hop Inter-cluster communigats easy
to communicate sink or base station. Although séanphis
approach is not only inefficient in terms of energy
consumption, it is based on unrealistic assumpfibwe. sink is
usually located far away from the sensing areaisften not
directly reachable to all nodes due to signal pgagtian
problems.

V. RESULTS

In the fig 1 below, This is the Initial executing

window. This window is seen after giving ns maint dd

command in Linux mint open terminal. In this winddthe
sorting of the lists are done and files are bedialized.

A network composed of both cluster head and cluster

members.
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In the below fig 2, after the initial window is
executed, the network is established which consftsodes.

By using network animator output window we are gdio see
the simulation results.
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In the below fig 3, the network is divided intoogp
of 4 clusters. The network consists of 26 nodesmon
gateways and one base station.
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In fig 5, When the data gets transmitted to theeba
station through the cluster heads of all the chsstee mobility
occurs between the sensor nodes and nodes getsgidpe
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GRAPHS
Xgraphs
Graph 1 : Energy Consumption

In the below figure we can see the energy is not

consumed more.
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Xgraph 2 : Packet Delivery Ratio

The ratio of number of packets sent will be dekger

to the destination.
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In fig 4, The cluster head is selected in all thel Number of packet receives/ Number of packet send

clusters. The cluster head starts receiving tharinétion from

all the sensor nodes and transmits to the baserstarough
the common gateways.
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Xgraph 3: Packet DrogPacket loss is the failure of
transmitted packets to reach the destination.
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Xgraph 4 : Throughput is the number of successful packetsl®l:

received multiply by the packet length and dividgcthe total
simulation time.
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V. CONCLUSION

In this paper we have proposed 4 models networkemod
cluster head selection, data authentication andmamitation
and inter cluster communication. The cluster heatain part
in the network which is used to collect and serddhta to the
base station. Here we established the network tigided
into 4 clusters. Each cluster will be having itsister head
which collects the data and sends to the baseostalihe
information is transmitted in per hop manner soah reach
destination securely. The load is balanced in #tevark .All
nodes have same load. Network is safe.

This frame work is also used for ad hoc networkliagppons
where overall population is stable. This is alspligpble in
secure cloud computing.

In future each and every node will bading the data
to the base station .Only the personnel data iredhaetween
the nodes. Information sharing will be very lesslydhe data
required is send.

The encryption and decryption is doreween the
sender and receiver while sending the data. Theygtion
and decryption is done twice in order to gain mseeurity
while transmitting the data between the clusters.

REFERENCES

[1]. J. Chen and J. Wu, "A Survey on Cryptography Apmblie Secure
Mobile Ad Hoc Networks and Wireless Sensor Netwbtksappear in
Handbook of Research on Developments and Trend$Vireless
Sensor Networks: From Principle to Practice, H. dmd W. Jiang
(eds), IGI Global, 2010.

[2]. Bager Zarei, Mohammad Zeynali and Vahid Majid Nezh@ovel
cluster based routing protocol in wireless senstwarks". [JCSI Intl.

35

i3]

[41.

5].

[71.

(8.

J. Comput. Sci. 7(4), 32-36, 2010.

G. Hadjichristofi, W. Adams, and N. Davis, "A Frawmk for Key
Management in Mobile Ad Hoc Networks", Internatib@onference
on Information Technology: Coding and Computing GQO'05) -
Volume I, 2005.

Md. Golam Rashed, M. Hasnat Kabir, Muhammad Sajjdiahim,
Syaikh Enayet Ullah, "Cluster Based Hierarchicaliff@ Protocol For
Wireless Sensor Network”, International Journal Gdmputer and
Network Security (IJCNS) Edition Volume 2 No, Ma@1D.
Ting-Chao Hou and Tzu-Jane Tsai, “An Access-Basduast€ring
Protocol for Multihop Wireless Ad Hoc Networks,” HE JSAC, vol.
19, no. 7, July., 2001, pp. 1201-10.

Jalil Jabari Lotf, Mehdi Nozad Bonab and Siavasloishndi. A Novel
Cluster-based Routing Protocol with Extending Lifet forWireless
Sensor Networks, In Proceedings of Internationahf@nce on
Wireless and Optical Communications Networks(WO®OB)), 2008.

Y. Hu, A. Perrig, D. Johnson, Ariadne: a secure eonand routing
protocol for ad hoc networks, in: ACM Annual Intational
Conference on Mobile Computing and Networking (MGBIM),
September 2002, pp. 12-23.

Vagner Schoaba, Felipe Eduardo Gomes Sikansi, Cagtelo Branco,
"Digital Signature for Mobile Devices: A New Implemtation and
Evaluation”; International  Journal of Future Getiera
Communication and Networking, Vol. 4, No. 2, JuP@]1.



