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to PHRs stored in semi-trusted servers. To achieve finegrained and scalable data access control for PHRs, we
leverage attribute based encryption (ABE) techniques to
encrypt each patient’s PHR file. Different from previous
works in secure data outsourcing, we focus on the multiple
data owner scenario, and divide the users in the PHR system
into multiple security domains that greatly reduces the key
management complexity for owners and users. A high degree
of patient privacy is guaranteed simultaneously by exploiting
multi-authority ABE. Our scheme also enables dynamic
modification of access policies or file attributes, supports
efficient on-demand user/attribute revocation and break-glass
access under emergency scenarios. Extensive analytical and
experimental results are presented which show the security,
scalability and efficiency of our proposed scheme.

Abstract— Personal health record (PHR) is an emerging patientcentric model of health information exchange, which is often
outsourced to be stored at a third party, such as cloud providers.
However, there have been wide privacy concerns as personal
health information could be exposed to those third party servers
and to unauthorized parties. To assure the patients’ control over
access to their own PHRs, it is a promising method to encrypt the
PHRs before outsourcing. Yet, issues such as risks of privacy
exposure, scalability in key management, flexible access and
efficient user revocation, have remained the most important
challenges toward achieving fine-grained, cryptographically
enforced data access control. In this paper, we propose a novel
patient-centric framework and a suite of mechanisms for data
access control to PHRs stored in semi-trusted servers. To achieve
fine-grained and scalable data access control for PHRs, we
leverage attribute based encryption (ABE) techniques to encrypt
each patient’s PHR file. Different from previous works in secure
data outsourcing, we focus on the multiple data owner scenario,
and divide the users in the PHR system into multiple security
domains that greatly reduces the key management complexity for
owners and users. A high degree of patient privacy is guaranteed
simultaneously by exploiting multi-authority ABE. Our scheme
also enables dynamic modification of access policies or file
attributes, supports efficient on-demand user/attribute
revocation and break-glass access under emergency scenarios.
Extensive analytical and experimental results are presented
which show the security, scalability and efficiency of our
proposed scheme.

I.

II.

THE PROBLEMS IN EXISTING SYSTEM

In Existing system a PHR system model, there are multiple
owners who may encrypt according to their own ways,
possibly using different sets of cryptographic keys. Letting
each user obtain keys from every owner who’s PHR she wants
to read would limit the accessibility since patients are not
always online. An alternative is to employ a central authority
(CA) to do the key management on behalf of all PHR owners,
but this requires too much trust on a single authority (i.e.,
cause the key escrow problem).Key escrow (also known as a
“fair” cryptosystem) is an arrangement in which the keys
needed to decrypt encrypted data are held in escrow so that,
under certain circumstances, an authorized third party may
gain access to those keys. These third parties may include
businesses, who may want access to employees' private
communications, or governments, who may wish to be able to
view the contents of encrypted communications.

INTRODUCTION

Personal health record (PHR) is an emerging patient-centric
model of health information exchange, which is often
outsourced to be stored at a third party, such as cloud
providers. However, there have been wide privacy concerns as
personal health information could be exposed to those third
party servers and to unauthorized parties. To assure the
patients’ control over access to their own PHRs, it is a
promising method to encrypt the PHRs before outsourcing.
Yet, issues such as risks of privacy exposure, scalability in key
management, flexible access and efficient user revocation,
have remained the most important challenges toward
achieving fine-grained, cryptographically enforced data access
control. In this paper, we propose a novel patient-centric
framework and a suite of mechanisms for data access control

III.

SOLUTIONS TO THESE PROBLEMS

We endeavor to study the patient centric, secure sharing of
PHRs stored on semi-trusted servers, and focus on addressing
the complicated and challenging key management issues. In
order to protect the personal health data stored on a semi66
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trusted server, we adopt attribute-based encryption (ABE) as
the main encryption primitive.
Using ABE, access policies are expressed based on the
attributes of users or data, which enables a patient toi)
selectively share her PHR among a set of users by encrypting
the file under a set of attributes, without the need to know a
complete list of users.
The complexities per encryption, key generation and
decryption are only linear with the number of attributes
involved.
A. SDLC METHODOLOGIES
a)
This document play a vital role in the
development of life cycle (SDLC) as it describes the
complete requirement of the system. It means for use by
developers and will be the basic during testing phase.
Any changes made to the requirements in the future will
have to go through formal change approval process.
B. SPIRAL MODEL was defined by Barry Boehm in his
1988 article, “A spiral Model of Software Development
and Enhancement. This model was not the first model to
discuss iterative development, but it was the first model
to explain why the iteration models.
As originally envisioned, the iterations were typically 6
months to 2 years long. Each phase starts with a design
goal and ends with a client reviewing the progress thus
far. Analysis and engineering efforts are applied at each
phase of the project, with an eye toward the end goal of
the project.
The steps for Spiral Model can be generalized as follows:
The new system requirements are defined in as much
details as possible. This usually involves interviewing a
number of users representing all the external or internal
users and other aspects of the existing system.
b) A preliminary design is created for the new system.
c) A first prototype of the new system is constructed from
the preliminary design. This is usually a scaled-down
system, and represents an approximation of the
characteristics of the final product.
d) A second prototype is evolved by a fourfold procedure:
1. Evaluating the first prototype in terms of its strengths,
weakness, and risks.
2. Defining the requirements of the second prototype.
3. Planning an designing the second prototype.
4. Constructing and testing the second prototype.
e) At the customer option, the entire project can be aborted
if the risk is deemed too great. Risk factors might
involved development cost overruns, operating-cost
miscalculation, or any other factor that could, in the
customer’s judgment, result in a less-than-satisfactory
final product.
f) The existing prototype is evaluated in the same manner
as was the previous prototype, and if necessary, another
prototype is developed from it according to the fourfold
procedure outlined above.
g) The preceding steps are iterated until the customer is
satisfied that the refined prototype represents the final

product desired.
h) The final system is constructed, based on the refined
prototype.
The final system is thoroughly evaluated and tested. Routine
maintenance is carried on a continuing basis to prevent large
scale failures and to minimize down time.
IV.

FEASIBILITY STUDY

The feasibility of the project is analyzed in this phase
and business proposal is put forth with a very general plan for
the project and some cost estimates. During system analysis
the feasibility study of the proposed system is to be carried
out. This is to ensure that the proposed system is not a burden
to the company. For feasibility analysis, some understanding
of the major requirements for the system is essential.
Three key considerations involved in the feasibility analysis
are:I.
ECONOMICAL FEASIBILITY
II.
TECHNICAL FEASIBILITY
III.
SOCIAL FEASIBILITY
I. ECONOMICAL FEASIBILITY
This study is carried out to check the economic impact that
the system will have on the organization. The amount of fund
that the company can pour into the research and development
of the system is limited. The expenditures must be justified.
Thus the developed system as well within the budget and this
was achieved because most of the technologies used are freely
available. Only the customized products had to be purchased.

a)

II. TECHNICAL FEASIBILITY
This study is carried out to check the technical feasibility,
that is, the technical requirements of the system. Any system
developed must not have a high demand on the available
technical resources. This will lead to high demands on the
available technical resources. This will lead to high demands
being placed on the client. The developed system must have a
modest requirement, as only minimal or null changes are
required for implementing this system.
III. SOCIAL FEASIBILITY
The aspect of study is to check the level of acceptance
of the system by the user. This includes the process of training
the user to use the system efficiently. The user must not feel
threatened by the system, instead must accept it as a necessity.
The level of acceptance by the users solely depends on the
methods that are employed to educate the user about the
system and to make him familiar with it. His level of
confidence must be raised so that he is also able to make some
constructive criticism, which is welcomed, as he is the final
user of the system.
V.

SCOPE OF THE PROJECT

The software, Site Explorer is designed for
management of web sites from a remote location.
67
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Purpose: The main purpose for preparing this document is to
give a general insight into the analysis and requirements of the
existing system or situation and for determining the operating
characteristics of the system.
Scope: This Document plays a vital role in the development
life cycle (SDLC) and it describes the complete requirement of
the system. It is meant for use by the developers and will be
the basic during testing phase. Any changes made to the
requirements in the future will have to go through formal
change approval process.

the basic outcome of screens or fields. Integration tests
demonstrate that although the components were individually
satisfaction, as shown by successfully unit testing, the
combination of components is correct and consistent.
Integration testing is specifically aimed at
exposing the
problems that arise from the combination of components.
Functional test
Functional tests provide systematic demonstrations that
functions tested are available as specified by the business and
technical requirements, system documentation, and user
manuals.
Functional testing is centered on the following items:
Valid Input: identified classes of valid input must be accepted.
Invalid Input: identified classes of invalid input must be
rejected.
Functions: identified functions must be exercised.
Output: identified classes of application outputs must be
exercised. Systems/Procedures: interfacing systems or
procedures must be invoked.
Organization and preparation of functional tests is focused
on requirements, key functions, or special test cases. In
addition, systematic coverage pertaining to identify Business
process flows; data fields, predefined processes, and
successive processes must be considered for testing. Before
functional testing is complete, additional tests are identified
and the effective value of current tests is determined.
System Test
System testing ensures that the entire integrated software
system meets requirements. It tests a configuration to ensure
known and predictable results. An example of system testing
is the configuration oriented system integration test. System
testing is based on process descriptions and flows,
emphasizing pre-driven process links and integration points.
White Box Testing
White Box Testing is a testing in which in which the
software tester has knowledge of the inner workings, structure
and language of the software, or at least its purpose. It is
purpose. It is used to test areas that cannot be reached from a
black box level.
Black Box Testing
Black Box Testing is testing the software without any
knowledge of the inner workings, structure or language of the
module being tested. Black box tests, as most other kinds of
tests, must be written from a definitive source document, such
as specification or requirements document, such as
specification or requirements document. It is a testing in
which the software under test is treated, as a black box .you
cannot “see” into it. The test provides inputs and responds to
outputs without considering how the software works.

DEVELOPERS RESPONSIBILITIES OVERVIEW:
The developer is responsible for:
a) Developing the system, which meets the SRS and
solving all the requirements of the system?
b) Demonstrating the system and installing the system at
client's location after the acceptance testing is successful.
c) Submitting the required user manual describing the
system interfaces to work on it and also the documents of
the system.
d) Conducting any user training that might be needed
for using the system.
e) Maintaining the system for a period of one year after
installation.
VI.

SYSTEM TESTING

The purpose of testing is to discover errors. Testing is the
process of trying to discover every conceivable fault or
weakness in a work product. It provides a way to check the
functionality of components, sub assemblies, assemblies
and/or a finished product It is the process of exercising
software with the intent of ensuring that the
Software system meets its requirements and user expectations
and does not fail in an unacceptable manner. There are various
types of test. Each test type addresses a specific testing
requirement.
TYPES OF TESTS
Unit testing
Unit testing involves the design of test cases that
validate that the internal program logic is functioning
properly, and that program inputs produce valid outputs. All
decision branches and internal code flow should be validated.
It is the testing of individual software units of the application
.it is done after the completion of an individual unit before
integration. This is a structural testing, that relies on
knowledge of its construction and is invasive. Unit tests
perform basic tests at component level and test a specific
business process, application, and/or system configuration.
Unit tests ensure that each unique path of a business process
performs accurately to the documented specifications and
contains clearly defined inputs and expected results.
Integration testing
Integration tests are designed to test integrated
software components to determine if they actually run as one
program. Testing is event driven and is more concerned with

VII. CONCLUSION
In this paper, we have proposed a novel framework of secure
sharing of personal health records in cloud computing.
Considering partially trustworthy cloud servers, we argue that
to fully realize the patient-centric concept, patients shall have
complete control of their own privacy through encrypting their
68
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PHR files to allow fine-grained access. The framework
addresses the unique challenges brought by multiple PHR
owners and users, in that we greatly reduce the complexity of
key management while enhance the privacy guarantees
compared with previous works. We utilize ABE to encrypt the
PHR data, so that patients can allow access not only by
personal users, but also various users from public domains
with different professional roles, qualifications and
affiliations. Furthermore, we enhance an existing MA-ABE
scheme to handle efficient and on-demand user revocation,
and prove its security. Through implementation and
simulation, we show that our solution is both scalable and
efficient.
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