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Abstract— In this project, a new reliable Network on Chip
appropriate for dynamically reconfigurable Multipro cessors on
Chip systems is designed and simulated. The suggastNoC
design is based on routers accomplishing online er detection of
routing algorithm and data packet errors. This project focuses on
adaptive routing algorithms which allow bypassing #&ulty

components or processor elements dynamically implesnted

inside the network. The intended routing error detetion

mechanism helps differentiate routing errors from typasses of
faulty components. The primary uniqueness in this NG

approach is that only the permanently faulty partsof the routers

are disconnected. Hence, this approach results inigh run time

efficiency in the NoC without data packet loss du¢o the self-
loopback mechanism inside each router.

Index Terms— Network On Chip, Hamming Code, Router

|. INTRODUCTION

(MPSoCs) is vastly increasing due to the needseal-time
applications. In such a scenario a communicatidiridais
needed which is scalable enough to handle the dsirg
performance requirements. Since the complexity fufsé
system on chips is increasing in a vast rate, comication
medium is experiencing lot of difficulties in MPSoCThe
trademark of NoC medium characterizes a high lexkl
modularity, flexibility, and throughput. A NoC cdets of
routers together with interconnections communigatin
between the PEs and IPs. The NoC depends on dekztpa
exchange. In packet switching networks, routingcis packet
forwarding (the transit of logically addressed ratwpackets
from their source toward their ultimate destinatiwhich is
given by a routing algorithm) through intermediatedes.
Therefore, the path depends mainly on the flexibiknd
adaptively provided by the routing algorithm (palti or fully
adaptive routing algorithm).

Dynamically reconfigurable 2-D mesh NoCs are mos

accepted for field programmable gate array (FPGaged
systems.
organized dynamic routing algorithm is required floe data
packets. It should provide high NoC performanceéeims of
throughput while preserving flexibility and relidibi. This
paper describes a new reliable dynamic NoC which isesh
structure of routers that are able to detect rgugrrors for
adaptive routing of thY algorithm. This approach includes
data packet error detection and correction with hidamy
codes. The originality of the proposed architectsiies ability
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For achieving a reconfigurable NoC, a -well
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to accurately detect error sources and therebyliting, thus
allowing the throughput and network load of the NoC
maintained. The routing algorithm used here is thase the
adaptive turn model routing scheme and the popdXdr
algorithm. This adaptive algorithm is free of liweks and
deadlocks, thus permitting data packets to go titroiawulty
regions.

Il. ARCHITECTUREAND DESIGN OF THE SWITCH

The switch has four directions (North, South, Eastd
west) needed for a 2-D mesh NoC. The processoregism
can be connected directly to any side of a routet tnus
specific connection can be avoided. This mechanisamsbe
applied to NoCs using five port routers with a lqoart. It has
two unidirectional data buses (input and outputtg)orEach

Embedded systems with multiprocessor systems-qm-chimpm port has first-in first-out (FIFO) buffer ara routing

logic block. The switching strategy used is therestand-
forward switching technique which is suitable fgnemically
reconfigurable NoC. The type of error control methassed
here is automatic repeat request which uses emtecting
codes, Ack/Nack solution which handles fault-tofera
transmissions effectively. Once a flit with an erfails to be
corrected by ECC is detected by the neighboringeroa
Nack is sent back and the whole packet is retratesni
Otherwise, an Ack is sent by receiver indicatingt tifull
packet is being received correctly as a data frama result
latency is reduced. The Hamming ECC is used herehwh
provide a suitable tradeoff between area overhewd earor
correction capacity. Hamming code is more suitdtteNoCs
based on Ack/Nack flow control than the parity biteck.
Indeed, hamming code can do error correction easilya
single bit-flip error occurrence, but in the ca$esiogle parity
check it would need packet retransmission and thasld
result in an increased transmission delay.

This reliable router switch architecture uses arfinen
routing error detection process. The popular XYodtgm
adaptive technique is considered here and thaeiisgbused
for this routing algorithm. If a faulty node is pent in the
NoC, it would result in a permanent transient ereord that
would result in a routing error. With the usageaafaptive
algorithm, bypass of faulty component in the No@ ba done
and this is the most difficult process in the rogtierror
detection. This error detection challenge can beedoy the
reliable router switch. If the routing error is ndetected
properly, it would result in a huge data packetusege
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latency, and as a result it would end up in a derable loss
of data packet sequence. If routing errors aredetected in
time, in addition to raising the latency on the lgc the
packets may wrongly be sent to a faulty routerooa tblock
which is in the process of being configured andckemot fully
ready to route the packets correctly. The basia wferouting
error detection is that each router that accepsdtta packet
sequence from the previously traversed switch leibk for
the accuracy of the routing decision. The erroeck&in done
by the router occurs in parallel after the Hammiogle error
detection is done. As a result, the latency of dadaket
sequence is not increased.
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Fig 1. Architecture of one block of reliable switch

A. Designing (n, k, t) Hamming code

Forward error-correction coding also known as ‘cl@n
coding’ is a method in digital signal processing ichh
improves reliability of the data by the introductiof a known
structure into the packet data before transmis#isrthe name
suggests, this coding technique enables the de¢odmrrect
errors without the need of requesting retransmissib the
original content. Hamming code is most suited forward
error correction techniques. In a communicationtesysthat
involves forward error-correction coding, the ersoceceives
the data sequence from the digital information seuiThe
code word is formed as a result of insertion ofurethnt or
parity bits by the encoder resulting in a longequemce of
code bits. Thus code words are then being traresniiv a
receiver, where an appropriate decoder is useckitact the
original data sequence. The (n, k, t) code referart ‘n’-bit
code word which has ‘k’ data bits (where n > k) an@=n—k)
error-control bits implied as ‘redundant’ or ‘redlancy’ bits
with the code correction capability of correctitighits in the
error (i.e. corrupted bits).If the total numberhits in the code
word is ‘n’ (=k+r), ‘r' should have the capabilitp indicate at
least ‘n+1’ (=k+r+1) different states.
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For example, a 7-bit ASCIl code needs four redungan
bits which is added at the end of the packet datdistributed
with the original packet data sequence bits to ftmen(11, 7,
1) Hamming code. These redundancy bits then ocdbpy
position numbers 1, 2, 4 and 8 (the positions oflarbit
sequence which has the powers of ‘2’). For easteséription
in the examples below, these bits are labeled 4s ‘R2,
‘R4’ and ‘R8'. In the Hamming code, parity bit ienbted by
‘r and the combination of data bits is shown below

R1: 1,3,5,7,9,11

R2:2,3,6,7,10,11

R4: 4,5,6,7
R8: 8,9, 10, 11
11 10 9 8 7 6 5 4 3 2 1
Data 1 0 0 1 1 0 1
R1 11 10 9 8 7 6 5 4 3 2 1
1 0 0 1 1 0 1 1
R2 11 10 9 8 7 6 5 4 3 2 1
1 0 0 1 1 0 1 0 1
R4 11 10 9 8 7 6 5 4 3 2 1
1 0 0 1 1 0 0 1 0 1
R8 11 10 9 8 7 6 5 4 3 2 1
Encoded Data | 1 0 0 1 1 1 0 0 1 0 1

Corrupted bit
'
R1 11|/10({9 |8 |7 |6 |5 |43 |2]|1
1|10(0|21]|1|0|0|0|1|0]1
l ] I I [ [
R2 11|10/ 9|8 |7 |6 |5 |43 |2]|1
1|10(0|1]0|O0|0 0|1 0|1
1 [ 1 [ T
R4 11|10 9|8 |7 |6 |5 |4|3|2]|1
1|10(0|12]0|21|0 0|1 0|1
LT T 1
R8 11|10/ 9|8 |7 |6 |5 |4|3|2]|1
1|10(0|1]0|1|0|0|1|0]1
LT T 1
1

Fig 2. Hamming code error detection

B. Error detection and correction
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Suppose during the transmission, the sixth bitdesged
its position from ‘1’ to ‘0.” The receiver now reges the
transmitted data and recalculation is done with game bits
which are sent by the sender together with theypabit each
set has and as a result, generates four new gatity Then
assembling of the new parity values into a binamnber in a
descending order of ‘r' position (R8, R4, R2, ant) & done.
In the example provided, as a result of assembtimg, step
will result in the binary number ‘0110’ (‘6’ decifawhich is
the accurate location of the corrupted bit in tla¢adpacket.
Once identification of bit is done, then routingogrcorrection
is done for error correction. The attractive asfiettis process
is that it is easy to implement in hardware and tloele
correction can be done prior to receiver’'s knowkedg

[ll. SYNTHESIS

The implementation of this suggested architectaelieen
done in Xilinx and the synthesis output wavefornthwihe
error detection done by Hamming code is shown below

Fig 3. Synthesis result

IV. CONCLUSION

With the use of these Hamming codes, error detectio
becomes easier and reduces latency, thus incresgaep of
packet transmission and making router reliable. \8®,can
precisely locate whether the data errors are Idoatethe data
bus or the input and output ports, and whetheast rermanent
faults or transient faults and the error correctiam be done
without the receiver’'s knowledge, thus reducing paeket
transmission latency.
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