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Abstract— This paper deals with development of a Java applet
for Data-Aggregation (DA) in farmland through simulation of
Wireless Sensor Network (WSN). This applet is devgbed on
Java/eclipse platform. It provides simple user intdace in the
form of Graphical-User-Interface (GUI) for DA in WSN and its
analysis in the farmland application. The implementéion has 4
modules namely: Service-Provider (SP), Router, Basstation,
and Intrusion-Detection-System (IDS) manager. Thera sensor
nodes (SNs) senses the farmland soil attributes ducas:
temperature, pH-value, pressure, humidity and windvelocity, in
accordance with this implementation, whose values ra
aggregated securely and communicated to the end wsgsing the
above modules. In this process, energy and delay raaneter
while packet transmission are very important for the lifespan of
the SNs. The maximum and minimum simulated network
transmission delays are 109.38 us and 15.63 us,pestively. The
simulated maximum and minimum energies consumed dimg
this transmission are 17.5 milli-Joules and 1.04 d#Joules,
respectively.
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varies, ranging from a few to hundreds of dollaspending
on the complexity of the individual sensor nodegeSand
cost constraints on sensor nodes result in cornelpo
constraints on resources such as energy, memory,
computational speed and communication bandwidtkVZN
typically consists of a sink node sometimes reten@ as a
Base Station (BS) and a number of small wireleesae
nodes. The base station is assumed to be seciremntimited
available energy while the sensor nodes are assumedit
unsecured with limited available energy. The sensor
nodes monitor a geographical area and collect senso
information. Sensor information is communicatedhe Base
Station through various means of transmission meiia
conserve energy this information is aggregatedtatinediate
sensor nodes by applying a suitable aggregationtiftm on
the received data.
Data aggregation [2,3,4,5,6] is any process in lwhic
information is gathered and expressed in a sumifeary, for
purposes of statistical analysis. Aggregation redudhe
amount of network traffic which helps to reduce rgye
consumption on sensor nodes.

The outline of this paper is as follows. In thetseT 2, an
overview of the WSN is presented in the contexthef secure

Wireless networking is a method by which homespa in the farmland application. Section 3 provides
networks, telecommunication networks —and enterprisgyerview of the implementation of this applicatisoftware in

(business) installations avoid the costly procdsatooducing
cables into a building, or as a connection betweamnous
equipment locations. Wireless telecommunicationwoets
are generally implemented and administered usidpra
communication. This implementation takes place la t
physical level (layer) of the OSI model networkusture. A
wireless sensor network is a spatially distribuaetonomous
sensor to monitor physical or environmental coodgi such
as temperature pressure, sound etc., and to cdivpérgass
their data through the network to a main locatibhe WSN
[1] is built of "nodes" — from a few to several liwaeds or
even thousands, where each node is connected to(avne
sometimes several) sensors. Each such sensor kehede
has typically several parts: a radio transceivehwian
internal antenna or connection to an external amaten
a microcontroller, an electronic circuit for intacfng with the
sensors and an energy source, usually a battergror

Java/Eclipse platform [7]. The section 4 providdse t
prototype simulation results of secure DA in fargiin
application using WSN. The conclusion based on the
implementation and the simulation results are drawsection

5 of this paper.

Il PROPOSEDBLOCK DIAGRAM

The wireless sensors (labelled as s1-s28, 28 irbagnare
assigned to read specific attributes namely tentperapH-
value, pressure, humidity, and wind velocity. Thesasors
collect the data and send them to the SP, andttieeBP sends
the same data to the BS through the Router. Dutirgg
information being sent it is also checked by theSI[B]
manager to provide the security to the system.rlaee it is
received to the BS, the end user can access themafion.
During the sending of the information from sensor§P, in-

embedded form of energy harvesting device. A sensQ(etwork aggregation [1,9] method is followed [2]anbus

node might vary in size from that of a shoebox ddwrithe
size of a grain of dust. The cost of sensor noadeilasily

objects involved in the implementation are showifigure 1,
whose descriptions are given subsequently.
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2.1 Service Provider

In this module of this (Java) applet, the SP [91],
activates all the sensors and assigns temperatumgdity, pH
level, pressure and wind-velocity to the SN objeatsd their
backup will be stored, and uploaded to the padicBS.
Meanwhile the data is extracted by the IDS mandgethe
security purposes.

Service

. [
provider

Sensor Router

IDS manager

End user Base station

Figure 1: Proposed block diagram of the securechpglication

Temperature

pressure to low pressure, usually changes due daagehin
temperature. Its unit is meter per second (or holing SNs
s21 to s28 are used as wind sensors.
Router
In this module, the predicate count query is uged t

determine the total number of nodes whose sensalings
have some property in the network. And it is resiude for
delivering the sensor readings to the BS. Beforalisg any
file to receiver, the data will be verified and theent to
particular BS. In a router we can view the sensnits and
the corresponding sensory data and clear it, ifired.
IDS Manager

The IDS Manager is responsible to identify thetsion
in the network. Basically it has two types (setédata, one
set of data taken from service provider and thesrottet of
data from the router. If the data is not matchédends an
acknowledgement that so and so data from the régpec
sensor is not matched and the same will be retlieagain
from the corresponding sensor. Then the IDS Manager

A temperature is a comparative measure of hot ofesponsible for capturing the fake data and theeetsve

cold. Here the temperature is been assigned frowwosanode

attacker. The IDS Manager will make an attackeradid then

sl to s5. The range is betweerf@%o0 30C assigned to these all attackers are stored with tags such as, attackene,

SNs during the simulation using the developed Jayaet.
pH level of sail

The pH stands for potential of hydrogen, which is
measurement of the hydrogen ion concentration ensttil of
the farmland in this application. The total pH scahnges
from 1 to 14, with 7 considered to be neutral. A p#és
than 7 is said to be acidic and solutions with a grdater
than 7 are basic or alkaline. The optimal pH rafggemost
plants is between 5.5 and 7.0. In the work of raper the
SN-devices s6 to s10 as pH sensors.
Pressure

attacked node, and modified sensor data detaila &N,
attacker IP address, time and date.

a Base Station

The BS module collects all sensor data from theerod1, s2,
s3, etc., and computes aggregation results. Theetimork-
aggregation allows sensor readings to be aggreghted
intermediate nodes, which efficiently reduces the
communication overhead. The BS used for checkiagsthtus
and to verify the results through reliable randamgling is
achieved by data communication and interactive fgroo
In-network aggregation

A pressure sensor measures pressure as force jper uR-network aggregation is the global process oheang and

area (Newton/Square meter), typically of gasegoids. This
device is used to measure the pressure of envinoinnoé
farmland. The pressure voltage signal acquirechbyptressure
sensor in farmland environment is amplified anchtbkanged
into digital signal representation by Analog-to-Dad

Converter (ADC). Finally, the digital pressure dais

manipulated and analyzed by Supply-Chain-Management

(SCM) program is sent to a computer through seraat. In

this way the system can detect and monitor pregmanameter
of agriculture environment in real time. The SNsl1 to s15
are pressure sensors.

Humidity

Humidity is the amount of water vapour (in percent)

in the air. The water vapour is the gaseous sfawater and is
invisible. Humidity indicates the likelihood of migitation of
dew or fog. The water is taken in by the roots awadporated
through the leaves into the air. This process ctwdsplant.
The relative humidity in the air can affect thevilaf water
through the plant. The higher the relative humidtthye more
slowly transpiration occurs. The SNs s16 to s20hamidity
sensors as per this work.

Wind velocity

wind flow velocity is fundamental atmospheric

quantity. Wind speed is caused by air moving froighh

6

routing information through a multi-hop network,opessing
data at intermediate nodes with the objective afucing
resource consumption, in particular energy theiiebseasing
network lifetime. There are two approaches for étaork
aggregation:
a. With size reduction
b. Without size reduction.
1) With size reduction
In-network aggregation with size reduction refers the
process of combining and compressing the data pmcke
received by a node from its neighbors in ordereuce the
packet length to be transmitted.

2) Without size reduction
In-network aggregation, ‘without size reductionfars to the
process of merging the data packets received frifarent
neighbors into a single data packet but withoutessing this
data for compression.

I, IMPLEMENTATION

The implementation procedure includes the followstegps
to realize the 4 modules built into the applet. yraee:
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Service Provider

range of values of data, randomly to the sensorened

| £/ Service Provicler :: SECURE DATA AGGREGATION IN FARMING APPLICATIONS USING WIRELESS SENSOR NETWORK

The SP mOdUIe aCt'VateS a” the Sensors and aalgns I Secure Continuous Aggregation in Wireless Sensor Networks ~Service Provider - I

backup will be stored. It uploads their data to pasticular
BS. The SP can view the attacked file by the ID®ager. It
can replace the injected fake temperature to the SN
Router

The router module predicate count query is used to

determine the total number of nodes whose sensalings
have some property in the network. And it is resiue for
delivering the sensor readings to the BS. If ifagnds fake
readings then it transfer the flow to IDS Manageefore
sending any file to receiver temperature will beified, then
send to particular BS. In a router we can view seasor
temperature details and clear this detail.

IDS Manager

Service

o O© © © © °©O L

o O©O ©O ¢ O © o

® ® ® ® ® D |

D D D D D D | v |
® ® ® O —TT—

Clear

Figure 2: Screenshot of SP

2) Simulation of WSN routing device

The IDS manager module is responsible to identify The Figure 3 below is the screen shot taken fotingu

the intrusion in the network. If the router findaké
temperature readings, then it transfers the flow IB®
Manager. Then the IDS Manager is responsible fpturang
the attackers. The IDS Manager will make an attat&eand
then all attackers are stored with tags such #ackasr name,
attacked node, and modified temperature of SN¢cketalP
address, and time and date.
Base Station

The BS collects the data from all sensor nodess31s3,
etc., and computes aggregation results at the BSletwork
aggregation allows sensor readings to be aggreghted
intermediate  nodes, which efficiently reduces
communication overhead. The BS is used for checkireg
temperature status and to verify the results thnoradiable

random sampling achieved by data communication and

interactive proofs with the BS.

IV. RESULTS

A prototype of the applet for secure DA in farming

application is implemented as a software model loé t
farmland WSN, using Java/Eclipse platform. Variguistual)
objects such as SNs, SP, routing device, IDS managd BS
(modules) are created by coding. The communicdigtween
various objects is accomplished through their pdfts the
simulating the sensor attributes, the built-in Jaadel
function, class, object, etc., features are used.

1) Simulation of Service Provider

The below screen in Figure 2 is snapshot of SPwthielps
to give command such as ‘Read temp’, ‘view backtgend’
and ‘clear data’. Basically all the sensors aretina which is
shown in black color. Once the “Read temp” command
clicked, each sensor gets activated and turns éengcolor
which shows the sensor is in active state and rehds
respective allotted reading. Second command is“tiewv
backup”, by clicking it we can see the newly aboittdata to
all the sensors. Third command is the “send” cominahich
helps us in sending the data to the BS throughmgwevice.

Fourth command is the “clear” command which helps i

clearing the previous data.

the

device which is implemented for transferring datanf SP to
BS. In this section we have two commands viz. Wvietails’
and ‘clear details’. Firstly the ‘view details’ Ipal us to view
the data that has come from the SP by which we adsm
verify whether arrived data is same as the one lsgtihe SP
or not. Second command helps in clearing the pusvitata.

| £ WSN-Router:

Secure Continuous Aggregation in Wireless Sensor Networks —Router —

"WSN Router’

@ — < —

Service Provider ‘WSN Router BaseStation

‘ View Details | | Clear Details |

Figure 3: Screenshot of WSN routing device

3) Simulation of Base Station

Figure 4 shows the screenshot of the BS. Here #ia d
being received at the BS as an end user can bedielhere
are four columns viz., ‘Sensor Name’, ‘Data’, ‘Stsit and
‘Verified'. The ‘Sensor Name’ is given from sl t8& Second
column that is ‘Data’ displays the respective ddlatted from
the respective sensor. Third column ‘Status’ tel®ut the
status whether the data received from SP to Routévice is
same or not; while the “Verified” column tells alhidbe data
received from routing device to BS is same or té¢nce
there will be two right clicks shown during the endon of
the (applet) program. In the screenshot of figfikes sensed
attributes namely temperature, pH-level, presshtanidity,
and wind-velocity are shown recorded. As this stsbet
displays only ten values at a time of all the sdngelues
corresponding to 28 sensors, they are also wriltéo a
spreadsheet of Table 1 during this simulation tanenience.
Table 1 shows the values of the sensor attribitegdch of
the 5 sensor types. Note that sensed values é&Rhand the
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values in this table are same. The values thadentto BS are
correspondingly equal, verifying the objective bfst applet
(project) implementation. Also each SN is assigméth a

MAC address against it and its sensed attributaeyaduring
the simulation. In conclusion this (applet) prowdéhe
implementation of secured DA in farming applicatiosing

WSN. As this is prototype model, it requires a tharh

analysis before adopting this model for a realtifield

implementation. This work provides modeling of altiene

farmland scenario, saving enormous cost that wothdrwise
be incurred due to lack of initial knowledge.

Base Station: SECURE DATA AGGREGATION IN FARMING APPLICATIONS USING WIRELESS SENSOR NETWOR

Secure Continuous Aggregation in Wireless Sensor Networks —BASE STATION --- ‘

Sensor Name Data Status Verified
Sensor Nodell 172 Nim2 vd v
Sensor Nodel2 103 Nm2 « +
Sensor Nodel3 140 Nm2 v v
Sensor Nodeld 113 Nim2 v o
Sensor NodelS 160 N/m2 v v
Sensor Nodel6 59 % v ad
Sensor Nodel7 80 % v v
Sensor Nodel8 77 % v o
Sensor Nodel0 78 % « +
Sensor Node20 66 % v o

Figure 4: Screenshot of Base station with data show

4) Imulation of IDS Manager

Figure 5 shows the snapshot of the IDS manageromind

The IDS manager gives details about the node wihiase

i
Field1 Data Mae Node
%C 378 17000d82376232 b 3 %dzceRe 1658428 =l
7T 0bh 3aca A1 TE 5 53530664 5T 4l 3 TTHcdS P
Tenp BT 35436534275 1446150013391 9h04=32 e
5T 54363425 = 16154 0b 23591 960452 i
5T 33436E342T5 x1246 1540023301 060432 5
7 G450 52 TTc 1Ea6b191Abad B6E35acbE 006 Py
g 12243 152318 86774 73964302021 7666 554321 P
oH 5 2027015000097 5544720 LEa6e 1974807 o8
5 2027cIcE0 71 3000997 52447204 LEabe 1971807 0
7 a5 305 TTc TEabbi91Abad B 33acbb 06 il
THNm 3560871 T84 TTa0 3206 1622 R 6282347 il
TN =EATbERASbbi 366023 DR HE A w12
Premure | 180 Nm2 233877 8260acted=33705 56265790680 0 Ta e i3
158 Nim2 25b1 278 73405a-4b Gdd 6885 T 101 T4 SG6EITD =y
152 Nl 220473803 FEd 00 AdaT e Tde 121 26eDeabb w15
8% 308251738 12 1948238 B 62ab3 3e30 799962372 nl6
3% §ed8531 71 ond 267062964215 T96b 790390 e =17
Humidity TT% STee7ad 5908015 200 14 62E0e 50200 62420342 it
8% 08451738 12 1968cead B 62ab3c50 T9996237h2 nld
5% ok 320270 1545 b =Tbe0da 036456 148 1380 w0
% meh 552005268 0920655 5755455 T eb Docal 35655 =
Bmgh 5691287422030 1256 2170549666 781 2ec 0 =
0 mgh 3902044718503 Tbadlarabed T1560F5 £ 184 38 w23
i [ e 500232793339 7282532166 T6beadaclieallae w2t
Winll velociy ™ o 6255 136 181277871 b3 1 7a3484 150 5693490 T
B mgh 74182304 543 36fb 1425322022 2bb B0BT7 603 26
T mgh 0714305 1 3064362 Th6T 2350208 T8- B2 8380374 pE
2 mgh 798ab 458 1576586736 LafPab00La66aT 12e n28

5) Transmission - delay and energy
Figure 6 shows the graph of delay (left y-axis) amergy

being manipulated. In IDS manager there is only ONGright y-axis) as function of SN number along xsaxihe

command that is ‘View Attacker Details’. It dispkyhe

attacker name to the respective node, what databkes

changed of that particular node and lastly we enthe date
and time of attack. Any data of a SN, if changed thg

external interface or by any intruder, details banseen and
further action can be taken in order to provide @mggcurity to
data at the end user. In an extended scenaridDtenanager
can also detect any active attack on the SN ifseth being

manipulated, by a proper tracking (which would bmarse of
future work).

| £/ IDS Manager:SECURE DATA AGGREGATION IN FARMING APPLICATIONS USING WIRELESS SENSOR NETWORK
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Aftacked Node

odified Temp

View Attacker Details

Figure 5: Screenshot of IDS manager
Table 1: The complete set of readings for all 2& Sdrresponding to five
attributes under consideration (mph —miles per hour

delay (microsecond - ps) refers to the transmistime and
the energy refers to energy consumed (in milli-dsut mJ)
during the transmission of each message (packeten$ed
attribute data. The amount of the energy consunmet the
transmission delay are random depending on theedens
attribute and the network conditions, which is debed
internally by Random-Number (RN) generation. Thergg
values E1 to E28 corresponds to the SN 1 to 2@entively.
Based on the calculation of the energy consumgtioreach
(message) slot we can have overall idea of how neunergy
has been consumed from the battery. The maximumggne
consumed is 17.5 mJ (for pH-value attribute) ane@ th
minimum energy is 1.04 mJ (for pressure attributejth
found by simulation.
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Figure 6: Delay and energy bar graph for the 28@enodes

Energy Calculation: The amount of energy (mJ) corel by
the system is given by the formula:
Energy = (message content/time delay)*1024 bytedoules.

The simulated delay values are T1 to T28 (us)

corresponding to the SN, 1 to 28, respectively famnva in
Figure 6. The maximum and minimum network transioiss
delays are 109.38 ps (for temperature attribute) E#n63 ps
(for pH-value and pressure attributes), respegtibeth found
by simulation.
Time Delay calculation: The time taken by the paci@
message) to transmit data from source - SP toakgndtion -
end user is given by:
Time delay = Start time — End time, in seconds.eNahe
delay and energy parameters are tabulated in psnahd
respectively for convenience.
V. CONCLUSION

In the work presented in this paper, a prototypelafa
applet is developed to model a WSN for implementing
farmland for secure DA, with an objective of monihg the
soil attributes such as - temperature, pH-valuesssire,
humidity, and wind-velocity for an optimum yieldhi applet
is developed on Java/Eclipse platform. The simuatiising
this applet validates our scheme of implementatibsecure
DA in WSNs for implementation in farmland. A sedwri
mechanism is also proposed to protect the sampliagedure
in the form of IDS manager, incorporated into thiulated
WSN. By exploiting the spatial correlation among &8 SNs
labeled - s1 to s28 considered in this case stadglase
proximity, a proper conclusion can be drawn towdatas soil
quality. From the functioning and lifespan - pexdpe of the
SNs and hence the WSN, the DA and its transmissien the
network is very vital. Each one of the soil atttésihas their
own delay and energy consumption in its processeosing
and transmission. The maximum delay found by sitrarais
109.38 pus for the temperature attribute; and a rmim of
15.63 ups for - pH-value, pressure, humidity, anchdwi
velocity. The simulated maximum and minimum energy,
consumed are 17.504 mJ (for pH-value) and 1.04 fod (
pressure). The function of the IDS manager in ghigtotype
version of the applet is made simple for convergerut in

future work it is planned to address all types tihcks, in
view of farmland application.
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