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Abstract: Our ultimate aim is to enhancethe file searching system
with reduced file searching cost and dela In past decade,
personal mobile devices such as laptops and smephones have
been more and more popular. MANETs consisting of digital

devices, nodes are constantiichanging the locatiol, forming

disconnectel MANETs with opportunistic device encountering.
In this paper, we propose a P2P Belidiased secured file
searching system, namely RFSfor disconnected MANETS In

this system, we enhance our base work hysing recommendatior

to select the peers.The system uses an interest extractic
algorithm to derive a node’s interests for Belief-based file
searching without involving untrustworthy node. Each group has
one Global leader for each known foreigrgroup, which serves as
the bridge to the group.
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1. INTRODUCTION

P2P is a distributed applicatioarchitecture that
partitions tasks or workloads among peers. Peersanally
privileged participants in the applicatidBach device (laptoj
smart phones)n the network is referred to as a node. -
owner of each noden a P2P network would set aside
portion of its resources such as processing power, d
storage, or network bandwidtite be made directly availab
to other network participant, without the need faentral
coordination by servers or stable hosts. With thiglel, peer:
are both suppliers and consers of resources, in contrast
the traditional client to server model where orthe tserve
supply (send), and clients consume (receive). Eimg
collaborative P2P systems are going beyond theokepeers
doing similar things while searchingesource: and are
looking for diverse peers that can bring in unigasource:!
and capabilities to a virtual groupereby empowering it t
engage in greater tasks beyond that can be acairagliby
individual peers, yet are beneficial to all the nse

Peer-2-pee systems often implement an absti
overlay network, built at Application Layer, on tag the
native or physical network topology. Such overlays usec
for indexing and peer discovery and make the P2®es)
independent from the physical network tcogy. Information
is typically exchanged directly over the underlyihgernet
Protocol (IP) network. Anonymous peeipger systems are i
exception, and implement extra routing layers tecolpe the
identity of the source or destination user/n A pure P2P
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network does not have the notion of clients or eerbut only
equal peer nodes that simultaneously function #s 'lelients”
and "servers" to the other nodes on the net\ This model of
network arrangement differs from the client to seimodel
where communication is usually to and from a cergteaver.
In structured P2P networks, peers are organizeldviig

specific criteria and algorithms, which lead to dags with
specific topologies and properti
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Fig.1 peer to peer mo

Unstructured P2P networks do not impose
structure on the overlay networks. Peers in thestevarks
connect in an attoc fashion based on some loose set of r
Ideally, unstructured P2P systems would have abegluno
centralized elements/nodes, in practice there are several
types of unstructured systems with various degreé
centralization. Three categories can easily be:

In pure peer-Deer systems the entire netw
consists solely of equipotent peers. There is omlg routing
layer, & there are no preferred nodes with any sp
infrastructure function. In centralized p-2-peer systems, a
central server is used for indexing functions amdadotstrag
the entire system. Although this has similaritiegthwa
structured architectur¢he connections between peers are
determined by any algorithm.

Hybrid peer-2peer systems allow such infrastruct
nodes to exist often called super noc
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Wired peer to peer filesearchin systems have
already become a popular and successful paradignfiléo
searching among millions of userAs the mobile digita
devices are carried by people that usually belangedrtain
social relationships, in our base paper, reseasdoeused ol
the P2P file searchingn a disconnected MANETgroup
consisting of mobile users with social network mdes In
this paper, we focused on the security in file cleiag syster.

2. RELATED WORKS

In this paper J], author proposed an approach f
uses combined reputations of servants and resou
providing more informative polling’s and overcomirthe
limitations of servant based only solutions. Setvaputations
are associated with the servant identifier, whigs tto be
tamper resistant. In pap¢?], author proposed a Bayesi
networkbased trust model and a method for builc
reputation based on recommendations in -2-peer
networks. Since trust is muliceted, peers need to deve
differentiated trust in different aspects of othpeers’
capability. The peer's needs are different in défa
situations. Depending on the situation, a peer megd tc
consider its trust in a specific aspect of anotipeer’s
capability or in multiple aspectsin paper [3], autho
motivated the importance adnonymity, especially in suc
trust based systems. Author presented ‘Trust Mecars ant
anonymous underlying protocol’ for trust managemdrte
protocol provides mutual anonymity for both thestrhost anc
the trust querying peer. In paper ,[Hutho presented an
approach that addresses the problem of reputatisadbtrus
management and the semantic level. Author employmth
levels scalable data structures and allow to actess by
computing an agents reputation from its former raatdon
with other agent.

2.1. Summery of existing system

In existing p2p model, there is no trusted server
validate the peer. At same time trust mechanismeeded tc
punish peers that exhibit malicious behavior armth&rmore
an access control mechanism is developed to séceréles
searching p2p network. In that médeach system stores t
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experience of file searchirig its own memory for future us

In this type, peer know about upload peer whetrardgor

bad, which already downloaded file from that pemrpthet

peers only considering the reputation in that ading peer, it
may chances to hack by malicious n . And there is no time
specification, so itl make some problem in transactic

2.2 Previous work summery

In flooding-based methods exploits the mobility of no
within a geographic area to disseminate winformation
among neighbors. It uses local broadcastinglnformation
searching and sets upformatior indexes on nodes along the
reply path to guide fisequent searching. In another met
each file holder regularly broadcasts an advertise
message to inform surrounding nodes about its. fildgese
flooding-based methods produce high overhead du
broadcasting. Though the advertiser-based methods
reduce the overhead of flood-based methods, but they still
generate high overhead for advertising and cannatamtee
the success of file searching due to node mot

3. PROPOSED WORK

In our proposed method, the file grouped based on the
frequent searchingprocesses regarding the files. In
proposed technique, we are considering the discbed
MANET as group In our proposed system, we take advan
of different types of node mobility for filsearching. We
define group Local leader a&global leader nodes in the view
of a social network. A groupocal leade is an important and
popular node in the groupln our method, we are enhanci
the existing model with some modificati In our proposed
model we are introducingpllowing things P2P ep model,
Trusting peer, Evaluate pedbictionary access cont.. More
secure than existing model and it satisfies theirements o
access control for p2pfileearchin system. In our work, peers
send reputation queries to peers interacted irp#se, whicl
reduces network traffic comparing to flood-based
approaches. Further more, each peer expands stsnigtwork
with time and can obtain more credible recommenda
from acquaintances.

3.1 Modules

We have divided our proposed technique into s
modules, they are given belpiWetwork design (Global leader
Node, Local leader Noddylember nod), Group Formation
(File type, File searchingQwn risk mode, P2P rep model,
Trusting peer, Evaluate pe&folunteer recommendatic
3.1.1. Network Design:

Each node can act with any one of the three dife
properties according to situat. 1) Global leader Node (The
node which capable to collect the neighbor foregroup
information. This nodecan connect the different groups
share the file). 2) Local leadBiode (The node which is stable
in the group, and contacting to the group node ueedy
These nodes which amapable to collect the information
file availability in own group) 4) Normal node (The node
which maintaining only the own informati)
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3.1.2. Group formation:
In this module, we planned to group the nodes,d
on file Information. The group formatiothepends on the fil
information; group of members contains the different type
files. So the group will be formed based on the divailability
and searching process to enhatteefile searching syste

In this module, we planned to divide the
searching scheme into two sub-maahjlthe file search will k
done by the interest oriented file searching atbori In this
module, the Local leadecollects the information of fil
availability in the groupSo if any member needs the file fil
then the nodes can ask to the Local leatfesearching file
information is not available in Local leadeode, the file may
available in other groupThat file information will be
collected by using Global leadeode from other grot

Fig.3.Example model of different properties of netwdevices

3.1.3.  Own risk model

All of the nodes in network not having any otherda
information at initial timeTherefore node can'’t believe witr
node is good or badhe requesting peer will select t
uploading peer based on the downloading agreerfiensige,
packet size, bandwidth allocation, total duratiorupload the
file).
sty :ilrh., = il 2] + (E - L)J "

. N

3.1.4. P2P rep model

The reputation metric measures a  stranc
trustworthiness based orecommendation If node finds
number of peer width indented file thés need to confirm
wither peer is good or bad, so it will request Hopaer abou
indented peeBy receiving recommendation from other pe:
node can calculate the reputation vallibe requesting pe:
will select the best peer based on higher reputatadue (if
own downloading history is low)

e :'“;Ilf'll!.— eibi; [2) + (] - l"”‘l"' ]—r',.
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3.1.5. Trusting peer

In this model, we are introducing the method toeptthe
trust based peer selectiolf. requesting peer already do
more transaction then it can believe the peer lgis numbe
of recommendatiorBased on own history value, the node
select the best peer to download the file
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3.1.6. Enhanced volunteer recommendatior

In our base model, they have considered the lignithe
number of downloader's to maintain the own trusthioess
in other peersin base model, if limit is crossed then -
uploading peer will ignore the re¢ To find the good peer,
requester needs to spend most of the time on reeowfaion
checking. Wehave enhanced base model to resolve
problem of delayln this module, if limit is crossed then t
node will checkthe highly trusted peer with requested file
peer found then node will generates volun
recommendation

If any volunteer recommendon is received, then the
node will check recommendes highly trusted node or not. If
yes then the node wonthake Recom_req directly it will
download the file from recommended n. In this module,
the node evaluates the peer in two v, 1) Service based, 2)
Recommendation basedfter each download, the peer w
verify the agreement with final download level. Bdson the
performance, servicénfo will be updatec After receiving
recommendation from number of peer, the nodeverify the
peer's bad recommendation by comparing all
recommendation Then new value will be updated. By
checking service and recommendation, the best wékbe
considered for file download and recommendat

Selection of best service provider may overlfew peers

while other peers having same resources are idldoa@
balancing mechanism is implemented in this workutitize
the resources of eligible good peers. In this ndtheact
peer’s simultaneous operations are limited to aimam. If a
peer reahes its maximum number of simultaneous operat
instead of simply rejecting the incoming requegtsuggest:
another good peer having the same resource to ehedce
requester. Hence, this method avoids time requiogdthe
service requester to finanother good service provider
also reduces the network traf
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Fig.4 file searchin request
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4. ALGORITHM

ALGORITHM
U, is Uploading count,
Ny, is Max up limit threshold
W, is working period
NW, is non working period
B bandwidth, Bug bandwidth upload reserved,
B,s bandwith used
1) If (peer has to download file)
1. Generate file request and send
2. Wait for reply and good per selection for a time
2) If (any peer received the request)
1. Check for upload limit (ENHANCEMENT)
0, At initial

n

U= in,x= 1,n=123..n

i=1

If (limit is not
Uy <Ny,
1. If (file found)
Set the bandwidth possibilities
B = By, — (Byg * Rand) — By
Give reply
2. else
Ignore
If (limit is crossed)
Up > Ny,
1. check for good peer

Shi]’

sty = (cbij — 1bij/2) -

Shmaz
For each je Ai
If Stj; > Sty found
Recom
else
Ignorg

3) If (request received)

1. add peerinto lis

1. Pi UPyg

2. send recommendation request to all other peers
4) If (recommendation request received)

1. Checks the history

1. For-eachH; e SHy s,

a. if (info found)
Send recommendation inf
b. else
Ignore

5) If (recommendation received)
1. add the recommendation info in to a R$tU Ry ;e
6) If (best peer recommendation received)
1. send data request
2. collect the data
3. set the satisfaction

= W,/(W, + NW,)

crossed)

7)
1.

If (data request)
check crossed the limit
Up > Np,,,
If crossed limit
send objection message
8) Time out for check best peer
filter the recommendation by SORT algorithm
Select best peer

5. RESULTS

We have tested our proposed network with popular

simulation tool called NS2. We have used the Silflewith
configuration of 20 GB Hard disc space, 1 GB RAM,
software’s Linux OS (Ubuntu 10.04) and NS2.34. Waeh
written the program by TCLHKront End language. We
simulated our proposed system with two types afiltesOne
is Nam and Xgraph.

In this section, we presented main result stepfgin

5-7, which shows the different packets used in thest
management process.
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The graph (9 & 1P shows packet delivery ar
overhead comparison. From graph we can know oyqseo

system works well in utrusted environme
S i e About 10 nodes

MNo.of.Packets

Traphre s

1.0000 graph/ | rust.

0.0000

0.8000

0.7000

0.6000

0.5000

0.4000

0.3000

[NREINNE]

0.1000

0.0000

Technology

Fig.9 Pkt delivery graph with basic p2p and trust basee

Close |[|[Hdopy || About

Mo.of.Packets

About 10 nodes

graphn =
graphie=e_OH

10,0000

2.0000

8.0000

7.0000

6.0000:

5.0000

4.0000

3.0000

2.0000

1.0000

0.0000

Technology

Fig.10. overhead comparisé®DV and P2P methc

15

6. CONCLUSION AND FUTURE WORK

In our proposed method, the file Information based on
the frequent query processes regarding the files.olr
proposed technique, we are considered the discted
MANET as groupgroups. And we have implemented |
overhead file sarching system and we have tes
successfully. The problem of identifying wron
recommendations is reduced in this work. It reduthes
service based attacks and it also reduces the reeaduatior
based attacks if there are not more than 50% rakchode:
in the P2P network. It uses three types otrics, service, and
reputationand recommendation trust metrics to create a
network in a peer’s proximity. This work also impients the
load balancing mechanism to utilize the networkouveses
effectively. When the best service provider in thetwork
reaches its maximum number of simultaneous ope&stit
suggests another good peer having the same sdnvitiee
service requester. Hence, the time required fovice
requester to choose a different peer is red

It helps reducing large arunts of attacks but, this work
does not solve all the security issues of a P2Rarkt This
issue should be focused in future work to use thst tmode
in various applications. Future work may consistusing
different load balancing algorithms to rce the delay of

getting aresource.
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