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Abstract— Secure and Efficient data delivery plays  very
importance role in vehicular networks, but highly dallenging of
frequent network interruption, fast topological changes and also
the attackers in the network. The Data Storage's &ick is a
severe attack that can be easily launched by a paef external
attackers in Networks. In this attack, an attackersniffs packets
or data at one point in the network by injecting f&e contents or
wrong data for corresponding nodes. In this paperthe system
proposes novel attackers detection and positioningcheme based
on mobile Location Based Server, which can not onlgetect the
existence of Network Node attacks, but also accumdy localize
the attackers for the system to eliminate them outf the network
and enhancing the digital signature value using Sace Hash
Algorithm — 512 due to security reason.

Index Terms— Vehicular networks , Trajectory, Routings,
Server Provider ,VAN Router .

l. INTRODUCTION

Vehicular network is a network of vehicles wulhi
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suitable for those applications which can tolerattain
delivery latency.

There is a great deal of uncertainty associatéti wehicle
mobility. Vehicles move at their own wills. It difficult to
gain the complete knowledge about the vehiculacetraf
future movement, i.e., the position of the vehiatea given
point in time. For routing in a vehicular network relay
node must decide how long a packet shouldepe and
which node a given packet should be forwarded tastiag
study shows that it is possible to find an optimmalting path
when the knowledge of future node
Networks is the one of the areas in the field ofeleiss
communication, where in delay is particularly hidgihey are
promising technology in vehicular, disaster responsder
water and satellite networks. Delay tolerant neksoare
characterized by large end to end communicatiemtat and
the lack of end to end path from a source to itidation and
they pose several challenges to the security of ¥/3MNthe

communicate with each other via short-range wiselesnetwork layer there are many attacks so we congidest

communications. Vehicles can therefore communiasiti
each other directly when they meet each other ooutih
multihop transmissions. Vehicles can act as powednsors
and form mobile sensor networks. Vehicular networkave
many appealing applications such as drivingetyaf
intelligent transport , infra-structure monitoringnd urban
monitoring. 3G networks are more populat access to
3G is possible in urban vehicular network. Movinghicles

common types of attacks on these networks. Withhtip of
these attacks they give serious damages to theoretim
terms of latency and data availability. Using epyr@anomaly
detection algorithm motivated by the detection aefeenal
attackers and to prevent them from the attacking ftam the
outside environment.

Cryptographic hash functions are mathematical djzera

can also communicate with each other via 3G.Howevefun on digital data; by comparing the computed htsta

communication via 3G has limitation. The cost 36
communication is very high compared to ad hoc udhic
communication which is for free and also the bamwitlwviof
inter-vehicle communication can be higher thaat tf 3G.
Finally, many real-time applications are time cati so
ADHOC networks are more suitable

Efficient and secure inter-vehicle data daiw is of
central importance to vehicular networks . listhaper
focus is on such vehicular networks that aparse and do
no assume that all vehicles on the road are memiges of
the vehicular network. In Such sparse vehicularwosks

known and expected value of hash, the data's ibtezan be
determined. For example, computing thehhafsa
downloaded file and by comparing it to previougiblished
hash result can show whether the download has foeelified
or tampered with.

The SHA512 algorithm is very similar to SHA256, andst
of the general optimization principles describedhis system
apply here as well. The main differences in theorilym
specification are that SHA512 uses blocks, digasts data-
type of computation twice the size of SHA256. Irdiéidn,
SHA512 is specified with a larger number of rounofs

feature the infrequent communication opportesitand —Pprocessing.
Inter-vehicle data delivery may introduce non igble

delivery latency because of frequent topology
disconnection of a vehicular network. Thus sHoudtress

that the inter-vehicle communication in vehiculatwork are

is  Known.



International Journal of Ethics in Engineering & Management Education
Website: www.ijeee.in (ISSN: 2348-4748, Volume 2due 6, June 2015)

Il SYSTEM ARCHITECTURE router with their tags such as attacker name, r@tye, IP address,
time & date.
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Fig.1. Architecture for Secure Data Delivery in éds
Data Service provider:

In this module, the data service provider will bemathe data files
available and initialize the nodes, then selecbden& send to the
particular end user. Data Service provider willdsémeir data file to
VAN router and in a VAN router less cost node wiflect and send
to the particular end user. After receiving sucitésbe data provider
will get response from the router.

VAN Router

In this module, the VAN router consist of n-numiaérnodes to
provide a data service. The VAN router will recefkie data file from
the service provider and select a less cost nodesand to the
particular end user. If any attacker will foundanrouter, then the
VAN router will select another less cost node aeddsit to the end
user. Van router can assign city cost, view cigfads and view
attackers. If city cost has to be assigned, tidecs city name and
enter new cost and submit, then it will be stored VAN router.

GPS

In this module, some operation such as view vetiejectory and
view attack destination are done. If we selecivwiehicle trajectory,
then all information about vehicle with their tagigch as city name,
metadata, date & time is received. In GPS the Wdetdithe attacker
can be viewed with their tags such as attacker paityename, Mac
address, time and date.

End User

In this module, there are n-number of end userpegsent (A, B,
C and D). The end user can receive the data filen fthe service
provider via VAN router. The end user will receitiee file by
without changing the File Contents. Users may recparticular data
files within the router only.

Attacker
Attacker is one who is rerouting the trajectory @o@he attacker
will select the node and inject fake key to thetipatar node. After

attacking successful the attacker details willstor GPS and VAN

9

IIl. PROPOSED METHODOLOGY
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Fig 2. Methodology Used

The proposed methodology uses the following madudiven

below.

 The data service provider browses the data fild an
initialize the nodes, then select a node & sendh®
particular end user.

e Data Service provider will send their data file V&N
router and in a VAN router less cost node will selend
send to the particular end user.

e The sent data will have a Cryptographic Hash fuamcti
SHA512 which provides the Security against the ékéais
in the network.

e The VAN router consist of n-number of nodes (A,@B,D,

E and F) to provide a data service.

*  The VAN router will receive the data file from tservice
provider and select a less cost node and send €o th
particular end user.

e If any attacker will found in a router, then the MAouter
will select another less cost node and send tacpéat end
user.

. In a VAN router we can assign city cost, view diigtails
and view attackers.

* In GPS some operation such as view vehicle trajgetind
view attack destination can be done.

« If we click on view vehicle trajectory, then we et all
information about vehicle with their tags such g same,
metadata, time & date.

e There are n-number of end users are present (& 8pd
D). The end user can receive the data file fromst@ice
provider via VAN router.

e The end user will receive the file by without chemggthe
File Contents. Users may receive particular dates fi
within the router only.

e Attacker is one who is rerouting the trajectory aod@he
attacker will select the node and inject fake keytle
particular node.

e The Attributes are Vehicular networks, probabitisti
trajectory, routing, prediction, Markov chain, File
Management, data provider, end user, Attackers.
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V. RESULTS
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SECURE TRAJECTORY BASED DATA DELIVERY IN VANETS
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Fig 3. Data service provider Module Details

In this module, the data service provider breambe file that has
to be sent to a particular destination when am usguests for a
particular file and then the service providetidlises all the nodes.
The IP address is then selected and also theccighich the file has
to be sent is selected and the file is sent torgater.

Before Sending the data file a Cryptographic hasittion SHA
512 is added to the file to provide security agaattackers in the
network .

Fig 4. Van Router Module

The file that is sent by the service provider isefeed by the Van
Router which Assigns cost to all the nodes in tesvorks. Then the
Van router tries to find the Shortest path in tleéwork to send the
file to the Destination.
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Fig 5.Atacker in Van Router Module
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The Data Storage's attack is a severe attack thatbeaeasily
launched by a pair of external attackers in Netwohk this attack, an
attacker sniffs packets or data at one point imitevork by injecting
fake contents or wrong data for corresponding notlks attacker in
the network who intends to modify the data willesgla particular
node and injects fake key into that node. In GIR8,Retails of the
attacker can be viewed with their tags such askdtaname, City
name , MAC address, Date and time .

we can see in the figure above where a fake datgected in the
node C. when the van router is sending the data Source node to
the destination node it finds out that there isaiacker at node c. so
it tries to recover the path that has been attadkei tries to find
another shortest path in which the required datalma sent to the
destination.
Conclusion

In the network layer there are many attacksn&st common
types of attacks on these networks can be considgvéh the help
of these attacks they give serious damages toettveork in terms of
latency and data availability.

In this paper, the system proposes novel attacfetsction and
positioning scheme based on mobile Location Bassse®, which
can not only detect the existence of Network Noiacks, but also
accurately localize the attackers for the systemlitoinate them out
of the network. A cryptographic hash function SHA25s used in
the Service Provider modules which helps to pretleatattackers in
the network in the Van Router module and helpseimdsg the data
file from source to destination in a secure manner.
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