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Abstract—Message authentication is the most effective way to
thwart unauthorized and corrupted messages being forwarded in
wireless sensor networks (WSNs). For this reason, many message
authentication schemes have been developed, In this paper, it
proposes a scalable authentication scheme based on elliptic curve
cryptography (ECC). Where all the intermediate nodes do the
authentication, the proposed scheme allows any node to transmit
and receive an unlimited number of messages without the
limitation of threshold problem. In addition, this scheme also
provides message source anonymity.

The symmetric-key based scheme requires complex key
management, lacks of scalability, and it is not resilient to large
numbers of node compromise attacks since the message
sender and the receiver both share a secret key. The shared
key is used by the sender and it generates a message
authentication code (MAC) for each transmitted message.
However, in this method, the authenticity and the integrity of
the message can only be verified by the node with the shared
secret key, which is generally shared by a group of sensor
nodes. An attacker can compromise the key by attacking a
single sensor node. But this method does not work in multicast
networks.

Keywords— Source Privacy, elliptic curve cryptography,
SAMA.

I.

INTRODUCTION

To solve this scalability issue, the secret polynomial based
message authentication scheme was introduced in this system.
In this scheme the idea is similar to a threshold secret sharing,
This scheme offers information-theoretic security of the
shared secret key when the number of messages transmitted is
less than the threshold value, Where the threshold is
determined by the degree of the polynomial. The intermediate
nodes do verify the authenticity of the message through a
polynomial evaluation. However, when the number of
messages transmitted is larger than the threshold, the
polynomial based scheme fails in authentication.

A typical wireless sensor node consists of sensing, computing,
communication, actuation, and power components. These
components are integrated on a single or multiple boards, and
packaged in a few cubic inches. A WSN usually consists of
ten to thousands of such nodes that communicate through
wireless channels for information sharing and cooperative
processing. WSNs can be deployed on a global scale for
environmental monitoring, over a battle field for military
surveillance , in factories for condition based maintenance, in
buildings for infrastructure health monitoring, or even in
medical field for patient monitoring system.

An alternative solution was proposed to this system to thwart
the attacker from recovering the polynomial by computing the
coefficients of the polynomial. The idea is to add the random
noise, also called as perturbation factor, to the polynomial so
that the coefficients of the polynomial cannot be easily solved.
However, the study shows that the random noise can be
completely removed from the polynomial using errorcorrecting code techniques.

In a typical WSN scenario, A user can retrieve information of
interest from the WSN by injecting queries and collecting
results from the base station, which act as an interface between
the user and the network. So WSNs can be considered as a
distributed database. The WSN will be will be connected to
the Internet, by which global information sharing becomes
feasible.

In the public-key based scheme, The message is transmitted
along with the digital signature generated for the message
using the sender’s private key. Every intermediate node and
the destined receiver can do authentication of the message
using the sender’s public key. The limitation of the public key
based scheme is that it has high computational overhead.But
the recent studies on elliptic curve cryptography shows that
the public-key schemes is more advantageous in terms of
memory usage, computational complexity, and security

Message authentication is the most effective way in thwarting
the unauthorized and corrupted messages from being
transmitted in networks so as to save the precious sensor
energy. For this reason, there are many authentication schemes
present in literature to provide message authentication in
WSN. These schemes can be classified into two categories.
Public-key and symmetric-key based approaches.
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resilience, since public-key based scheme have a simple and
implemented in large scale WSNs. In addition, they also
introduce delay in message authentication, and the delay
clean key management.
increases as the network scales up.
In this paper, it proposes an SAMA scheme which is
A secret polynomial based message authentication scheme
unconditionally more secure and efficient source anonymous
was introduced in this system. This scheme offers
message authentication scheme, based on the optimal
information-theoretic security with ideas similar to a threshold
modified ElGamal signature scheme on elliptic curves. This
secret sharing, where the threshold is determined by the
scheme enables the intermediate nodes to do authentication, so
degree of the polynomial. When the number of messages
that all corrupted message can be detected and dropped to save
transmitted is below the threshold, the scheme enables the
the sensor energy. While achieving compromise-resiliency,
intermediate node to verify the authenticity of the message
flexible-time authentication and source privacy protection, this
through polynomial evaluation. However, when the number of
scheme does not have the problem of threshold.
messages transmitted is larger than the threshold, the
polynomial can be fully recovered and the system is
II. PROPOSED BLOCK DIAGRAM
completely broken. To increase the threshold and the
complexity for the attacker to reconstruct the secret
polynomial, a random noise, called as perturbation factor is
Here, the source will send the encrypted message or
added to the polynomial in the system to thwart the adversary
information file to the nearest node and the keys are
from computing the coefficient of the polynomial. The added
exchanged between the source, nodes and the destination
perturbation factor is completely removed using errornode. The intermediate node receive message and do
correcting code techniques.
authentication and pass it to the nearest node and here also the
authentication takes place. And if the message is uncorrupted
For the public-key based approach, each message is
then it is sent to destined receiver. If the message is corrupted
transmitted along with the digital signature of the message
then filtering is done and then passed to the destination node.
generated using the sender’s private key. Every intermediate
forwarder and the final receiver can authenticate the message
Source
Key Exchange
Node by node
using the sender’s public key. The recent progress on elliptic
curve cryptography (ECC) shows that the public-key schemes
can be more advantageous in terms of memory usage, message
complexity, and security resilience, since public-key based
approaches have a simple and clean key management.
Destination
Key Server
The existing anonymous communication protocols are largely
stemmed from either mix net or DC-net. A mix net provides
anonymity via packet re-shuffling through a set of mix
servers. In the mix net, the sender encrypts the outgoing
message, and the ID of the receiver, using the public key of
the mix. The mix accumulates a batch of encrypted messages,
decrypts and re-orders the messages, and forwards them to the
receiver. Since mix net-like protocols rely on the statistical
properties of the background traffic, mix-net cannot provide
provable anonymity. DC-net is an anonymous multi-party
computation scheme. Some pairs of the participants are
required to share secret keys. DC-net provides perfect source
anonymity without requiring trusted servers. However, in DCnet, only one user can send at a time, so it takes additional
bandwidth to handle collision and contention.

Figure1: Block diagram of proposed system.
In this system, proposed a scalable authentication scheme
based on elliptic curve cryptography. While enabling
intermediate nodes to do authentication, this scheme allows
any node to transmit an unlimited number of messages without
the problem of threshold. In this a source anonymous message
authentication code (SAMAC) on elliptic curves that provides
unconditional source anonymity through node by node
message authentication scheme. In order to evaluate the
existing message authentication, SAMAC acts resilient to both
active and passive attack.
III.

RELATED WORK

IV.

In the existing system, hash based and symmetric key
authentication schemes were proposed for WSNs. In this
scheme, each symmetric authentication key is shared by a
group of nodes. An attacker can compromise the key by
attacking a single sensor node. Therefore, this scheme is not
resilient to node compromise attacks. Another scheme is
symmetric-key scheme which requires synchronization among
nodes. This scheme, including TESLA and its variants also
provide message sender authentication. However, this scheme
requires initial time synchronization, which is not easy to be

ALGORITHMS

A. Generation of HMAC
The keyed hash message authentication code (HMAC) is a
specific technique for calculating a message authentication
code (MAC) involving a cryptographic hash function in
combination with the secret cryptographic key. With any
MAC, it is used to simultaneously verify both the data integrity
and the authentication of a message. Any cryptographic hash
function, such as SHA1 is used in the calculation of an HMAC,
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the resulting MAC algorithm is termed as HMACSHA1.It is
cannot pretend to be an innocent node and inject fake
calculated as shown. We use either i-padding or o-padding.
messages into the network without being detected.
C. Hop-by-hop message authentication
Every intermediate node on the routing path should be able to
verify the authenticity and integrity of the messages upon
receiving. This is done by the verification of public key. ACK
is replied to previous node if authentication is successful.
D. Compromised Node Detection Process
If a message is received by the sink node, the message source
is hidden in an AS. Since the SAMA scheme guarantees that
the message integrity is unhampered, when a corrupted or
meaningless message is received by the sink node, the source
node is viewed as compromised. If the compromised source
node transmits only one message, it will be very difficult for
the node to be identified without the help of additional
network traffic information. When a compromised node
transmits more than one message, the sink node can narrow
the possible compromised nodes down to a very small set.Key
server management. Key server is a certificate authority
server, which is responsible for message authentication. The
key server verifies the information and authenticates the user.
This is a kind of data encryption and decryption process. It is
achieved through diffie Hellman key exchange algorithm.

Figure 2: Generation of Hmac.
B. SAMA
The SAMA consists of the following algorithm. Generating
(m,Q1,Q2,….Qn) :the given massage m and public keys
Q1,Q2…Qn of AS S={A1,A2,…An}, the massage sender
At,1<=t<=n, generates the anonymous massage S(m) using its
own private key dt. The S(m) includes public key of all
members in AS, the verifier determines ehether S(m) is
generated by a member of AS or not.
C. Modified Elgamal Signature Scheme
The modified elgamal signature scheme consist of three
algorithms
• Generation of key: let p be the prime and g be the
generator of Zp. Here both p and g are public.For a
private key x ,if it belongs to Zp, then the public key
y is computed by y=gxmodp.
• Generation of signature : For the massage m, choose
a random k belongs Zp-1 and calculate r = gkmod p
and solve for s, h is HMAC.
S=rxh(m,r)+k mod (p-1)
• The signature is defined by (r,s)
• Algorithm for verification: the verifier checks
whether gx = ryrh(m,r)mod p. If equality is true, then
the verifier accepts the signature, else rejects.
V.

VI.

CONCLUSION

In this paper, It proposed a novel and an efficient source
anonymous message authentication (SAMA) scheme based on
elliptic curve cryptography (ECC). It ensures message sender
privacy, SAMA scheme can be applied to any message to
provide message content authenticity. To provide node-bynode message authentication without the problem of the built
in threshold of the polynomial-based scheme, propose a nodeby-node message authentication method based on the SAMA.
We also discussed possible techniques for compromised node
identification. This proposed scheme is more efficient than the
bivariate polynomial-based scheme in terms of computational
overhead, energy consumption, delivery ratio, message delay,
and memory consumption.
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