I nter national Journal of Ethicsin Engineering & Management Education
Website: www.ijeeein (1 SSN: 2348-4748, Volume 1, Issue 10, October 2014)

| dentity Based Detection of Spoofing Attackersin
Wireless Networ ks and Practical Solutions

M.Venkateshwarlu P.Rajendra Prasad

M.Tech CSE Assistant Professor &
Scholar M.Tech In charge (CSE)
SRTIST SRTIST

Nalgonda, TS, India Nalgonda, TS, India

Abstract: Wireless spoofing attacks are easy to launch and can
significantly impact the performance of networks. Although the
identity of a node can be verified through cryptographic
authentication, conventional security approaches are not always
desirable because of their overhead requirements. In this paper,
we propose to use spatial information, a physical property
associated with each node, hard to falsify, and not reliant on
cryptography, as the basis for (1) detecting spoofing attacks; (2)
determining the number of attackers when multiple adversaries
masquer ading as a same node identity; and (3) localizing multiple
adversaries. We propose to use the spatial correlation of received
signal strength (RSS) inherited from wireless nodes to detect the
spoofing attacks. We then formulate the problem of determining
the number of attackers as a multi-class detection problem.
Cluster-based mechanisms are developed to determine the
number of attackers. When the training data is available, we
explore using Support Vector Machines (SVM) method to
further improve the accuracy of determining the number of
attackers. In addition, we developed an integrated detection and
localization system that can localize the positions of multiple
attackers. We evaluated our techniques through two testbeds
using both an 802.11 (WiFi) network and an 802.15.4 (ZigBee)
network in two real office buildings. Our experimental results
show that our proposed methods can achieve over 90% Hit Rate
and Precision when determining the number of attackers. Our
localization results using a representative set of algorithms
provide strong evidence of high accuracy of localizing multiple
adversaries.

Keywords: Wifi, Spoofing, Wireless, RSS, MAX, WEP, WPA, | SP

1. INTRODUCTION

The wireless transmission medium, adversaries cabased spatial

monitor any transmission. In various types of &$addentity
based spoofing attacks are especially easy to faand can
cause significant damage to network performance802.11
networks, it is easy for an attacker to gather wis&fAC

address information during passive monitoring ament

modify its MAC address by simply issuing an ifcanfi

command to masquerade as another device. In dptasting
802.11 security techniques
Privacy (WEP), Wi-Fi Protected Access (WPA),or &12.
(WPA2), such methodology can only protect data aman

attacker can still spoof management or control &sue cause

significant impact on networks.
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IDS watch the wired and wireless network from theide and
report or alarm depending on how they evaluatentte/ork
traffic they see. They continually monitor for asseoints to
the network and are able, in some cases, to do @osops of
the security controls defined on the access poitith yre-
defined company security standards and either reset
closedown any non conforming AP’s they find. The
distinction between placing IDS sensors on bothedviand
wireless networks is an important one as large aratp
networks can be worldwide.IDS systems can alsctifyeand
alert to the presence of unauthorized MAC addresgethe
networks. This can be an invaluable aid in trackdayvn
hackers.

Spoofing attacks can further facilitate a variefy o
traffic injection attacks, such as attacks on azcestrol lists,
rogue access point attacks, and eventually DemiSkovice
(DoS) attacks. A broad survey of possible spooféitigcks can
be found in a large-scale network, multiple adveesamay
masquerade as the same identity and collaboratauttch
malicious attacks such as network resource utitinaattack
and denial-of-service attack quickly. Therefordsitmportant
to detect the presence of spoofing attacks, deternthe
number of attackers, and localize multiple advéesaand
eliminate them.

The main contributions of our work are: GADE: a

generalized attack detection model that can bottectle
spoofing attacks as well as determine the number
adversaries using cluster analysis methods grounde@SS-

correlations among normal
adversaries; and IDOL: an
localization system that can both detect attacksedbas find
he positions of multiple adversaries even wheratheersaries
vary their transmission power levels. The Partitignaround
Medoids (PAM) cluster analysis method is used tdoom

attack detection. We formulate the problem of dateing the
number of attackers as a multi-class detection IprabWe
further developed a mechanism called SILENCE fatirg

Silhouette Plot and System Evolution with minimurstance
of clusters, to improve the accuracy of determiniting

number of attackers. Additionally, when the tragidata is
available, we propose to use Support Vector Mash{8&/M)

method to further improve the accuracy of deterngnthe
number of attackers.

devices and
integrated detection and
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The fact that wireless channel response de-coeelgtite
rapidly in space, a channel-based authenticatiblerse was
proposed to discriminate between transmitters #erdint
locations, and thus to detect spoofing attacks ireless
networks focused on building fingerprints of 80 IWLAN

NICs by extracting radiometric signatures, sucHraguency
magnitude, phase errors, and 1/Q origin offset,dt&fend
against identity attacks. However, there is add#&icmverhead
associated with wireless channel response and medii
signature extraction in wireless networks. In WSétwork
introduced a security layer that used
relationships based on the packet traffic, inclgdiMAC

sequence number and traffic pattern, to detect fagpo

attacks. The MAC sequence number has also been insed

performs of spoofing detection. Both the sequencaber and
the traffic pattern can be manipulated by an adrgras long
as the adversary learns the traffic pattern undemal
conditions.

« Ingress— An ISP prohibits receiving from its stub
connected networks packets whose source address
does not belong to the corresponding stub network
address space

e Egress- A router or a firewall which is the gateway
of a stub network filters out any packet whose seur
address does not belong to the network address .spac

Present system is having the following disadvargagee:
Allows Spoofing within a stub network, not self desive,

forge-resista Effective only when implemented by large number of

networks, Deployment is costly, Incentive for afPI8 very
low

2. LITERATURE SURVEY
2.1. Supporting Anonymous Location Queriesin Mobile

Environments with Privacy grid: This paper presents
PrivacyGrid - a framework for supporting anonymous

The node’s "spatial signature”, including Receivediocation-based queries in mobile information deljveystems.

Signal Strength Indicator (RSSI) and Link Qualitydicator
(LQI) to authenticate messages
However, none of these approaches are capablderfdaing
the number of attackers when there are multiplecesdries
collaborating to use the same identity to launcHicicas
attacks. Further, they do not have the abilitydoalize the
positions of the adversaries after attack detection

The PrivacyGrid framework offers three unique calitads.

in wireless networkgFirst, it provides a location privacy protectionefarence

profile model, called location P3P, which allowshite users
to explicitly define their preferred location prosa
requirements in terms of both location hiding measye.g.,
location k-anonymity and location I-diversity) anocation
service quality measures (e.g., maximum spatiablugisn
and maximum temporal resolution). Second, it presidast

MAC Address spoofing: MAC addresses can be easily and effective location cloaking algorithms for laoa k-

changed through device drivers, effective attackhs tbe
implemented with some equipment available on theketa
IEEE 802.11 facing many security threats, whichreepnted
by a class of attacks which can be known as maadungy
attacks. With such tools, the attacker modifiebegithe MAC
or the IP address of the victim in order to adopother
identity in the network. By this technique the uder will be
able to operate as a trust worthy node and canrtske
incorrect routing information to other participant$ the
network. Another example is creation of loops ie thuting
computation which result in unreachable nodes.

To prevent and secure the network from spoofing, th
specialist divided the techniques into three caiego

anonymity and location I-diversity in a mobile emriment.
We develop dynamic bottom-up and top-down grid kilog
algorithms with the goal of achieving high anonyatian
success rate and efficiency in terms of both timmmexity
and maintenance cost. A hybrid approach that cliyefu
combines the strengths of both bottom-up and toprdo
cloaking approaches to further reduce the average
anonymization time is also developed. Last butthetleast,
PrivacyGrid incorporates temporal cloaking into theation
cloaking process to further increase the success oh
location anonymization. We also discuss PrivacyGrid
mechanisms for supporting anonymous location gserie
Experimental evaluation shows that the Privacy@pgroach

1. Sequence number analysis: by modifying the MACcan provide close to optimal location k-anonymisydefined

address header, so each device will have a senaber (SN)

by per user location P3P without introducing sigaiht

2. Transceiver fingerprinting: where each radioperformance penalties.

transceiver has its unique shape and pattern.

3. Signal strength analysis: This depends on the.2.

strength of the coming signals from the clients.

On the Value of a Random Minimum Weight
Steiner Tree: Consider a complete graph on n vertices with
edge weights chosen randomly and independently famm

Physical Layer: Physical layer is hard to frog and not easy aexponential distribution with parameter 1. Fix ktiees and

the MAC address; because the information in thigdais
inherent to radio characteristics and the physoaironment,
in addition it is used to differentiate devices.llHsses the
frequency-domain patterns of the transient portioh
radiofrequency (RF) signals, as a fingerprint, toiquely
identify a transceiver

consider the minimum weight Steiner tree which aorg
these vertices. We prove that with high probabiiity weight
of this tree is (1 + o(1))(k — 1)(log n — log kwhen k = o(n)
and n-oo. 1.

2.3. Random Key Predistribution Schemes for Sensor
Networks. Key establishment in sensor networks is a

Existing System: In the present systeingress and Egress are challenging problem because asymmetric key crystesys

6
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are unsuitable for use in resource constrainedosemsdes,
and also because the nodes could be physically raomiged
by an adversary. We present three hew mechanismisefo
establishment using the framework of pre-distribgitia
random set of keys to each node. First, in the rgpmsite
keys scheme, we trade off the unlikeliness of gearcale
network attack in order to significantly strengtlrandom key
predistribution's strength against smaller-scaletacés.
Second, in the multipath-reinforcement scheme, aavshow
to strengthen the security between any two nodes
leveraging the security of other links. Finally, yweesent the
random-pairwise keys scheme, which perfectly presethe
secrecy of the rest of the network when any nod=ured,
and also enables node-to-node authentication amaunn
based revocation.

24. Enhancing Base Station Security in Wireless

performance evaluation is provided for a simulassshsor
network, as well as measurements of cryptographéciead
on real sensor nodes.

3. PRPOSED SYSTEM

The proposed System used Inter domain Packetsfi{tBXPFs)
architecture, a system that can be constructedysodsed on
the locally exchanged BGP updates. Each node albcts
band propagates to neighbors based on two set dingou
policies. They are Import and Export Routing p@gi The
IDPFs uses a feasible path from source node tddkgnation
node, and a packet can reach to the destinationghrone of
its upstream neighbors. The training data is abbdElawe
explore using Support Vector Machines (SVM) method
further improve the accuracy of determining the bemof
attackers. In localization results using a repregae set of

Sensor Networks: Wireless sensor networks that are deployedalgorithms provide strong evidence of high accurafy

in applications such as battlefield monitoring diwane sentry
systems face acute security concerns,
eavesdropping, forgery of sensor data, denial aVice
attacks, and the physical compromise of sensorsidgensor
networks are often organized hierarchically, withbase
station serving as a gateway for collecting datenfia multi-
hop network of resourceconstrained sensor nodés. Work

that has focused on securing the routing betwersosenodes
has assumed that the base station is sufficiertiyepful to

defend itself against security threats. This papensiders
strategies for securing the sensor network againgtriety of
threats that can lead to the failure of the baa#ost, which
represents a central point of failure. First, npath routing to
multiple destination base stations is analyzed aBaegy to
provide tolerance against individual base statitecis and/or
compromise. Second, confusion of address and famitdn

fields in packet headers via hashing functionsxigared as a
technique to help disguise the location of the tstggon from
eavesdroppers. Third, relocation of the base staitio the

localizing multiple adversaries. The Cluster Baseiceless

includingensor Network data received signal strength (R&&ed

spatial correlation of network Strategy. A physigmbperty
associated with each wireless device that is hafdlsify and
not reliant on cryptography as the basis for detgcipoofing
attacks in wireless networks.

Advantages of Proposed System:
« Damage Reduction under SPM Defense is high
Client Traffic

more.
SPM is generic because their only goal is to filter
spoofed packets.

4. IMPLEMENTATION

MODULES:

network topology is studied as a means of enhancing

resiliency and mitigating the scope of damage.

2.5. Intrusion Tolerance and Anti- Traffic Analysis
Strategies for Wireless Sensor Networks: Wireless sensor
networks face acute security concerns in applinatsuch as
battlefield monitoring. A central point of failuie a sensor
network is the base station, which acts as a daleoint of
sensor data. In this paper, we investigate twakdtshat can
lead to isolation or failure of the base statiam.ohe set of
attacks, the base station is isolated by blockorgraunication
between sensor nodes and the base station, e.dpQfy

Blind & Non-Blind Spoofing

Man in the Middle Attack

Constructing Routing Table

Finding Feasible path

Constructing Inter-Domain Packet Filters
Receiving the valid packets

. Blind & Non-Blind Spoofing:

Spoofing detection is to devise strategies thattise
uniqueness of spatial information.

Comparing to other methods the benefits of SPM are

attacks. In the second attack, the location ofoee station is
deduced by analyzing data traffic towards the bstation,
which can lead to jamming and/or discovery and rdetbn

of the base station. To defend against these attawk secure
strategies are proposed. First, secure multi-pathting to
multiple destination base stations is designed tovige
intrusion tolerance against isolation of a basémstaSecond,
anti-traffic analysis strategies are proposed tp diesguise the
location of the base station from eavesdroppers. A

7

In location directly as the attackers’ position® ar
unknown network RSS, a property closely correlated
with location in physical space and is readily
available in the wireless networks.

The RSS readings at the same physical location are
similar, whereas the RSS readings at different
locations in physical space are distinctive.
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4.2.

4.3.

4.4.

4.5.

The number of attackers when there are multiple < The minimum distance between two clusters is large

adversaries masquerading as the same identity. indicating that the clusters are from different giogl
locations.

Man in the Middle Attack: e The minimum distance between the returned clusters
to make sure the clusters are produced by attackers

Localization is based on the assumption that all instead of RSS variations and outliers.

measurements gathered received signal strength

(RSS) are from a single station and, based on this 4.6. Receiving different Transmission Power:

assumption, the localization algorithm matches a

point in the measurement space with a point in the < The transmission power levels when performing

physical space. spoofing attacks so that the localization system
The spoofing attack, the victim and the attacker ar cannot estimate its location accurately.

using the same ID to transmit data packets, and the « The CDF of localization error of RADAR-Gridded
RSS readings of that ID is the mixture readings and ABP when adversaries using different
measured from each individual node. transmission power levels.

RSS-based spatial correlation to find out the dista * In detection mechanisms are highly effective inhbot
in signal space and further detect the presence of detecting the presence of attacks with detectitesra
spoofing attackers in physical space. over 98% and determining the number of network.
Constructing Routing Table: 5. INPUT & OUTPUT DESIGN

The channel frequency response is sensitive to eadhl. Input Design: The input design is the link between

multipath. An impulse in the time domain is athe information system and the user. It comprishe t
constant in the frequency domain, and thus a changgeveloping specification and procedures for dagparation
to a single path may change the entire multipleetonand those steps are necessary to put transacttanirdéo a
link of Network. usable form for processing can be achieved by oisgethe
In wireless networks classes that provide automaticomputer to read data from a written or printedusioent or it
reconfiguration of APs, adjusting power levels andcan occur by having people keying the data direicily the
channel assignments to optimize coverage whilesystem. The design of input focuses on controlffrgamount
minimizing contention between neighbors. of input required, controlling the errors, avoidirdglay,
The RSS readings over time from the same physicavoiding extra steps and keeping the process simpkeinput

location will belong to the same cluster pointghie  is designed in such a way so that it provides $gcand ease
n-dimensional signal space. of use with retaining the privacy. Input Design sidered the

following things:

Finding feasible path (Attack Computation):
» What data should be given as input?

Converting the large dataset into medium format for »  How the data should be arranged or coded?
the computation purpose. » The dialog to guide the operating personnel in
In this medium the rows consists of http request an providing input. o o

columns consists of time for a particular user (I » Methods for preparing input validations and steps
address). to follow when error occur.

Received Signal Strength Indicator Formula, o
y Objectives
P(d)[dBm] = P(dy)[dBm] — 10~1log,, (—)

dt )

1. Input Design is the process of converting a useEmted
description of the input into a computer-based esyst

* The RSS stream of a node identity may be mixed  Thjs design is important to avoid errors in theadaput
with RSS readings of both the original node as  process and show the correct direction to the

well as spoofing nodes from different physical management for getting correct information from the
locations. computerized system.
Constructing Inter-Domain Packet Filters: 2. It is achieved by creating user-friendly screens tfe
_ _ _ data entry to handle large volume of data. The gdal
The clustering algorithms cannot tell the differenc designing input is to make data entry easier anbeto

between real RSS clusters formed by attackers at free from errors. The data entry screen is designed
different positions and fake RSS clusters caused by  such a way that all the data manipulates can be

outliers and variations of the signal strength. performed. It also provides record viewing faciii



I nter national Journal of Ethicsin Engineering & Management Education
Website: www.ijeeein (1 SSN: 2348-4748, Volume 1, Issue 10, October 2014)

3. .When the data is entered it will check for itsididy. Silhouette Plot and System Evolution, that usetetusnalysis
Data can be entered with the help of screens. Apjaite  alone. Additionally, when the training data is dable, we
messages are provided as when needed so thatdhe uexplored using Support Vector Machines (SVM) based
will not be in maize of instant. Thus the objectisé = mechanism to further improve the accuracy of deit@ng the
input design is to create an input layout thatdsyeto number of attackers present in the system. To awicbur

follow approach, we conducted experiments on two testtedagh
both an 802.11network (WiFi) and an 802.15.4 (ZigBe
5.2. Output Design: A quality output is one, which meets network in two real office building environments.eWfound

the requirements of the end user and presentqitbemation  that our detection mechanisms are highly effectiveboth
clearly. In any system results of processing ararnanicated detecting the presence of attacks with detectitesraver 98%
to the users and to other system through outpatoutput and determining the number of adversaries, actieaver
design it is determined how the information is eodisplaced 90% hit rates and precision simultaneously whenngisi
for immediate need and also the hard copy outgus the  SILENCE and SVM-based mechanism. Further, basethen
most important and direct source information to tieer. number of attackers determined by our mechanisms, o
Efficient and intelligent output design improve® thystem’s integrated detection and localization system caalipe any
relationship to help user decision-making. number of adversaries even when attackers usirfgretit
transmission power levels. The performance of lata)
1. Designing computer output should proceed in aradversaries achieves similar results as those undenal
organized, well thought out manner; the right otitpu conditions, thereby, providing strong evidence dfe t
must be developed while ensuring that each outpuffectiveness of our approach in detecting wirelgssofing
element is designed so that people will find thetesn  attacks, determining the number of attackers amdliling
can use easily and effectively. When analysis daesigadversaries.
computer output, they should Identify the speaifitput

that is needed to meet the requirements. 1. SCREEN SHOTS
1. Select methods for presenting information.
2. Create document, report, or other formats thatanont Home Page:

2 Home Network Page:
Detection & Localization of Multiple
The output form of an information system shouldaomeplish Spooting Atbackers i Wireless NW

one or more of the following objectives.

information produced by the system.

X

. Conve_y |r_1format|on about past activities, curretattiss
or projections of the
* Future.
» Signal important events, opportunities, problems, o
warnings.

» Trigger an action.
» Confirm an action.

a1 o [ O ETe—
6. CONCLUSION Data License Mechanism:

Wirless Group Data SILENCE Mechanism

In this work, we proposed to use received signegnsfth Detection & Localization of Multiple
(RSS) based spatial correlation, a physical prgpEssociated e T o (i n T s ) (U i o

with each wireless device that is hard to falsifig aot reliant WWW
on cryptography as the basis for detecting spoddittacks in
wireless networks. We provided theoretical analgdisising
the spatial correlation of RSS inherited from wésd nodes

for attack detection. We derived the test statistised on the sz |

cluster analysis of RSS readings. Our approachdesect the
presence of attacks as well as determine the nurober
adversaries, spoofing the same node identity, abwke can
localize any number of attackers and eliminate them
Determining the number of adversaries is a pasgityl
challenging problem. We developed SILENCE, a meigman
that employs the minimum distance testing in additto
cluster analysis to achieve better accuracy ofrdeténg the
number of attackers than other methods under stuhh as
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