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Abstract: Cloud computing promises to significantly change the 
way we use computers and access and store our personal and 
business information. With these new computing and 
communications paradigms arise new data security challenges. 
Existing data protection mechanisms such as encryption have 
failed in preventing data theft attacks, especially those 
perpetrated by an insider to the cloud provider. We propose a 
different approach for securing data in the cloud using offensive 
decoy technology. We monitor data access in the cloud and detect 
abnormal data access patterns. When unauthorized access is 
suspected and then verified using challenge questions, we launch 
a disinformation attack by returning large amounts of decoy 
information to the attacker. This protects against the misuse of 
the user’s real data. Experiments conducted in a local file setting 
provide evidence that this approach may provide unprecedented 
levels of user data security in a Cloud environment. 
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I. INTRODUCTION 
 
In this paper, we address a novel approach to securing 
personal and business data in the Cloud. We propose 
monitoring data access patterns by profiling user behavior to 
determine if and when a malicious insider illegitimately 
accesses someone’s documents in a Cloud service. Decoy 
documents stored in the Cloud alongside the user’s real data 
also serve as sensors to detect illegitimate access. Once 
unauthorized data access or exposure is suspected, and later 
verified, with challenge questions for instance, we inundate 
the malicious insider with bogus information in order to dilute 
the user’s real data. Such preventive attacks that rely on 
disinformation technology could provide unprecedented levels 
of security in the Cloud and in social networks. If a valid 
user’s credentials are stolen by an attacker, the attacker can 
enter into the cloud as a valid user. Distinguishing the valid 
user and the attacker (the user, who is doing identity crime). 
Protecting the real user’s sensitive data on the cloud from the 
attacker (insider data theft attacker). Platforms will not show 
the complexity and details of the underlying infrastructure 
from users and applications by providing very simple 
graphical interface or API (Applications Programming 
Interface Cloud computing is a type of the use or operation of 
computers that relies on sharing computing resources rather 
than having local servers or personal devices to handle 
applications. 

Businesses, especially startups small talks, small and medium 
businesses (SMBs), are increasingly opting for outsourcing 
data and the action of mathematical calculation to the Cloud. 
Data theft attacks are increase the volume of the attacker is a 
intended to do harm insider. This is considered as one of the 
top effective threats to cloud computing by the Cloud privacy 
Alliance. While  most Cloud computing users are well-aware 
of this effective threat, they are left only with trusting the 
service provider when it comes to protect their data. The lack 
of temporary information into, let alone constraints over, the 
Cloud provider authentication, authorization, and audit 
controls only make worse with this threat. 
 

Existing data protection mechanisms such as 
encryption have failed in preventing data theft attacks, 
especially those perpetrated by an insider to the cloud 
provider. Much research in Cloud computing security has 
focused on ways of preventing unauthorized and illegitimate 
access to data by developing sophisticated access control and 
encryption mechanisms. However these mechanisms have not 
been able to prevent data compromise. 
 

2. LITERATURE SURVEY 
 
Top Threats to Cloud Computing 
Cloud Computing represents one of the most significant shifts 
in information technology many of us are likely to see in our 
lifetimes. Reaching the point where computing functions as a 
utility has great potential, promising innovations we cannot 
yet imagine. Customers are both excited and nervous at the 
prospects of Cloud Computing. They are excited by the 
opportunities to reduce capital costs. They are excited for a 
chance to divest them of infrastructure management, and focus 
on core competencies. Most of all, they are excited by the 
agility offered by the on-demand provisioning of computing 
and the ability to align information technology with business 
strategies and needs more readily. However, customers are 
also very concerned about the risks of Cloud Computing if not 
properly secured, and the loss of direct control over systems 
for which they are nonetheless accountable. To aid both cloud 
customers and cloud providers, CSA developed “Security 
Guidance for Critical Areas in Cloud Computing”, initially 
released in April 2009, and revised in December 2009. This 
guidance has  quickly become the industry standard catalogue 
of best practices to secure Cloud Computing, consistently 
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lauded for its comprehensive approach to the problem, across 
13 domains of concern. Numerous organizations around the 
world are incorporating the guidance to manage their cloud 
strategies. 
 
The great breadth of recommendations provided by CSA 
guidance creates an implied responsibility for the reader. Not 
all recommendations are applicable to all uses of Cloud 
Computing. Some cloud services host customer information of 
very low sensitivity, while others represent mission critical 
business functions. Some cloud applications contain regulated 
personal information, while others instead provide cloud-
based protection against external threats. It is incumbent upon 
the cloud customer to understand the organizational value of 
the system they seek to move into the cloud. Ultimately, CSA 
guidance must be applied within the context of the business 
mission, risks, rewards, and cloud threat environment using 
sound risk management practices. 
 
 Top Threats to Cloud Computing, is to provide needed 
context to assist organizations in making educated risk 
management decisions regarding their cloud adoption 
strategies. In essence, this threat research document should be 
seen as a companion to “Security Guidance for Critical Areas 
in Cloud Computing”. As the first deliverable in the CSA’s 
Cloud Threat Initiative, the “Top Threats” document will be 
updated regularly to reflect expert consensus on the probable 
threats which customers should be concerned about. There has 
been much debate about what is “in scope” for this research. 
We expect this debate to continue and for future versions of 
“Top Threats to Cloud Computing” to reflect the consensus 
emerging from those debates. While many issues, such as 
provider financial stability, create significant risks to 
customers, we have tried to focus on issues we feel are either 
unique to or greatly amplified by the key characteristics of 
Cloud Computing and its shared, on-demand nature. We 
identify the following threats in our initial document: 

 
• Abuse and Nefarious Use of Cloud Computing 
• Insecure Application Programming Interfaces 
• Malicious Insiders 
• Shared Technology Vulnerabilities 
• Data Loss/Leakage 
• Account, Service & Traffic Hijacking 
• Unknown Risk Profile 

 
Our goal is to provide a threat identification deliverable that 
can be quickly updated to reflect the dynamics of Cloud 
Computing and its rapidly evolving threat environment. We 
look forward to your participation on subsequent versions of 
“Top Threats to Cloud Computing”, as we continue to refine 
our list of threats, and to your input as we all figure out how to 
secure Cloud Computing. 
 
Threat #1: Abuse and Nefarious Use of Cloud Computing 
IaaS providers offer their customers the illusion of unlimited 
compute, network, and storage capacity — often coupled with 

a ‘frictionless’ registration process where anyone with a valid 
credit card can register and immediately begin using cloud 
services. Some providers even offer free limited trial periods. 
By abusing the relative anonymity behind these registration 
and usage models, spammers, malicious code authors, and 
other criminals have been able to conduct their activities with 
relative impunity. PaaS providers have traditionally suffered 
most from this kind of attacks; however, recent evidence 
shows that hackers have begun to target IaaS vendors as well. 
Future areas of concern include password and key cracking, 
DDOS, launching dynamic attack points, hosting malicious 
data, botnet command and control, building rainbow tables, 
and CAPTCHA solving farms. 
 
Threat #2: Insecure Interfaces and APIs 
Cloud Computing providers expose a set of software 
interfaces or APIs that customers use to manage and interact 
with cloud services. Provisioning, management, orchestration, 
and monitoring are all performed using these interfaces. The 
security and availability of general cloud services is dependent 
upon the security of these basic APIs. From authentication and 
access control to encryption and activity monitoring, these 
interfaces must be designed to protect against both accidental 
and malicious attempts to circumvent policy. Furthermore, 
organizations and third parties often build upon these 
interfaces to offer value-added services to their customers. 
This introduces the complexity of the new layered API; it also 
increases risk, as organizations may be required to relinquish 
their credentials to third parties in order to enable their agency.  
 
Threat #3: Malicious Insiders 
The threat of a malicious insider is well-known to most 
organizations. This threat is amplified for consumers of cloud 
services by the convergence of IT services and customers 
under a single management domain, combined with a general 
lack of transparency into provider process and procedure. For 
example, a provider may not reveal how it grants employees 
access to physical and virtual assets, how it monitors these 
employees, or how it analyzes and reports on policy 
compliance. To complicate matters, there is often little or no 
visibility into the hiring standards and practices for cloud 
employees. This kind of situation clearly creates an attractive 
opportunity for an adversary — ranging from the hobbyist 
hacker, to organized crime, to corporate espionage, or even 
nation-state sponsored intrusion. The level of access granted 
could enable such an adversary to harvest confidential data or 
gain complete control over the cloud services with little or no 
risk of detection. 
 

3. PROPOSED SYSTEM 
 
We propose a completely different approach to securing the 
cloud using decoy information technology, that we have come 
to call Fog computing. We use this technology to launch 
disinformation attacks against malicious insiders, preventing 
them from distinguishing the real sensitive customer data from 
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fake worthless data. The decoys, then, serve two purposes: (1) 
validating whether data access is authorized 
when abnormal information access is detected, and (2) 
confusing the attacker with bogus information. 
 
MODULE DESCRIPTION:  
1. Cloud Computing. 
2. User Behavior Profiling: 
3. Decoy documents. 

 
1. Cloud computing: Cloud computing is a model for enabling 
convenient, on demand network access to a shared pool of 
configurable computing resources (for example, networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service-provider interaction.    It divides into three types  
 
1. Application as a service. 
2. Infrastructure as a service. 
3. Platform as a service. 
 
2. User Behavior Profiling: We monitor data access in the 
cloud and detect abnormal data access patterns User profiling 
is a well known Technique that can be applied here to model 
how, when, and how much a user accesses their information in 
the Cloud. Such ‘normal user’ behavior can be continuously 
checked to determine whether abnormal access to a user’s 
information is occurring. This method of behavior-based 
security is commonly used in fraud detection applications. 
Such profiles would naturally include volumetric information, 
how many documents are typically read and how often. We 
monitor for abnormal search behaviors that exhibit deviations 
from the user baseline the correlation of search behavior 
anomaly detection with trap-based decoy files should provide 
stronger evidence of malfeasance, and therefore improve a 
detector’s accuracy. 
 
3. Decoy documents: We propose a different approach for 
securing data in thecloud using offensive decoy technology. 
We monitor data access in the cloud and detect abnormal data 
access patterns. we launch a disinformation attack by returning 
large amounts of decoy information to the attacker. This 
protects against the misuse of the user’s real data. We use this 
technology to launch disinformation attacks against malicious 
insiders, preventing them from distinguishing the real 
sensitive customer data from fake worthless data  the decoys, 
then, serve two purposes:  
 
(1) Validating whether data access is authorized when 
abnormal information access is detected, and 
(2) Confusing the attacker with bogus information.. 
 
 
 
 
 

4. IMPLEMENTATION 
 

 
Figure 1 System Architecture 

 

 
Figure.2. AUC Comparison by user 

 
4.1. System Modules 
 
User Access Behavior Profiling: It is expected that access to a 
user’s information in the Cloud will exhibit a normal means of 
access. User profiling is a well known technique that can be 
applied here to model how, when, and how much a user 
accesses their information in the Cloud. Such ‘normal user’ 
behavior can be continuously checked to determine whether 
abnormal access to a user’s information is occurring. This 
method of behavior-based security is commonly used in fraud 
detection applications. Such profiles would naturally include 
volumetric information, how many documents are typically 
read and how often. These simple user specific features can 
serve to detect abnormal Cloud access based partially upon the 
scale and scope of data transferred. 
 
Decoy File System Maintenance: Decoy information, such as 
decoy documents, honeyfiles, honeypots, and various other 
bogus information can be generated on demand and serve as a 
means of detecting unauthorized access to information and to 
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‘poison’ the thief’s ex-filtrated information. Serving decoys 
will confound and confuse an adversary into believing they 
have ex-filtrated useful information, when they have not. This 
technology may be integrated with user behavior profiling 
technology to secure a user’s information in the Cloud. 
Whenever abnormal access to a cloud service is noticed, 
decoy information may be returned by the Cloud and delivered 
in such a way as to appear completely legitimate and normal. 
The true user, who is the owner of the information, would 
readily identify when decoy information is being returned by 
the Cloud, and hence could alter the Cloud’s responses 
through a variety of means, such as challenge questions, to 
inform the Cloud security system that it has inaccurately 
detected an unauthorized access. In the case where the access 
is correctly identified as an unauthorized access, the Cloud 
security system would deliver unbounded amounts of bogus 
information to the adversary, thus securing the user’s true data 
from unauthorized disclosure. The decoys, then, serve two 
purposes: (1) validating whether data access is authorized 
when abnormal information access is detected, and (2) 
confusing the attacker with bogus information. 
 
Anomaly Detection: The correlation of search behavior 
anomaly detection with trap-based decoy files should provide 
stronger evidence of malfeasance, and therefore improve a 
detector’s accuracy. We hypothesize that detecting abnormal 
search operations performed prior to an unsuspecting user 
opening a decoy file will corroborate the suspicion that the 
user is indeed impersonating another victim user. This 
scenario covers the threat model of illegitimate access to 
Cloud data. Furthermore, an accidental opening of a decoy file 
by a legitimate user might be recognized as an accident if the 
search behavior is not deemed abnormal. In other words, 
detecting abnormal search and decoy traps together may make 
a very effective masquerade detection system. Combining the 
two techniques improves detection accuracy. 
 
We use decoys as an oracle for validating the alerts issued by 
the sensor monitoring the user’s file search and access 
behavior. In our experiments, we did not generate the decoys 
on demand at the time of detection when the alert was issued. 
Instead, we made sure that the decoys were conspicuous 
enough for the attacker to access them if they were indeed 
trying to steal information by placing them in highly 
conspicuous directories and by giving them enticing names. 
With this approach, we were able to improve the accuracy of 
our detector. Crafting the decoys on demand improves the 
accuracy of the detector even further. Combining the two 
techniques, and having the decoy documents act as an oracle 
for our detector when abnormal user behavior is detected may 
lower the overall false positive rate of detector. 
 
Challenge Requests: If the current user’s behavior seems 
anomalous, then the user is asked for randomly selected secret 
questions. If the user fails to provide correct answers for a 
certain limits or threshold, the user is provided with decoy 

files. If the user provided correct answers for a limit, the user 
is treated as normal user.  
 

5. CONCLUSION 
 
We present a novel approach to securing personal and 
business data in the Cloud. We propose monitoring data 
access patterns by profiling user behavior to determine if and 
when a malicious insider illegitimately accesses someone’s 
documents in a Cloud service. Decoy documents stored in the 
Cloud alongside the user’s real data also serve as sensors to 
detect illegitimate access. Once unauthorized data access or 
exposure is suspected, and later verified, with challenge 
questions for instance, we inundate the malicious insider with 
bogus information in order to dilute the user’s real data. Such 
preventive attacks that rely on disinformation technology , 
could provide unprecedented levels of security in the Cloud 
and in social networks model. 
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