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Abstract: While many protocols for sensor network security
provide confidentiality for the content of messages, contextual
information usually remains exposed. Such information can be
critical to the mission of the sensor network, such as the location
of a target object in a monitoring application, and it is often
important to protect thisinformation as well as message content.
There have been several recent studies on providing location
privacy in sensor networks. We first argue that a strong
adversary model, the global eavesdropperis often realistic in
practice and can defeat existing techniques. We then formalize
thelocation privacy issues under thisstrong adversary model and
show how much communication overhead is heeded for achieving
a given level of privacy. We also propose two techniques that
prevent the leakage of location information: periodic collection
and source simulation Periodic collection provides a high level of
location privacy, while source simulation provides trade-offs
between privacy, communication cost, and latency. Through
analysis and simulation, we demonstrate that the proposed
techniques are efficient and effective in protecting location
infor mation from the attacker.

Index Terms—Sensor Networks, L ocation Privacy

1. INTRODUCTION

A wireless sensor network (WSN) typically consista large
number of small, multi-functional, and resourcestoained
sensors that are self-organized as an ad-hoc rlettr
monitor the physical world [1]. Sensor networks aften
used in applications where it is difficult or ing#ale to set up
wired networks. Examples include wildlife habitabmitoring,
security and military surveillance, and target king. For
applications like military surveillance, adversarigave strong
incentives to eavesdrop on net-work traffic to abtzaluable
intelligence. Abuse of such information can causenetary
losses or endanger human lives. To protect suchnmtion,
researchers in sensor
considerable effort on finding ways to provide slassecurity
services such as confidentiality, authenticationegrity, and
availability. Though these are critical securityjugements,
they are insufficient in many applications. The commication
patterns of sensors can, by themselves, reveatat deal of
contextual information, which can disclose the location
information of critical components in a sensor wetrk. For
example, in the Panda-Hunter scenario [15], a semstwork
is deployed to track endangered giant pandas imrabbo
forest. Each panda has an electronic tag that ensignal that

can be detected by the sensors in the network.n8osethat
detects this signal, theurce sensor, then sends the location
of pandas to a data sink (destination) with helpt#rmediate
sensors. An adversary (the hunter) may use
communication between sensors and the data sinlacébe
and then capture the monitored pan-das. In geremgltarget-
tracking sensor network is vulnerable to such &fa®s
another example, in military applications, the epepan
observe the communications and locate all datass{ekg.
base stations) in the field. Disclosing the logadiof the sinks
during their communication with sensors may allohe t
enemy to precisely launch attacks against themtheckby
disable the network.

the

Location privacy is thus very important, especially
hostile environments. Failure to protect such imfation can
completely subvert the intended purposes of senstwork
applications. Location privacy measures thus nemdbe
developed to prevent the adversary from determirtimg
physical locations ofource sensors and sinks. Due to the
limited energy lifetimeof battery-powered sensor nodes, these
methods have to be energy efficient. Since comnatioic in
sensor networks is much more expensive than comipuyta
we use communication cost to measure the energy
consumption of our protocols. Providing locatioivpcy in a
sensor network is very challenging. First, an asgr can
easily intercept network traffic due to the useadfroadcast
medium for routing packets. He can use informatiike
packet transmission time and frequency to perforaffi¢
analysis and infer the locations of monitored ofsiemd data
sinks. Second, sensors usually have limited protgspeed
and energy supplies.

2. EXISTING SYSTEM:

network security have focused

However, these existing solutions can only be ueedeal
with adversaries who have only a local view of reatw
traffic. A highly motivated adversary can easilwesdrop on
the entire network and defeat all these solutiéies.example,
the adversary may decide to deploy his own seteosar
nodes to monitor the communication in the targetvoek.
However, all these existing methods assume thaadkersary
is a local eavesdropper. If an adversary has tlabal
knowledge of the network traffic, it can easily el#f these
schemes. For example, the adversary only needeiify the
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sensor node that makes the first move during th
communication with the base station. Intuitivellyist sensor
node should be close to the location of adversamegest
2.1DISADVANTAGES OF EXISTING SYSTEM

where the adversary sees only local network traffic

information from a limited adversary who can only
observe network traffic in a small region.

3. PROPOSED SYSTEM:

We show the performance of the proposed privacgerkéng
techniques in terms of energy consumption and ¢gtemd
compare our methods with the phantom single-patihoake a
method that is effective only against local eavepders. For
the purpose of simulation, we assume that the mitwo
application only needs to detect the locations arfidas and
always wants to know the most recent locations.thie have
every sensor node drop a new packet if it has djrgaeued a
packet that was generated on the same event.
simulation, we assume that the adversary has degplay
network to monitor the traffic in the target netkor
3.1ADVANTAGES OF PROPOSED SYSTEM:

The proposed system provides trade-offs betwee
privacy, communication cost, and latency.

The proposed techniques are efficient and effediive
source and sink-location privacy in sensor networks

4. MODULES:

Network Modules.

Privacy-Preserving Routing Techniques.

Adversary Model.

Privacy Evaluation Model.

Security Analysis

4.1 Network M odel

Sensor networks are a relatively recent innovatidrere are
number of different types of sensor nodes that Hmeen and
continue to be developed [12]. These range frony gemall,
inexpensive, and resource-poor sensors such as Suonstrup
to PDA-equivalent sensors with ample power and gssing
capabilities such as Star gate. Applications fatwoeks of
these devices include many forms of monitoring, hsas
environmental and structural monitoring or militagnd
security surveillance.

In this paper, we consider lmogeneous network model.
In the homogeneous network model, all senbange roughly
the same computing capabilities, power sources.eapédcted
lifetimes. This is common network architecture forany
applications today and will likely continue to bepular
moving forward. It is well-studied and provides atdtely
straightforward analysis in research as well as pEm
deployment and maintenance in the field.
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e Although our research can be applied to a variéseosor
platforms, most sensors run off battery power, eglig in
the kinds of potentially hostile environments tha¢ are
studying. Given this, each sensor has a limitesfibn and the

The existing approaches assume a weak adversargl modietwork must be designed to preserve the sensansiemp

reserves.

Existing techniques defend the leakage of location

In [6], Deng et al. described a technique to protde
locations of sinks from a local eavesdropper byntmagthe ID
field in the packet header. In [8], it was showratthan
adversary can track sinks by carrying tiote correlation and
rate monitoring attacks. To mitigate these two kinds of
attacks, Deng et al. introduced raultiple-parent routing
scheme, acontrolled random walk scheme, arandom fake
path scheme, and hot spots scheme [8]. In [13], a protocol
called LPR wagroposed for sink location privacy. The LPR
algorithm provides privacy to the sink by addingluedant
hops and fake packets when data are sent to thHe sin
However, these techniques all assume that the salyeis a
local eavesdropper. A global eavesdropper canyedsileat

In otltese schemes. For example, the global eavesdrappgr

needs to identify a region of high activity, i.¢he region
exhibiting a high number of transmissions, to lectite sink.
In this paper, we focus on privacy-preserving tégphes
gesigned to defend against a global eavesdropper.

4.2Privacy-PreservingRouting Techniques:

In this module presents two techniques for privamserving
routing in sensor networks,periodic collection method and a
source simulation method. The periodic collection method
achieves the optimal location privacy but can drdyapplied
to applications that collect data at a low rate dodhot have
strict requirements on the data delivery latenclye Bource
simulation method provides practical trade-offs wesin
privacy, communication cost, and latency; it careffectively
applied to real-time applications. In this papee, assume that
all communication between sensor nodes in the &t
protected by pair wise keys so that the contentallotiata
packets appear random to the Global eavesdroppas T
prevents the adversary from correlating differeateDpackets
to trace the real object.

4.3Adversary Model

For the kinds of sensor networks that we envisiea,expect
highly-motivated and well-funded attackers whosgdiive is
to learn sensitive information such as the locatioof
monitored objects and sinks.

The objects monitored by the network can be ctitiSach
objects could be soldiers, vehicles, or robots tombat zone,
security guards in a protected facility, or endaadeanimals
in the wild. If the locations of these objects w&rewn to an
adversary, the endangered animals could be captimed
profit, security guards could be evaded to enahkft tof
valuable property, and military targets could betaeed or
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killed. Sinks are also critical components of sensetworks.
In most applications, sinks act as gateways betwsemulti-
hop network of sensor nodes and the wired netwarla o
repository where the sensed information is analytédike
the failure of a subset of the sensors, the faibira sink can
create permanent damage to sensor network apphisati
Compromise of a sink will allow an adversary to esxx and
manipulate all the information gathered by the senstwork,
because in most applications, data is not encrypfeat it
reaches a sink. In some military applications, dwessary

locations or use localization algorithms to avdig ttost of
GPS. We do not assume that the adversary has tis@lse
locate each node in the target network. In mostsas rough
idea about where the critical events occurred wobkl
sufficient for the adversary.

It should thus be feasible to monitor the commuioca
patterns and locations of events in a sensor nktwarglobal
eavesdropping. An attacker with this capability gmsa
significant threat to location privacy in these watks. We

could locate sinks and make the sensor network northerefore focus our attention to this type of dtac

functional by destroying them. Thus, it is ofteitical to the
mission of the sensor network to protect the laocati
information of monitored objects as well as datiksi In this
paper, we consideglobal eavesdroppers. For a motivated
attacker, eavesdropping on the entire network fash and
effective way to locate monitored objects and sifikeere are
two realistic options for the attacker to achiekis.t The first
option is to deploy his own snooping sensor netwiorknoop
on the target network. Note that, at the curreitepior a Blue
Radios SMT Module at $25, the attacker needs 028,00
to build a network of 1000 nodes [3]. Further, thenber of
shooping nodes can typically be smaller than thealbrar of
nodes in the target net-work as they monitor raglgnals
instead of directly sensing the environment. THos,even
moderately valuable location information, this das worth
the cost and trouble. Another option is to deployfeav
powerful nodes to snoop on the network. Howevee, uthe
short radio ranges of typical sensor plat-forms, $hooping
nodes still need to be deployed densely enouglengesthe
radio signals from all sensor nodes. Thus, in actve may

4.4 PRIVACY EVALUATION MODEL

In this section, we describe a model for evaluatirglocation
privacy of critical components in sensor net-works.this
model, the adversary deployss@ooping network to monitor
the wireless transmission activity the target network. We
consider a scenario in which an adversary can moratl
transmissions of the sensors in the network. Irctprg, the
adversary does not need to know exactly where &epds
sent or the exact location of the sensor node gbatls the
packet. A rough estimate of the location will beodanough
for the attacker to conduct traffic analysis. Hoeevin this
section, we assume the worst case scenario: foryeve
observed packet, the adversary knows where it ig ee
which sensor node sends the packet. This indidatgseach
sensor i is awbservation point, and a tuple (i, t, €) is available
to the adversary by observing each packet e senbtlg i at
time t. We assume that all transmissions are etedypnd
hence the actual useful information available & akversary

not be able to reduce the number of snooping nodss (i,t). We assume that the network begins opamatat time t

significantly by using powerful devices It is cénig possible
that an adversary deploys sensors to directly sémesebjects
of his interest, instead of collecting and analgzine traffic in
the original network. However, directly recogniziag object
is a very challenging problem in practice due t® difficulty

of distinguishing the physical features of the obgefrom

background noises. For example, recognizing a pandaich
harder than detecting a packet and estimating gumgsical
features (e.g., RSSI) from this packet. In moshades, such
sensing problem is simply avoided by installingraab device
(e.g., a sensor node) on each object; these sidltats emit

=0.

The attacker’s objective is to locate the sourcehersink
by snooping on the wireless transmissions. The main
observation used by the global adversaryttiste must be a
sequence of spatial-temporal correlated packets involved in
each communication from the source to the sink. As long as
the adversary knows the routingrotocol, he can easily
identify all these sequences from the traffic aptedmine the
set of possible sources and sinks. Intuitively,dbéender has
to create dummy sequences in the network to confse

signals from time to time so that we can sense therattacker; such dummy sequences usually requiradidéion

accurately. Thus, locating objects by monitoring traffic in

the original network becomes much more attractivethe

adversary. We consider our defense a success #dersary
is forced to launch the direct sensing attack aigfmosuch an
eavesdropping sensor network would face some syistams
in being able to report the precise timing and fiocaof each
target network event, we do not believe that theseld keep
the attackers from learning more approximate dathes.
This kind of attacker would be able to query hisnavetwork
to determine the locations of observed communioatidie
could have appropriate sensors send signals thidd toen be
physically located. He could equip his sensors WIBS to get

of dummy traffic into the network, leading to more
communication overhead. Clearly, there is a tradeetween
the location privacy and the communication overhéadhis
section, we develop a theoretical study of thideraff.

4.4.1Measuring Privacy

An intuitive way of measuring location privacy © évaluate
the attacker’s accuracy in locating sources. Not&t the
adversary will need to identify the areas in whibb objects
of his interest can be found. We assume that ttaelar that
knows the routing protocol and does not miss aayseurces.
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In other words, the real sources can always beddaonthe
sensing range of the possible source sensors fideniiy the

attackers cannot find the generation number of cketafor
their further analysis. Notice that secure roufaghs are only

adversary (9. We could measure the total area covered byequired to be established at the beginning of essdsion;

these sensors’ sensing range as a metric of hov enea the
attacker would need to search to find the sourtlesvever,
since all sensors have the same sensing radiusrimodel,
we simplify this by just taking the size of the sBf .
Intuitively, the larger the size of;S the more uncertainty the
adversary will have about the locations of realrses. We
assume that the sensors in @e equally likely to be source
sensors. The probability of any sensor node -inb&ing a
source sensor can thus

be estimated by }3 . Hence, we formally define the

ISr |

location privacy of our system as:
b=Y-1/ST Log ISp/SI= Log, ISp/S|

We can use this notion to define the optimal pryvdet S
reprasent the set of all possible locations forahject at time
T based on the set of all possible observations.©T

Sr={IKC Sy, Aik 0 OT,(i=fp(Ai, k)£ L}

We have yuhe optimal location privacy as

IS | N

b<log,  =log

1S | 1S |

The level of location privacy is measured in tewhsits of
information. Depending on the users and applicatitinis can
be easily modified to support different kinds ofivacy

during the packet transmission, secure routing gatie not
required to change or re-established for each renemtion.

5. SIMULATION EVALUATIONS

In this section, we use simulation to evaluatepgbdormance
of our techniques in terms of energy consumptiahlatency.
We will use the terminology from this example tsdébe our
simulation. In this application, a sensor netwarkiéployed to
track endangered pandas in a bamboo forest. Eaufapaas
an electronic tag that emits a signal that candieated by the
sensors in the network. We include 5,093 sensoresiod
distributed randomly in a square field of 1000 x A@quare
meters to monitor the pandas. The base statidmeisink for
all real data traffic. Each sensor node can comoateiwith
other sensor nodes in a radius of 50 meters, while
electronic tag attached to a panda can emit radimaks that
can reach sensor nodes within 25 meters. We notiwd on
average, each sensor node has 40 neighbors andhthat
presence of any panda will be detected by 10 semsdes.
For source location privacy techniques, we assumaé the
base station is located at the center of this fi€lok sink
location privacy techniques, we randomly choosddhations
of fake base stations in the field.

The proposed techniques assume a routing protocaeihsor
networks, though the choice of routing protocol siaet
affect our results. For simplicity, we adopt a den@and
widely-used routing method used in many studies If7}this
method, the routing paths are constructed by advepacket
from the base station. Each node, on receivingbih&con
packet for the first time, sets the sender of thecbe packet

measurement models. For example, we can define, highs its parent. In this way, each node will liketfest a parent

medium, and low privacy levels by using appropriaties of
b.

We note that the traffic in the network can catneelével of
privacy to vary. The privacy would go lower if tlagtacker
ascertains that a particular trace is no longeaaraliclate trace.
If a candidate traces splits into two candidateesa then the
level of privacy goes up because @gdows. The interpretation
of this depends on the sensor network applicatiod the
attacker model considered. For example, if theck#iaseeks
to physically destroy the object being observeditmissile
(instantaneous attack), then the privacy shoulthken as the
minimum at any time before T . In cases where ti@cker
must spend time to investigate the candidate lonatithen
the average privacy over time is adequate. We gdeova
shapshot of the privacy at any given time, which ba used
for either purpose.

4.5 Security Analysis:

The generation number of a packet can be hiddé#meisecure
routing scheme through link-to-link encryption. tinis way,

that is closest to the base station.

For the purpose of simulation, we assume that #tevark
application only needs to detect the locations afidas and
always wants to know the most recent locations.this have
every sensor node drop a new packet if it has dreeued
an identical packet that was generated from theesarant.

In our simulation, we assume that the adversarydeatoyed
a network to monitor the traffic in the target neth
Specifically, he is able to locate every sensor nodie target
network and eavesdrop on every packet this nodiveds!
Though the adversary may face some engineerindepmsbin
developing methods to collect the observations fram
network, we do not believe that this will be a velifficult
issue to address. For simplicity, we assume theradwy can
always reliably collect all the observations in tiework.
Each simulation in our experiment lasts for 6,00@rvals of
T seconds each. The initial locations for pandasrandomly
selected. In the experiments, the tag attachedpnda emits
a signal for detection at a rate of one per 18 seconds. In
addition, every panda moves from its current lagafi, y) to
a random location (x £ al, y = a2) every 10 seconds, where
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al and a2 are two random values uniformly selebttdieen
0 and 60.

We compare our techniques with the optimal techmithat

follows a Steiner tree to route packets to the Istetions. We
use the approximation algorithm from approximatitiee

construction of Steiner trees. Section 4 includedreef

description of this algorithm. We also compare source

privacy techniques with the Proxy-based Filter Soh€PFS).
Dividing the field into square cells of length 17.G&ters
gives us 3249 cells in the entire field. Each of¢heells has a
candidate proxy. Finding the close to optimal numbé

proxies and their locations in the network using froxy

placement algorithm (O(n7)) will take significaningé. We

therefore divide the field into square cells of I@6ters so
that the number of cells reduces to 100. For sitimriaf PFS,

proxy nodes emit one packet every interval and roseasor
nodes generate traffic with inter-packet delaysofeing an

exponential distribution with a mean of 10 (intdsya

5.1 Source L ocation Privacy

5.1.1Periodic Collection

The analysis in Section 5 shows that the perioditection
method achieves optimal location privacy.
5.1.2Sour ce Simulation

The location privacy achieved by the source sinmat
approach is determined by the number of virtualrces
simulated in the network. Thus, the focus of ounigation
evaluation is on how much communication cost weeht
pay to achieve a given level of location privacye \lse these
results to illustrate the efficiency of the propdsechnique.
During the simulation, we assume that there is only panda
in the network. Multiple fake pandas are createdi @smulated
in the field. The initial positions of the fake pasdare
randomly selected. In addition, we assume that stesor
network is deployed to handle real-time applicagiom other
words, when- ever a sensor node receives a paitkeill
forward it to the next hop as soon as possiblesTtuhile we
set the time interval for periodic collection as,=we set it to
= 10c for source simulation. In other words, in source
simulation, nodes will forward packets ten timestéa than in
the periodic collection method. We set P to 1, Whigeans
that the adversary has the same knowledge aboypahda
behavior as the defender and thus cannot distihgagsween
fake pandas and real pandas based on the obseafadidr.
5.2 Sink L ocation Privacy

5.2.1Sink Simulation

The focus of our simulation evaluation is on thetay and
the packet drop rate when there are multiple b&s@ss in
the field.

Fig. 1 shows the latency of packet delivery whearehare
multiple fake base stations in the field. We canthat as the
number of fake base stations in- creases, therebtyiding
more location privacy, the latency increases. Thibecause
having more base stations causes more traffic @nnétwork
and thus more packets to be buffered. When the aurob
fake base stations grows too large, the bufferedkeia start

169

being dropped due to nodes’ limited queue sizeslevthe
latency of the packets that do arrive at the basg¢ion
becomes stable after a certain point. When the ejs&e q
decreases, packets traveling long distances haveigh
probability of getting dropped, making the latenaf/ the
packets that do arrive at the real base statiofleim@his can
be seen by a drop in the latency for smaller vatdep

Fig. 2 shows the percentage of detected eventtveecby the
real base station. We see that the percentagesof®received
decreases when there are more fake base statighs field.
Fig. 2 and Fig. 1 give guidelines for confguring tjueue size
g and the number of fake base stations to meebuwari
requirements.

Latency per Packet n terms of time intervale

100 300

2y 40
# of fake baxze =tation=

Fizl Effect of narnber of fake base station on latencyiSink siraroalation
acheme)

e—

Parcentage of events detectad

o =00 00 ana £
& of fake base stations

Fig2 Eifect of mamber of fake base station on the percentage of events
detected by base station]Sink simranlation scherae)

6. CONCLUSIONS

Prior work on location privacy in sensor networks assumed
local eavesdropper. This assumption is unrealighen a
well-funded, highly-motivated attacker. In this pap we
formalized the location privacy issues under a glob
eavesdropper and estimated the minimum average
communication overhead needed to achieve a giwesl bef
privacy. We also presented techniques to providmtion
privacy to objects and sinks against a global edregper. We
used analysis and simulation to show how well these
techniques perform in dealing with a global eavegper.



I nter national Journal of Ethicsin Engineering & Management Education
Website: www.ijeee.in (1 SSN: 2348-4748, Volume 1, Issue 5, May 2014)

There are a number of directions that worth stuglym the
future. First, in this paper, we assume that thebal

[14]D. B. Johnson, D. A. Maltz, Y. Hu, and J. G. JeteheThe dynamic
source routing protocol for mobile ad hoc netwo(RSR). Internet
Draft, February 2002. draft-ietf-manet-dsr-07.txt.

eavesdropper does not compromise sensor nodesnije 0 [151p. kamat, Y. Zhang, W. Trappe, and C. Ozturk. Enhran source-

performs traffic analysis without looking at cortenof
packets. However, in practice, the global eavequFomay be
able to compromise a subset of the sensor nod#wmifield
and per-form traffic analysis with additional knadbe from
insiders. This presents interesting challengesutoneethods.
Second, some applications may require both sourdesank
location privacy. It will be interesting to invegdte issues
arising from integrating the source and sink lamatprivacy
techniques. Third, while we believe that it is pblesfor a
well-funded and technically-savvy adversary to obta
complete picture of network traffic, we recognizbatt
complete coverage and perfect traffic analysis imaypeyond
the reach of some attackers. It is thus very istarg to study
location privacy issues when the adversary cancsdg a
fraction of the network traffic and must deal withe
complexities of wireless signals. Finally, it tak@se for the
observations made by the adversarial network techrehe
adversary for analysis and reaction. Studying thpaict of

such “delayed” analysis and reaction will be anpthe
interesting research direction.
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