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Abstract: Increasing need of data protection in computer
networks led to the development of several cryptogphic

algorithms hence sending data securely over a trangssion link

is critically important in many applications. Implementation of
cryptographic algorithms are physically secure thansoftware
implementations since outside attackers cannot mafgi them. In

order to achieve higher performance in today’'s healy loaded

communication networks, hardware implementation isa wise
choice in terms of better speed and reliability. Thedetails
compact and flexible architectures for mix column aplied to the

AES.This paper presents the hardware implementation fo
Advanced Encryption Standard (AES) algorithm using Xlinx—

virtex5 Field Programmable Gate Array (FPGA). In order to

achieve higher speed and lesser area, Sub Byte ogeon, Inverse
Sub Byte operation, Mix Column operation and Inverg Mix

Column operations are designed as Look Up Tables (LWs) and
Read Only Memories (ROMs). This approach gives a tlmughput

of 3.74Gbps utilizing only 1% of total slices in x8vIx110t-3-
ff1136 target device.
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1. INTRODUCTION
Cryptography allows people to carry over the caoariice
found in the physical world to the electronic worl@he
importance of cryptography is constantly increasiimge the
amount of sensitive data being transmitted overogen

environment is also increasing day by day. The more

information that is transmitted in computer-reaéaform, the
more vulnerable we become to automated
Cryptography is not only important in defense agadlons but
also important in real world applications such asoEmmerce,
E-mail etc. Encryption is usually done just bef@@nding
data. To utilize the channel resources completalyrygtion
algorithm must have a speed at least equivalenddta
transmission speed. Achieving high throughput foergption
algorithm for a communication channel of high dette is a
challenging task. The hardware (FPGAs and Applcati
Specific Integrated Circuits-ASICs) implementatioh such
algorithm which meets these requirements is donghin

present work. FPGAs are chosen considering several

advantages over the other counterpart [1].

The AES was published by National Institute of 8taas and
Technology (NIST) in 2001. Later Rijndael algorithwas
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spying.

selected as AES algorithm. Rijndael algorithm camehkey
length of 128, 192 and 256 bits while block sizesmhe
128bit [2]. There are many architecture proposals AES
Rijndael algorithm [3, 4], but many of them are pgoterms
of area and speed. This paper proposes a diffapgrbach to
increase speed by utilizing lesser resources dlaila FPGA

2. AES ALGORITHM

The AES is a computer security standard from NIST
intended for protecting electronic data. Federdbrimation
AES use Rijndael algorithm [5] by Joan Daeman amckivt
Rijimen for both encryption and decryption. The AES
cryptography algorithm is capable of encrypting and
decrypting 128 bit data using cipher keys of 1238 a&r 256.

Rijndael encryption consist of four operations

1. Substitution
2. Shift Row

3. Mix Column
4. Key Addition.

Plain text{128 bit)

@—’ Round Key(0) ‘
Sub Byte Transformation
1to Nr-1
Mixed Columns
@—' Round Key (i ‘

Sub Byte Transform
Final Round

Round Key (Nr) |

Shift Rows

Shift Rows

@éH

‘ Cipher Text (128 bit)

Algorithm for AES Encryption

The Rijandael decryption consists of four invergperations
of encryption which are compliment functions of etion.

They are
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1. Inverse Substitution
2. Inverse Shift Row
3. Inverse Mix Column
4. Key addition

2.2 Sub Byte and Inverse Sub Byte transformation

In the Sub Bytes step, each byte in dtate matrix is

replaced with a Sub Byte using an 8-bit data froeRijndael
S-Box. In the Inverse Sub Bytes step, each bythertipher
matrix is replaced with corresponding Inverse SytbeBSub
Byte operation provides the non-linearity in thehar. The
SBox used is derived from the multiplicative inverever
Galois Field (28) [7], known to have good non-linga
properties. Many S-Box implementation [7] use camakibnal
circuit consists of an adder, squarer and constauitiplier.
Rijndael S-Box is not shown for brevity.

2.3 Shift Row Transformation

The Shift Rows transformation cyclically shifts thgtes in
each row by certain offset to the left. For AES: finst row is
left unchanged. Each byte of the second row igeshiby one
to the left. Similarly, the third and fourth rowseashifted by
offsets of two and three respectively. Inverse tSRbw
transformation does the same shift operation tosveght.

2.4Mix Column and Inverse Mix Column operation

In the Mix Column step, the four bytes of each ouiuof the
state are combined using an invertible linear famsation.
All entries in the state matrix are considered talpolynomial
and it is multiplied by a fixed polynomial. The MRolumn
and inverse Mix Column transformation are represgnn
matrix form. Where cij and dij are Mix Column inpand
Output respectively, while aij and bij are respediy the
inputs and outputs of Inverse Mix Column operation.

2.5 Add Round Key operation

In this operation, bitwise exclusive-or (XOR) opéra is
performed between outputs from Mix Column and Round
Key. For AES-128, 128 bit XOR operations are peried.

3. PROPOSED WORK

The proposed architecture is designed to get marirspeed
and lesser area by mapping all the four Logicatfioms of
AES to LUTs, ROMs and Block RAMs.

The proposed architecture has three parts

1. Key Generation Module
2. Encryption Module
3. Decryption Module.

The AES encryption and decryption core unit corgakey
generation module as a common unit. This modulegyiv
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necessary key expansion for both encryption andygéon
functions. Encryption and decryption with Key Geatém
Module as a common unit. The key generation module
consists of key register of 128 bits, S-Box and X@#es for
bitwise XOR operation.

It is designed to produce round keys on each pesédge of
the clock, when it is enabled. However in the psmzbwork,
the key generation architecture does not requiyehandware
for shift operation and the port mapping betweew tegjister
and S-Box is done according to the required shifince the
proposed work offers the advantage in area. Alsahia
proposed work the bits are rearranged on data frath

register to S-Box and the round constant requidefach
rounds are stored in ROM and retrieved on eachkclBig

represents proposed architecture of key generatidn
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Fig: Architecture of Key Generation Modul

The encryption module takes 128 bit text to be yrted and
receives round key from key generation module toedoh
round of encryption. Fig. presents the proposedygtion
module
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Fig: Encryption module
In the proposed work for reducing the hardware wofire
architecture, the control unit of encryption modite no
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designed separately. The control unit of key geimra
module which is a 4-bit counter is designed to winthe
entire functioning of encryption module. The shgriof
control unit by both encryption and round key getien
gives unique advantage of reduction in hardwareoaspared
to other implementations
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Fig: Proposed Architecture of Encryption Module

NAND gate and the 4-bit counter (Controller) arediso set
and reset selection line of Multiplexer. For coone to ten
the selection line will be in set condition and tipiéxer will
pass Mix Column output. However on last round, ¢owitl
be eleven so selection line will reset and passEBab output.
Shift Row operation is designed in such a way ithddes not
take any hardware. After Round Key operation daiven to
S-Box with required shift by port mapping the signa
according to required shift in Verilog HDL descigat of the
design. Since there is no hardware for Shift Rowrapon
design gets the advantage of area, power and speed.

In the proposed work, the S-Box is implemented byUa
having 8 bit address (256 addresses) and a dath ofid@ bit.
This implementation gives higher throughput for design by
significantly decreasing delay in data path. Aseault the
proposed design takes lesser number of slices whepared
with other combinational technique proposed in [je Mix
Column operation of AES consists of Galois multgation
and four input XOR operation. But unlike combinatb
implementation [8] of Galois field multiplicationthe
proposed design uses ROM based implementation tfisGa
multiplication which makes Galois multiplicatiorgsificantly
faster avoiding combinational delays. For an 8elaita there
are 256 multiplication conditions and all the cdiudis are
stored in (256 x 8) ROM. In the proposed work théx M

approach for the entire architecture and takesl@€kcycles
to decrypt the given cipher back to original texiverse S-
Box architecture uses the same design of S-BoxyBhtLUT

is changed according to Inverse Sub Byte transftiomaMix
Column operation is implemented using 256X8 ROMurFo
such ROMs are designed for the Galois multiplicatad 9,
11, 13 and 14. 4-Input XOR operation is designedlbyl
ROM. Architecture of Decryption module is same as
encryption module with all complimentary functionsf
encryption. Decryption unit contains an extra regisfor
storing Round Keys. Storing key is important sificgt round
decryption use tenth round key and second roundnirgé
round key and so on. Count register is synthesizeB-Ram
to save number of slices. ‘Count’ input provides #tudress of
key register location to be accessed. The Architectof
decryption module is shown in Fig
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Fig: Proposed Architecture of Decryption Module

4. SIMULATION RESULTS

AES Rijndael algorithm is simulated and synthesizsihg
Xilinx 12.1 ISE tool and the targeted FPGA
5vIx110tff1136-3 which belongs to Virtex-5 familyThe
design uses only LUTs, ROMs for all the operatioh\ES
encryption and decryption. This approach reducegicde
utilization and significantly improves the speednpared to
other implementation [3,4,9]. The key register ihet
decryption module is synthesized as Block-Ram tluce the
number of slices used. The utilization summary dewice
5vIx110tff1136-3In this proposed design, the entioyp unit
takes 10 clock cycles to complete the operatione Th

is

Column encryption hardware uses two of such ROM formaximum path delay of the design is 3.420ns resylin a

Galois multiplication of ‘2’ and ‘3’ and for perfaring 4-Input
XOR operation in Mix Column operation, the proposiedign
use 16 x 1 ROM with the result that Mix Column cgtem
offers higher speed and uses minimum number cdslic the
hardware (FPGA). The decryption unit also uses sdesign
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maximum frequency of operation as 292.403MHz. The
throughput of the proposed encryption module i94Ghps
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5. CONCLUSION

AES-128 algorithm for encryption and decryption is
implemented in Virtex-5 FPGA. With the designingalf the
operations as LUTs and ROMs, the proposed archiect
achieves a throughput of 3.74 Gbps and therebigintil only
1% of slices in the targeted FPGA. Since the spgdigher
than the already reported systems, hence the pedpaessign
serves as the best high speed encryption algosttnis thus
suitable for various applications. Moreover withsdearea
utilization, the proposed design can be embeddéld ether
larger designs as well.using XOR based mix columns.
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