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Abstract - The huge success of the Internet allows for the
transmission, wide distribution, and access of eectronic data in
an effortless manner. Content providers are faced with the
challenge of how to protect their electronic data. This problem
has generated a flurry of recent research activity in the area of
digital watermarking of electronic content for copyright
protection. Further in order to provide security to multimedia
data, the digital watermarking techniques have been applied. So,
we have proposed two methods for image watermarking. i.e. One
isDWT based method and other is Alpha Channel based method,
a watermarking algorithm for color images based on wavelet
analysis is proposed and performance of the stego/water marked
image can be evaluated in terms of peak signal to noise ratio
(PSNR) while passing through the AWGN channd. The
simulation of proposed model is done by using MATLAB. And
the experimental results demonstrate that, the proposed
framework can assures the security of the watermark image and
the watermark image has good invisibility and strong robustness
for common signal processing and attacks.

Index Terms —Watermarking, DWT, Payload, Alpha channel,
AWGN channel.

I. INTRODUCTION

In recent years, the distribution of works of @mtluding
pictures, music, video and textual documents, hasofne
easier. With the widespread and increasing usheofrternet,
digital forms of these media (still images, audi@eo, text)
are easily accessible. This is clearly advantageoubat it is
easier to market and sell one's works of art. Hawethis
same property threatens copyright protection. Bigit
documents are easy to copy and distribute, allowfimig
pirating. There are a number of methods for praigct
ownership. One of these is known as digital wateking.

Digital watermarking is the process of insertingigital
signal or pattern (indicative of the owner of ttentent) into
digital content. The signal known as a watermask lbe used
later to identify the owner of the work, to autheate the
content, and to trace illegal copies of the worlatg¥/marks of
varying degrees of obtrusiveness are added to et
media as a guarantee of authenticity, quality, aslmp and
source. To be effective in its purpose, a watermsréauld
adhere to a few requirements. In particular, itudthdoe robust
and transparent. There are a variety of image weting
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techniques, falling into two main categories, dejpeg on in
which domain the watermark is constructed.

A digital watermark is a digital signal or pattern
inserted into digital content. The digital contentld be a still
image, an audio clip, a video clip, a text documentsome
form of digital data that the creator or owner wblike to
protect. The main purpose of the watermark is émiifly who
the owner of the digital data is, but it can aldenitify the
intended recipient. All the information handled the Internet
is provided as digital content. Such digital cohtean be
easily copied in a way that makes the new file
indistinguishable from the original. Then the caoititean be
reproduced in large quantities.

Digital watermarks apply a similar method to dibita
content. Watermarked content can prove its oritfiereby
protecting copyright. A watermark also discouragaacy by
silently and psychologically deterring criminal®in making
illegal copies.

Currently there are various techniques for embegldin
digital watermarks. Basically, they all digitallyrite desired
information directly onto images or audio data incls a
manner that the images or audio data are not damage
Embedding a watermark should not result in a dicpmt
increase or reduction in the original data.

To be effective in the protection of the ownership
intellectual property, the invisibly watermarked cdment
should satisfy several criteria:

The watermark must be difficult or impossible to
remove, at least without visibly degrading the ioad
image.

The watermark must survive image modifications that
are common to typical image-processing applications
(e.g. scaling, color requantization, dithering,ppimg
and image compression).

An invisible watermark should be imperceptible so a
not to affect the experience of viewing the image

For some invisible watermarking applications,
watermarks should be readily detectable by the
proper authorities, even if imperceptible to the
average observer. Such decodability without
requiring the recovery of property and subsequent
prosecution.
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3. Make redundant values in the img_hide as 0.

Il. PROPOSED WORK 4. Find the maximum of all the components and
normalize each sub image by dividing it with the
An image Watermark system consists of two maximum values.
modules: the embedding module and the retrievaluleod he 5. DEC is the data that contains normalized wavelet
embedding module is used at the sender's end wthere decomposed values of img_hide
payload is embedded into the cover image to derive 6. Decompose the cover image, into cAl, cV1, cH1,
Watermark-image using any one of the Steganographic cD1 components using HAAR wavelet.
techniques, whereas the retrieval module is uséteatceiver 7. Store the cA size, M1, M2, M3, M4 | first four vals
end to extract the payload from the Watermark-intagesing of cH1.
inverse Steganographic technique as shown in thedéil.1. 8. Store normalized img_hide data dec in cV1 and cD1.
[cowmeg HMWMON 9. Take IDWT of DEC1 which is nothing but idwt (cAl,
— cH1, cV1, cD1) and call it as S.
‘ e H e k 10. While saving the image S directly there may be loss
{ PAYLOAD HMUPHATION]; - during conversion so we normalize S.
[ j 11. Convert S to 16 bit format with the value M stosed
the first pixel value. Where M=maximum
- —— (absolute(S)).
[ e H Cameoar H RO J* 12. Calculate mean square error and calculate PSNR
Figure 1.1: Block diagram of Watermark Model using

PSNR=10LOGy (255/mse).
At the transmitter end, cover image and the paylaia

applied to the Watermark-system encoder to generate IV DECODING MODEL
Watermark image using certain steganographic teolesi At o
the receiver end Watermark system decoder extriws T
payload by identifying the key which may be usetiveen the s
transmitter and the receiver to provide securityaimst [ eernsmoas, |
intelligent attackers. I Denmm“zelml_es e
11 PROPOSED ENCODING MODEL [ === Dﬁiff'“ o =ne
| sesmsizmecsmer |
[ ™= —_—— |
[ S
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Figure 1.3: Proposed decoding model
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DECODING PROCESS (ALGORITHM)

Apply HAAR transform Apply HAAR transform
(cH. cV. cD,

(elll, eV, eDl. cAl)

| Make redundant valucs zero |

| Read 1st pixel of Alpha channel.

Read message length.

For i=1: Length.

Read bits.

Normalize to 8 bit fragment.

For each 8 bit fragment, extract decimal.
Convert decimal to ASCII.

Display message.

N AWDNE

Figure 1.2: Proposed ncoin d
V SIMULATION
ENCODING PROCESS (ALGORITHM)

Input the image to be hidden (img_hide). The performance of the designed system is evaluated
Take wavelet transform with HAAR wavelet for through MATLAB simulation. To analyze the perfornsanof
img_hide and call the components: cA, cH, cV, cDBER v/s PSNR and MSG LENGTH v/s BER & PSNR of
respectively. watermarked image, passing through the AWGN channel
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Considering BER, PSNR as the performance paramékbes ;
details of the signal and system a characteristiee hbeen \
elaborated in this section.
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E . While analyzing the graph (Fig 2.3) of Message
Figure 2.1 SNR v/s BER at -10 db length v/s BER, we emphasize that BER is not diect

) dependent on Message length the way it is depermheSNR.

The graph 2.1 shows that when watermarked imagegecayse probability of error remains same for aifpeSNR

are transmitted over channel, BER improves with egpective of the length of the message. Howewken
improvement in SNR and is significantly good at a0 \neqsage length increases, probability of Burst remiso
Hence it is proved that the quality of performant® j,qreases. Under burst error wavelet performs battevavelet
independent of channel noise and the performancénis cqefficients are real valued in comparison to alghannel
accordance to channel performance for normal imagg,| es which are integers. Hence error probabitityimage

transmission. _ _ . watermarked with wavelet is lower than that of algfased
Once the image is zoomed, we get the dEta'Ie%atermarking

understanding of the behaviour. It is clear thavelet based

techniques are better susceptible to channel ramisehence , , , ‘
. . | | | | = Wavek
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. | | | |
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Figure 2.2 SNR v/s BER Figure 2.4 MSG LENGHT v/s PSNR at -10 db

While analyzing the graph (Fig 2.4) of Message fengs
PSNR, it is clear that Alpha channel technique rijea
outshines its counterpart in image quality. Alpharmel deals
with image transparency. Image quality to a largeerd is
independent of transparency. However as waveleesaare
directly incorporated in the main image, they dfféae PSNR
values more directly.
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Figure 2.5 PASSWORD LENGTH v/s BER

The figure (2.5) presents that strength of passvedsd
has direct impact on the overall performance of shstem.
With the increase of password strength, BER is etgueto
increase. However for password length between 804&nthe
trend is reversed which should be desirable re$uis is due
to the fact that with increase in data, domainathdyets more
adoptive to channel noises. Hence it can be saaily that
optimum password length is 30-40 for digital watarking
technique with any of wavelet
watermarking.
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Figure 2.6 PASSWORD LENGTH v/s PSNR

highest frequency coefficient) of the cover imaded in
second approach we can embed the message chanzaiigna
channel of png (portable network graphics) image.

Further in order to provide security to the images have
introduced a concept of image encryption using sEaEterns
and carrier images. Hence it provides an authéptiand
integrity to the images and alpha channel is used f
transparency of the images.

Thus we can safely say that either of wavelet based

watermarking or alpha channel based watermarkieggnt’s
identical characteristics and are both adaptivehemnel noise.
Alpha channel presents better image quality in $e0ffPPSNR

where as wavelet based technique produces bettdR BE

property. Both the techniques work best for avenagsword
length of 30-40. Both the techniques are independérthe
message length (for average size messages). Howewvetet
based technique is better suited for very high agessength.
In addition, this method gives more capacity arghhsecurity
to transfer images in communication field.

VIl FUTURE CONTRIBUTION

In this paper we focused on data embedding and data
or alpha channel Baseextraction from an image using Discrete Waveletn$farm

(DWT) algorithm and Alpha channel. And it's hiddéme
payload in detailed band of cover image. In futweewill try
out it in audio watermarking in the spatial or fueacy
domains when the embedding rate is less than thémah
amount.
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