International Journal of Ethics in Engineering & Management Education
Website: www.ijeee.in (ISSN: 2348-4748, Volume 1sdue 4, April 2014)

Cloud Computing: Hybrid Cloud over Simple
Cloud Computing

Prof. HANMANTHRAO KULKARNI CSE BKIT
SACHIN KULKARNI (M.Tech)

Abstract: Cloud implementations will be hybrids of serviceshat
run on-premise with services deployed in the cloudCloud is also
increasingly leveraged by IT. IDC estimates that pulic cloud
adoption will account for 46 percent of new growttfor overall IT
spending.1 This rate and pace of adoption is verymilar to the
early acceptance and expanded use of virtualizatiotechnology
over the last five yearsSo that is the scenario that we’'ll explore so
that you can begin a gradual move into the cloud whout undue
fear of loss of control. You will learn how to cotrol applications
and services dynamically deployed from a variety ofcloud
environments into devices like user desktops, Miceoft Terminal
Services and a range of mobile devices. In this papour goal is
to evolve from control of computers to control of ervices
available to wusers. This takes existing Service-Org¢ed
Architecture (SOA) and machine virtualization to the next step.
The result will be increased business productivity wh less
overhead, as the user will be able to work anywheren any
capable device without any worry about applicatiordeployment.

1. INRODUCTION

Cloud computing has become a necessity now adags &h
enterprise plans to increase its’ capacity or cdifiab on the
fly without investing on new infrastructure, traigi new
personnel, buying new software licenses etc. lbepasses
any subscription-based or pay-per-use serviceetktainds the
enterprise’s existing IT

capabilities, in real-time over the Internet.
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Figure 1: Hybrid Cloud Model

The market research and analysis firm IDC suggéstisthe
market for cloud computing services was $16bn m year
2008 and will rise to $42bn/year . The US Natidnatitute of
Standards and Technology (NIST) defines cloud cdimguas
“a model for enabling convenient, ondemand netwaxrkess
to a shared pool of configurable computing resair(eg.
networks, servers, storage,

applications, and services) that can be rapidlyipronedand
released with minimal management effort or seryicavider
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interaction” . Cloud computing can also be defied‘a type
of parallel and distributed system consisting @#ection of
interconnected and virtualized computers that greacdhically
provisioned and presentedas one or more unifiedpoting
resources based on service-level agreements ahiatbli
through negotiation between the service provided an
consumers”. In recent past, various commercial fnsodee
developed that are described by “X as a Serviceaf¥a

where X could be hardware, software or storage etc.
computing

Successful examples of cloud
infrastructures are Microsoft

Azure, Amazon's EC2 and S3, and Google App Engioe e
Cloud computing also faces the data security chgde as
that of any other communication models. As dataewistore
their data on external servers, there have beeredsing
demands and concerns for data confidentiality, enttbation

and access control.

emerging

2. DELIVERING CLOUD SERVICES ACROSS
DIFFERENT ORANIZATIONS

The above are generalizations of the ways thatnizghons
of different sizes approach the web. Small orgditina and
small departments within large organizations tyljcpick a
complete software solution like email or office guativity
applications.

Organization Authentication Collaboration Typical
Size Cloud
Use
Small Workgroup Individual Applicatio
organization, up| ns like
to 25 users email
Medium Domain Federation Platform,
organization up database,
to 250 users ERP
Enterprise clasg Multiple domains | Dedicated Load and
organization location
leveling

Axis 1 Delivering services to three broad sizes of custome
organization

These solutions are isolated from the organizatiather IT
resources and offer fixed management control ezpeeis that
are a part of the total solution.

Once an organization gets to the size where thayfuwad a
full time IT administrator they will look at moreepsonalized
cloud solutions where they have more control ovee t
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application. New projects can start completely hie tloud

cloud management of the PC together with an upgrade

when they have no important dependencies on egistinsubscription. Using the same anti-malware clientlecas

business data. Projects which involve extensionsxisting
on-premise applications will have greater depengemnt on-
premise servers and hence are more difficult toariato the
cloud. Larger enterprises will take on even moegiHility by
renting virtual images on machine managed by eateon
internal cloud providers.

Offering Type Industry Microsoft
SaaS: Fixed apps| Salesforce| BPOS,
Application | like email, Office
Software as g ERP, 365,
Service Windows
InTune
PaaS: Controlled | Google, SQL
Platform as a space for| Facebook | Azure,
Service apps or Azure App
Database Fabric
laas: Complete | Amazon Windows
Infrastructure| access tg AWS, Server
as a Service | dynamic Private Hyper-V
VMs Clouds

Axis 2 Delivering services at three broad depths of
engagement (Service Models)

This axis is focused on the vendor product solsticsther
than the customer needs like the first axis. Vesdmust
commoditize the service offering to keep costs lew,it is

incumbent on the customer to assure that the sereieel

agreement (SLA) from the vendor will meet theirfpenance
expectations. At each step in the service offerifrgm

software to platform and infrastructure, the customssumes
more and more of the management load in exchangadoe

and more flexibility in the service offering.

3. MANAGEMENT CONTROL AS A SERVICE

A big problem created by hybrid clouds is that ¢hés a
duplicated set of IT controls: one on-premise i émterprise
Active Directory, and one in the Cloud under a eafint
name-space. That separation means that there is
synchronization problem between these broad demaym
areas. All of these services need to be controbigdthe
customer.

That control function is sometimes described aspasate
service which could also be run on-premise or i ¢loud,
but really it is just another application. Whettike control
application is supplied by SAAS, PAAS, IAAS or oremise
is not as important as determining a control aechitre and
solution management software that will work for thetire
organization in a hybrid environment. After a swmnot is
chosen, the location where that solution runs bélleasier to
determine.

One case where management has been deployed e &
Microsoft InTune. For a low monthly fee for each,RiCadds
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Microsoft Security Essentials (MSE) and Forefromdpgoint
Protection (FEP) it provides small to medium orgations
with robust anti-malware protection to any locatamtessible
to the Internet. For hybrid clouds, it's importanot note that
management is a service that needs to be hostedvwdmre
with collectors in all of the locations where théoud
infrastructure is deployed. Until recently managetmef the
cloud meant management of the virtual machinesatathe
core infrastructure for the cloud. An example ist8yn Center
Virtual Machine Manager (SCVMM) which provides for
centralized management of physical and virtual eFise
servers. But as more organizations deploy hybrid
environments, the inability of existing tools to mage two
disparate and often incompatible domains has becbeae.

System Center App Controller I

m e m m 00

System Center Virtual Machine Manager

Services

Network

VM manager

Windows
Azure

WM software | Hyper-V | | Hyper-v | I. VMware | | XEN

Hardware

[on-premise| | vendor 1 | [ Vendorn |

Figure.shows how the release of System Center 2012 silitaddress cloud
management issues

While SCVMM will be upgraded and continue to sugpor
individual cloud deployments, a new System Centedpct
called App Controller (code name was Concero) wffer
control of multiple cloud deployments, both privaten-
premise) and public (Azure). For the 2010 RTM rséthere
will be support only for public Azure and privategdoyments
but other vendors are expected to take advantagésof
extensibility. For example, Citrix has already ammced that
XEN virtual machines will be included in App Conites soon
after RTM.

This continues a process where the cloud provibiedds the
IT department from all concern about deploying and
maintaining the hardware of servers and routerg @loud
iffrastructure as a service (laaS) can be assumedist, and
IT staff should focus on providing applications asdvices to
the organization.

4. USE ORIENTED ARCHITECTURE

While the next generation of management tools spaading
to the hybrid cloud trend, another important trémdddress is
the so-called bring —your-own-device (BYOD) trenthat is,
users accessing corporate resources with persardvare.
Again, the major management solutions are respgndior
example, user-centric application delivery is eedblwith
SCCM 2012 and focuses on providing extreme mobditya
specific resource for a specific user. IT focusnisving from
work-life balance to work-life integration. Usergpected to
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be able to work anywhere, anytime so the solutems their
architectures need to be designed with that asvaapy goal.
The SLA guarantees on up-time needed to suppatntist
be at least 99.9 percent with better guaranteesiljesas the
technology progresses. For on-premise computingfdabas
has been on insulating the service offerings froloud
outages, but as users increasingly are moving reffrafse,
there are fewer services that must operate wheintbmet is
unavailable. It has been possible since Window®20®ffer
fine-grained policy and application deployment, cfied to
the level of the individual user, but that capapilias not been
widely used because of licensing and device linoitest
Device affinity is now available in SCCM 2010. Het user is
not on one of their “primary devices” then the &gy is to
provide them some other type of access like Tern8eravices
or Office 365.

Since not all devices have the same storage or ot#heurces,
application deployment options need to understaadicd

capabilities. If the IT infrastructure is to proeidiser access to

any document, anywhere, it needs to adapt to thiceleFor

6. CONTROL OF THE DATA IN THE CLOUD
There are two aspects to the control of data inctbed. The
first is whether the data should be placed in thactat all. If
the data is moved to the cloud, the second comispkct is
how to prevent it from leaving the cloud. The plogsi
location of the data may be important when corporat
governmental compliance is a factor. The managewgutttol
programs will need to be able track compliance waitticy
restrictions.
As we observed above, it is critical that IT tak@raactive
approach to setting policies for corporate data atwid
computing, otherwise some other business group cair y
organization may effectively make the decision you. As
one example of data creep, the need for data access
authorization in the cloud carries with it the idéat some
authorization claim will need to be presented tosthcloud
servers. Next we will consider the authenticatibrugers and
then the authorization of their access to cloudueses.

7. SINGLE SIGN ON

example, Windows Phone 7 comes with a version of

Microsoft Office. So if the user is accessing a Wdocument
from a smart phone, in some cases the Word docuoaenbe
downloaded to the smart phone, but in other devites
document will need to be rendered on a web or tehserver
to allow remote access to the document.

This is a different way of thinking about applicati
deployment in which the industry is moving from ragimg
the workstation to adapting to users and their assi The
implication is that commercially successful appiicas will

need to be available for all common deployment raaidms
in order for management software to succeed in igity
anywhere access.

5. AUTHENTICATION OF THE CLOUD SERVICES

Security breaches have taught us to ensure thhatdrals of
any connection are well known. Microsoft Terminar8ces
added TLS (aka Schannel) protection to ensureutbers were
not spoofed by rogue servers masquerading asaiffites, or
creating a man-in-the-middle attack. These typesttatks are
prevented by authentication of both ends of anyeotion.
Virtual private networks (VPN) have long been usesd a
gateway for securely accessing organizational ssset

If users are not part of the same security domthie, best
available solution is TLS with certificates issued all
machines (or users) that need to trust each ofteelay, web
servers can acquire enhanced validation (EV) ceatds to

The advantage of having a single point of contr@rausers’
access to any organizational assets should be. cBzantral
control of user authentication credentials allowsmiediate
and full revocation of access to all organizatioasdets when
that user is no longer part of the organizatiomt€2é control
also provides consistent policy for attributes ligassword
strength.

Extending centralized authentication policy to caesources
provides not only continuity of control but also xmaizes
user convenience so that the user need not praliftbrent
credentials based on the location of the resourbis. will be
particularly important as resources migrate to dloaid over
time.

The history of web started in the middle 1990’s dwad not
resulted in a widely acceptable solution as yete Thrrent
successes are with a federated approach using SAwMth
assumes that a user is already well known in omeespace
and needs to establish authorized access in another
federated ID does not provide a broad web basedicolthat
would accommodate all of the services currently aund
development for cloud based services.

OAuth 2.0 is a new protocol that extends the aechitre of
OAuth 1.0 to allow for selective disclosure of type needed
in a world where user privacy is mandated by so yman
government regulations. Even though it has notheadinal
approval, parts of it are already supported by bSoft and
other identity solution providers. Until identityqviders are

use in TLS connections. Users can additionally bemore broadly deployed the only practical solutisrieiderated
authenticated by smart cards as a part of TLS rhutuadentity. Stay tuned for more on web SSO in the figiare.

authentication. However, the difficulty of deplogin
certificates and private keys to end users hasechomst user
authentication to fall back to user names and pastsvfor
authentication.
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8. CLOUD ACCESSIBLE AUNTHENTICATION
DIRECTORY

As applications are placed in the cloud, the nead tie
databases to support those applications impliesatt@ess to
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the data will be available to the cloud. There aé little

incentive to keep the database on-premise if aggifgiant

application for the database is in the cloud.

Authentication data is a good example. The authtive

source of the authentication information is tydic@ome HR

or customer database that is synchronized withoomaore IT

directory servers. While it customary for the dicey servers
to be on-premise, it is a good idea to examinenthed for
authentication to cloud resources. For exampleenfail

servers are to be provisioned in the cloud, thenriplication

is that the address list will also be in cloud.

Once that decision is made there is no longer muoicka

privacy implication to putting the entire organipagl

directory server in the cloud as well. The cautignasult of

any decision to move applications to the clouchét database
requirements will migrate to the cloud as well. ®recess to
the database is enabled from the cloud, theretie feason
not to move the database itself to the cloud ahawvabn-

premise application access. As an optimizationd-aay

copies of any directory service will support fastesponse
and resilience in the loss of network connectivity.

9. CLOUD ACCESSIBLE AUTHIRIZATION

If cloud accessible authentication information @ politically
acceptable, then some other method for authoriaoogss in
the cloud needs to be enabled. When authorizataims are
demanded by relying servers in the cloud, the lpcéity can
make just-in-time decisions about which data isyied on a
case-by-case basis. The SAML and OAuth2 standaage h
some of that capability today, but a general sotutis
awaiting the completion of a protocol that will él&a a
business model for identity providers.

Until then a federated solution with data releasiécp applied
to each federated organization is the only solutidre key to
broader availability of selective disclosure is abimg an
identity provider, so that is the decision that dse¢he most
attention as the organization moves its resourtetire cloud.
The reality is that SAML has only been adopted By20
percent of the market according to Forrester, @artnd
others. OpenID and HTTP Federation are also veejulsn
federating the widest range of existing user staras SAAS
applications.

10. CONCLUSION

Cloud services will be part of the future of evely

department sooner or later, it is critical for theprofessional
to get ahead of the coming onslaught. Three ardéhneed
the most attention in advance of any move intoctbed.

(1].

(2].

(31.

(4].

(5]

[6].
[7.

[8].
9.

2. User authentication and directory services will be
needed anywhere that employees or other users
expect to access organization resources. Since some
governments have strict rules about the locatidns o
private data, try to determine where the authavitat
data will reside and how it will be migrated to the
other clouds that need it.

3. Access control and data leak prevention will become
more difficult as data migrates to the cloud. As a
goal, a role-based access control mechanism base on
SAML claims seems to be the best bet today for
providing the required functionality.
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1. Management of the hybrid cloud is an evolving area
that will need the most attention because it is

currently the least understood. Try to spend some

time exploring management tools like System Center
App Controller.
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