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Abstract - It's a new technology which has continued to provid
cost-effective, high quality security solutions, tiéored to protect
our client’'s products and documents against countéeiting and
fraud. Graphical authentication is proposed to be he alternate
for textual passwords since it could be simple forusers to
remember. Here a graphical password system with a supportive
sound signature to increase the remembrance of theassword is
discussed.In proposed work a Select based graphical password
scheme called Phonemes Select Points (PSP) is pnésé. In this
system a password consists of collection of someages in which
user can select one click-point per image. In add@n user is
asked to select a sound signature corresponding ®ach click
point this sound signature will be used to help theuser in
recalling the click point on an image. We proposeot extend our
existing work for supporting sound signature proces for higher
authentications in integrating security of data for accessing
service. Our experimental results show efficient da security in
login process authenticated by the other users.
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I.INTRODUCTION

Users employ passwords as a kind of authenticatmn
properly identify themselves on any computer

communications network. Graphical passwords prowde

such substitute for traditional passwords approsclighe
essential premise is pictures are much easiernemder or
recognize than text. Many different schemes coaldehbeen
proposed for users to utilize pictures or drawingsead of
entering text characters [2-7].The predictabilitpdem can
be solved by disallowing user choice and assigpemswords
for people, this usually gets to usability issué@sce users
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unfortunately it means that the passwords tend olov
predictable patterns that are easier for attackerguess.
While the predictability problem can be solved ligatlowing
user choice and assigning passwords to users,uthially
leads to usability issues since users cannot easthember
such random passwords. Number of graphical password
systems has been developed; Study shows that asetb
passwords suffer with both security and usabilighpems.
According to a recent news article, a security teaima
company ran a network password cracker and wittin 3
seconds and they identified about 80% of the pastswvdt is
well know that the human brain is better at recoigig and
recalling images than text, graphical passworddodéxghis
human characteristic.

Il. RELATED WORK

A. Password problems

The password problem arises largely from limitasioaf
humans’ long-term memory (LTM). Once a password has
been chosen and learned the user must be ableab iteto

log in. But, people regularly forget their passwordf a
password is not used frequently it will be even enor
susceptible to forgetting. A further complicatianthat users

OThave many passwords for computers, networks, atdsites.

The large number of passwords increases interferand is
likely to lead to forgetting or confusing passwordssers
typically cope with the password problem by dedrepasheir
memory load at the expense of security. Anotheblpra of
this system is the need for the predefined regiorze readily
identifiable. In effect, this requires artificiatartoon-like
images rather than complex, real-world scenes.

B. Why we use graphical passwords?

cannot easily remember such random passwords. Imagg 5 graphical password system, a user needs toseho

Authentication- Establishes that the user is whey thay they
are. Authorization- The process used to decide hé t
authenticated person is allowed to access speaofficmation
or functions. Access Controls-Restriction of acdestudes
authentication & authorization. Mostly user selpessword
that is predictable. This happens with both gragdhémd text
based passwords. Users tend to choose memoralseqrds
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memorable locations in an image, and at retrieivaé tusers
will be presented with either a recognition taslkaaued recall
task. Here the user has to be able only to recegmieviously
seen images, making a binary choice of whetheiniage is
known or not known. Recognition is an easier mentasgk
than pure, unaided recall. In this system we use an
intermediary form of recollection between pure teeand
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recognition, cued recall.Graphical passwords haweenb
classified into three basic categories based onir the
remembrance viz: Recognition, Recall and Cued Recal
Considerable work has been done in this area, ésekmown

of these systems are Passfaces. Brostoff and 3266)
carried out an empirical study of Passfaces, whllaktrates
well how a graphical password recognition systepicaily
operates. Blonder-style passwords are based onregal. A
user clicks on several previously chosen locationa single
image to log in. As implemented by Passlogix Coation
(Boroditsky, 2002), the user chooses several pieelkf
regions in an image as his or her password. Tanldge user
has to click on the same regions the problem withgcheme

Ill. PROPOSED SYSTEM MODEL

A password authentication system should encouragag
passwords while maintaining memorability. It is ieasto
follow the system’s suggestions for a secure pasbw
feature lacking in most schemes rather than inorgathe

burden on users.Anuthentication schemes allow user choice

while influencing user’s towards stronger passwordsthis
system, the task of selecting weak passwords (wdiieheasy
for attackers to predict) is more tedious, discgumg users
from making such choicesn the proposed work along with
graphical password, sound signature has been a@igehrto
help recalling password. No system has been dedcoefar
which uses sound signature and graphical
authentication. Study says that sound signatuterae can be
used to add facts like images, text etc. Our ideaspired by
this novel human ability. Research says that huroan
remember images as well as sound tone easily; plyiag
this method we design our project so it will pravidnore
security. Observed that all student who were reggst entered
their graphical password and video sound clip dandgill be
more secured from their point of view it is veryogofor
Graphical and sound clip password authenticatictesy.

IV. SYSTEM ARCHITECTURE

Input PSP of image N
Enter the 5 PSP

Uploadfie ) N
Acess Granted

Sound Signature
\
Download file

Figl: Proposed System Architecture

Enter Sound Freq & Time A
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password

Figl: Incipient working: Firstly we need to enter the P&P
image. If entered PSP’s are correct then systerhaldws
user for next level of logging. In next level usequired to
enter the volume level, if volume level is corregstem will
allows for next authentication level. In last stagfelogging
user need to enter correct video timing. If anyhefm (PSP’s,
Volume level, Video timing) are incorrect then syatwill go
in halt state for next 12 hours. After completighl@ hours
reboot again and user can try for uploading andndoading
of data by entering correct password for all stages

System I mplementation
The implementation has mainly three modules:
1) Create Password Module
2) Login Module
3) Verification Module
4) Folder Lock/Unlock Module

Picture Selection
Process

Create Password
Process

Sound Selection
Process

Mlodules

Login Process

Folder Lock/Unlock
Process

Create Password Moduldser is asked to select the tolerance
dimension during password creation. In additiorr isesked
to select a sound signature or music which helpsutfer in
order to remember the click-points during login gha&ven if
the user tries to login after a long time. Loginduée: In login
module, the user can give their username and padswo
addition, a sound signature is integrated to helgcalling the
password. Hacking of username and password carobe. d
But if the pixels are pointed out correctly, themyoone can
login in to user page. During login, if the pixelse clicked
correctly, then the selected sound is started &g. [ilse any
other sound will be played. Here number of logitempts is
limited to three since an extra protection is eSakto our
passwordprotected system. Security is the mainoreds
restrict access. Verification Module: During verétion
phase, the details that the user enters duringtragion phase
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and login phase are verified. Folder Lock/Unlock dvte:
Protecting your data and information from certaimwanted
and prying eyes may become a dilemma if you endvitip
enough personal and private data on your computen gour
external storage devices. If it is personal or imrftial, it
needs protection! Folder lock uses GPAS for pratgcyour
files.

V. EXPERIMENTAL RESULTS

Data collected from 10 participants. Each partictpavas
asked to register himself/herself and then eachimated to
for login trail 5 times as legitimate user and ®ds as
impostor randomly. Participants were final year iragring
students of age group 20-24 Year. According tosaumvey we
got instantaneous positive feedback and response.

VI. CONCLUSION AND FUTURE WORK

[12] W. Jansen, S. Gauvrila, V. Korolev, R. AyemsdaR. Swanstrom. "Picture
Password: A Visual Login Technique for Mobile Desd¢'National Ingtitute
of Standards and Technology Interagency Report NISTIR 7030, 2003.

We have proposed a novel approach which uses sound

signature and graphical password click points. Bresly
developed system never used this approach thierays
helpful when user is logging after every singleleytn future
systems other patterns may be used for securityoger like
touch of smells, video graphical click point, stushyows that
these patterns are very useful in secure loginasociated
objects like images, text and video clip.
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