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Abstract: Mobile Ad Hoc Networks (MANETS) use anonymous
routing protocols that hide node identities and/or routes from
outside observers in order to provide anonymity protection.
However, existing anonymous routing protocols relying on either
hop-by-hop encryption or redundant traffic either generate high
cost or cannot provide full anonymity protection to data sources,
destinations, and routes. The high cost exacerbates the inherent
resource constraint problem in MANETs especially in
multimedia wireless applications. To offer high anonymity
protection at alow cost, | propose an Anonymous L ocation-based
Efficient Routing proTocol (ALERT). ALERT dynamically
partitions the network field into zones and randomly chooses
nodes in zones as intermediate relay nodes, which form a non-
traceable anonymous route. In addition, it hides the data
initiator/receiver among many initiatorgreceivers to strengthen
source and destination anonymity protection. Thus, ALERT
offers anonymity protection to sources, destinations, and routes.
It also has strategiesto effectively counter intersection and timing
attacks. In this paper | briefly presents the survey conducted in
thisregard.
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1. INTRODUCTION:

Rapid development of Mobile Ad Hoc Networks (MANBTSs
has stimulated numerous wireless applications taat be
used in a wide number of areas such as commerargency
services, military, education, an entertainment. NEA'S
feature self-organizing and independent infrastmes, which
make them an ideal choice for uses such as comatioric

observers. Anonymity in MANETs includes identity dan
location anonymity of data sources (i.e., sendeasd
destinations  (i.e., recipients), as well as route
anonymity.“ldentity and location anonymity of soescand
destinations” means it is hard if possible for othedes to
obtain the real identities and exact locationshef$ources and
destinations. For route anonymity, adversariebgeien route
or out of the route, cannot trace a packet flowkbar its
source or destination, and no node has informattoout the
real identities and locations of intermediate nodasroute.
Also, in order to dissociate the relationship be&twesource
and destination [1], it is important to form an apmous path
between the two endpoints and ensure that nodesuta do
not know where the endpoints are, especially in NEAN
where location devices may be equipped. Existimpngmity
routing protocols in MANETs can be mainly clasdifieto
two categories: hop-by-hop encryption [2], [3],,[4%], [6]
and redundant traffic [7], [8], [9], [10], [11], &1, [13]. Most
of the current approaches are limited by focusingwoforcing
anonymity at a heavy cost to precious resourcesausec
public-key-based encryption and high traffic getera
significantly high cost. In addition, many approashcannot
provide all of the aforementioned anonymity pratats. For
example, ALARM [5] cannot protect the location awponity
of source and destination, SDDR [14] cannot providete
anonymity, and ZAP [13] only focuses on destination
anonymity. Many anonymity routing algorithms [33], [13],
[5], [6], [11], [10] are based on the geographiaitiog
protocol (e.g., Greedy Perimeter Stateless RoufBBSR)

and information sharing. Because of the openness arjisg)) that greedily forwards a packet to the nottesest to the

decentralization features of MANETS, it is usualhot
desirable to constrain the membership of the nadethe
network. Nodes in MANETs are vulnerable to maliGou
entities that aim to tamper and analyze data aafficr
analysis by communication eavesdropping or attackauting
protocols. Although anonymity may not be a requiamin
civil oriented applications, it is critical in nmidiry applications
(e.g., soldier communication). Consider a MANET ldgpd
in a battlefield. Through traffic analysis, enemiesay
intercept transmitted packets, track our soldiées,(nodes),
attack the commander nodes, and block the datanhiasion
by comprising relay nodes (RN), thus putting us dactical
disadvantage. Anonymous routing protocols are afuii
MANETS to provide secure communications by hidirage
identities and preventing traffic analysis attafksn outside
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destination. However, the protocol’s strict relade selection
makes it easy to reveal the source and destinatiah to
analyze traffic. On the other hand, limited reseuis an
inherent problem in MANETS, in which each node I&bo
under an energy constraint. MANETs complex routargl
stringent channel resource constraints imposet imits on
the system capacity. Further, the recent increagiogith of
multimedia applications (e.g., video transmissiomposes
higher requirement of routing efficiency. Howevelisting
anonymous routing protocols generate a signifigahigh
cost, which exacerbates the resource constrairtlgro in
MANETSs. In a MANET employing a high-cost anonymous
routing in a battlefield, a low quality of servige voice and
video data transmission due to depleted resouregslead to
disastrous delay in military operations. In order provide
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high anonymity protection (for sources, destinatamd route)
with low cost, we propose an Anonymous Locationeldaasnd
Efficient Routing proTocol (ALERT). ALERT dynamidgl

partitions a network field into zones and randorohposes
nodes in zones as intermediate relay nodes, wbith & non-
traceable anonymous route. Specifically, in eachimg step,
a data sender or forwarder partitions the netwizlkl in order
to separate itself and the destination into twoegorit then
randomly chooses a node in the other zone as tkerelay

node and uses the GPSR [15] algorithm to sendatetd the
relay node. In the last step, the data is broaddast k nodes
in the destination zone, providing k-anonymity tbet
destination. In addition, ALERT has a strategy ittetthe data
initiator among a number of initiators to strengthéhe

anonymity protection of the source. ALERT is alssilient to

intersection attacks [16] and timing attacks [16].

In summary, the contribution of this work includes: 1.

» Many approaches cannot provide all of
aforementioned anonymity protections

» ALARM cannot protect the location anonymity of scair
and destination, SDDR cannot provide route anonymit
and ZAP only focuses on destination anonymity

» Existing anonymous
significantly high cost, which exacerbates the vese
constraint problem in MANETSs. In a MANET employing
a high-cost anonymous routing in a battlefield, oav |
quality of service in voice and video data transimois
due to depleted resources may lead to disastrdayg de

military operations.

4. ALERT:

In order to provide high anonymity protection (feources,
destination, and route) with low cost, | proposeAaenymous

Anonymous routing. ALERT provides route anonymity, Location-based and Efficient Routing proTocol (ALER

identity, and location anonymity of source and tidasion. 2.
Low cost. Rather than relying on hop-by-hop endoypiand
redundant traffic, ALERT mainly uses randomizedtiray of

ALERT dynamically partitions a network field int@zes and
randomly chooses nodes in zones as intermediatg neldes,
which form a non-traceable anonymous route. Spedifi, in

one message copy to provide anonymity protectioneach routing step, a data sender or forwarder tipagi the

3. Resilience to intersection attacks and timin¢gacks.
ALERT has a strategy to effectively counter intetim
attacks, which have proved to be a tough open i§s6k
ALERT can also avoid timing attacks because ofis-fixed
routing paths for a source destination pair.

2. EXISTING SYSTEM:

Anonymous routing protocols are crucial in MANETs t
provide secure communications by hiding node idiestiand
preventing traffic analysis attacks from outsideservers.
Anonymity in MANETSs includes identity and location
anonymity of data sources (i.e., senders) andrdsgtns (i.e.,
recipients), as well as route anonymity. “Identiyd location
anonymity of sources and destinations” means ihasd if
possible for other nodes to obtain the real idestiand exact
locations of the sources and destinations. Foeraobnymity,
adversaries, either enroute or out of the routenchtrace a
packet flow back to its source or destination, aadhode have
information about the real identities and location$
intermediate nodes enroute. Also, in order to disde the
relationship between source and destination (iedationship
un-observability, it is important to form an anoryms path
between the two endpoints and ensure that nodesute do
not know where the endpoints are, especially in NEAN
where location devices may be equipped.

3. DISADVANTAGES OF EXISTING SYSTEM:

network field in order to separate itself and tlstthation into
two zones. It then randomly chooses a node in ther@one
as the next relay node and uses the GPSR algotahsend
the data to the relay node. In the last step, th&a ds
broadcasted to k nodes in the destination zonejiginy k-
anonymity to the destination. In addition, ALERT sha
strategy to hide the data initiator among a nunabénitiators
to strengthen the anonymity protection of the seu/d ERT
is also resilient to intersection attacks and tgnattacks. We
theoretically analyzed ALERT in terms of anonymiyd
efficiency.

Networks and Attack Models and Assumpti@i€RT can be
applied to different network models with various nodevement
patterns such as random way point model [17] andgmobility
model [18]. Consider a MANET deployed in a largedi@lhere
geographic routing is used for node communicatiomrder to
reduce the communication latency. The location ofiessage’s
sender may be revealed by merely exposing the nhige®n
direction. Therefore, an anonymous communicatiarqmol that
can provide un traceability is needed to strictlyswwe the
anonymity of the sender when the sender commursicaith the
other side of the field. Moreover, a malicious alise may try to
block the data packets by compromising a numbenatdes,
intercept the packets on a number of nodes, or traep back to
the sender by detecting the data transmissiontdirecTherefore,
the route should also be undetectable. A malicidisever may
also try to detect destination nodes through taéfinalysis by
launching an intersection attack. Therefore, thetidation node
also needs the protection of anonymity. The assiomptbelow
apply to both inside and outside attackers.

» The current approaches are limited by focusing orl. Capabilities: By eavesdropping, the adversarglesocan

enforcing anonymity at a heavy cost to preciousus®es

analyze any routing protocol and obtain informatavout the

because public-key-based encryption and high trafficommunication packets in their vicinity and posigoof other

generate significantly high cost.
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nodes in the network. They can also monitor datsstrassion on
the fly when a node is communicating with other nodes

the

routing protocols generate a
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record the historical communication of nodes. Thay intrude
on some specific vulnerable nodes to control thelavior, e.g.,
with denial-of-service (DOS) attacks, which may cut tbeting
in existing anonymous geographic routing methods.

2. In capabilities: The attackers do not issue ngiractive
attacks such as black hole. They can only perfortnusion to a
proportion of all nodes. Their computing resour@® not
unlimited; thus, both symmetric and public/priviey cannot

be brutally decrypted within a reasonable time mkritherefore,
encrypted data are secure to a certain degree Vieekey is not
known to the attackers
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5. ADVANTAGES OF PROPOSED SYSTEM:

» ALERT provides route anonymity, identity, and
location anonymity of source and destination
>

» ALERT can also avoid timing attacks because of its
non-fixed routing paths for a source destinatioin. pa

6. CONCLUSION AND FUTURE WORK:

Previous anonymous routing protocols, relying dhesi hop-
by-hop encryption or redundant traffic, generatghhtost.
Also, some protocols are unable to provide compdeterce,
destination, and route anonymity protection. ALERY
distinguished by its low cost and anonymity pratectfor
sources, destinations, and routes. It uses dynhimiarchical
zone partitions and random relay node selectionsidée it
difficult for an intruder to detect the two endp@irand nodes
en route. A packet in ALERT includes the source and
destination zones rather than their positions taviple
anonymity protection to the source and the destinat
ALERT further strengthens the anonymity protectiof
source and destination by hiding the data initistaeiver
among a number of data initiators/ receivers.

It has the “notify and go” mechanism for source raymoity,
and uses local broadcasting for destination anotyynin
addition, ALERT has an efficient solution to counte
intersection attacks. ALERT’s ability to fight agat timing
attacks can also be analyzed.
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