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Abstract: Mobile Ad Hoc Networks (MANETs) use anonymous 
routing protocols that hide node identities and/or routes from 
outside observers in order to provide anonymity protection. 
However, existing anonymous routing protocols relying on either 
hop-by-hop encryption or redundant traffic either generate high 
cost or cannot provide full anonymity protection to data sources, 
destinations, and routes. The high cost exacerbates the inherent 
resource constraint problem in MANETs especially in 
multimedia wireless applications. To offer high anonymity 
protection at a low cost, I propose an Anonymous Location-based 
Efficient Routing proTocol (ALERT). ALERT dynamically 
partitions the network field into zones and randomly chooses 
nodes in zones as intermediate relay nodes, which form a non-
traceable anonymous route. In addition, it hides the data 
initiator/receiver among many initiators/receivers to strengthen 
source and destination anonymity protection. Thus, ALERT 
offers anonymity protection to sources, destinations, and routes. 
It also has strategies to effectively counter intersection and timing 
attacks. In this paper I briefly presents the survey conducted in 
this regard. 
Key Words: Mobile ad hoc networks, anonymity, routing 
protocol, geographical routing 
 

1. INTRODUCTION: 
 
Rapid development of Mobile Ad Hoc Networks (MANETs) 
has stimulated numerous wireless applications that can be 
used in a wide number of areas such as commerce, emergency 
services, military, education, an entertainment. MANETs 
feature self-organizing and independent infrastructures, which 
make them an ideal choice for uses such as communication 
and information sharing. Because of the openness and 
decentralization features of MANETs, it is usually not 
desirable to constrain the membership of the nodes in the 
network. Nodes in MANETs are vulnerable to malicious 
entities that aim to tamper and analyze data and traffic 
analysis by communication eavesdropping or attacking routing 
protocols. Although anonymity may not be a requirement in 
civil oriented applications, it is critical in military applications 
(e.g., soldier communication). Consider a MANET deployed 
in a battlefield. Through traffic analysis, enemies may 
intercept transmitted packets, track our soldiers (i.e., nodes), 
attack the commander nodes, and block the data transmission 
by comprising relay nodes (RN), thus putting us at a tactical 
disadvantage. Anonymous routing protocols are crucial in 
MANETs to provide secure communications by hiding node 
identities and preventing traffic analysis attacks from outside 

observers. Anonymity in MANETs includes identity and 
location anonymity of data sources (i.e., senders) and 
destinations (i.e., recipients), as well as route 
anonymity.“Identity and location anonymity of sources and 
destinations” means it is hard if possible for other nodes to 
obtain the real identities and exact locations of the sources and 
destinations. For route anonymity, adversaries, either en route 
or out of the route, cannot trace a packet flow back to its 
source or destination, and no node has information about the 
real identities and locations of intermediate nodes en route. 
Also, in order to dissociate the relationship between source 
and destination [1], it is important to form an anonymous path 
between the two endpoints and ensure that nodes en route do 
not know where the endpoints are, especially in MANETs 
where location devices may be equipped. Existing anonymity 
routing protocols in MANETs can be mainly classified into 
two categories: hop-by-hop encryption [2], [3], [4], [5], [6] 
and redundant traffic [7], [8], [9], [10], [11], [12], [13]. Most 
of the current approaches are limited by focusing on enforcing 
anonymity at a heavy cost to precious resources because 
public-key-based encryption and high traffic generate 
significantly high cost. In addition, many approaches cannot 
provide all of the aforementioned anonymity protections. For 
example, ALARM [5] cannot protect the location anonymity 
of source and destination, SDDR [14] cannot provide route 
anonymity, and ZAP [13] only focuses on destination 
anonymity. Many anonymity routing algorithms [3], [4], [13], 
[5], [6], [11], [10] are based on the geographic routing 
protocol (e.g., Greedy Perimeter Stateless Routing (GPSR) 
[15]) that greedily forwards a packet to the node closest to the 
destination. However, the protocol’s strict relay node selection 
makes it easy to reveal the source and destination and to 
analyze traffic. On the other hand, limited resource is an 
inherent problem in MANETs, in which each node labors 
under an energy constraint. MANETs complex routing and 
stringent channel resource constraints impose strict limits on 
the system capacity. Further, the recent increasing growth of 
multimedia applications (e.g., video transmission) imposes 
higher requirement of routing efficiency. However, existing 
anonymous routing protocols generate a significantly high 
cost, which exacerbates the resource constraint problem in 
MANETs. In a MANET employing a high-cost anonymous 
routing in a battlefield, a low quality of service in voice and 
video data transmission due to depleted resources may lead to 
disastrous delay in military operations. In order to provide 
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high anonymity protection (for sources, destination, and route) 
with low cost, we propose an Anonymous Location-based and 
Efficient Routing proTocol (ALERT). ALERT dynamically 
partitions a network field into zones and randomly chooses 
nodes in zones as intermediate relay nodes, which form a non-
traceable anonymous route. Specifically, in each routing step, 
a data sender or forwarder partitions the network field in order 
to separate itself and the destination into two zones. It then 
randomly chooses a node in the other zone as the next relay 
node and uses the GPSR [15] algorithm to send the data to the 
relay node. In the last step, the data is broadcasted to k nodes 
in the destination zone, providing k-anonymity to the 
destination. In addition, ALERT has a strategy to hide the data 
initiator among a number of initiators to strengthen the 
anonymity protection of the source. ALERT is also resilient to 
intersection attacks [16] and timing attacks [16].  
In summary, the contribution of this work includes:             1. 
Anonymous routing. ALERT provides route anonymity, 
identity, and location anonymity of source and  destination. 2. 
Low cost. Rather than relying on hop-by-hop encryption and 
redundant traffic, ALERT mainly uses randomized routing of 
one message copy to provide anonymity protection.                                                                              
3. Resilience to intersection attacks and timing attacks. 
ALERT has a strategy to effectively counter intersection 
attacks, which have proved to be a tough open issue [16]. 
ALERT can also avoid timing attacks because of its non-fixed 
routing paths for a source destination pair. 
 

2. EXISTING SYSTEM: 
 

Anonymous routing protocols are crucial in MANETs to 
provide secure communications by hiding node identities and 
preventing traffic analysis attacks from outside observers. 
Anonymity in MANETs includes identity and location 
anonymity of data sources (i.e., senders) and destinations (i.e., 
recipients), as well as route anonymity. “Identity and location 
anonymity of sources and destinations” means it is hard if 
possible for other nodes to obtain the real identities and exact 
locations of the sources and destinations. For route anonymity, 
adversaries, either enroute or out of the route, cannot trace a 
packet flow back to its source or destination, and no node have 
information about the real identities and locations of 
intermediate nodes enroute. Also, in order to dissociate the 
relationship between source and destination (i.e., relationship 
un-observability, it is important to form an anonymous path 
between the two endpoints and ensure that nodes en route do 
not know where the endpoints are, especially in MANETs 
where location devices may be equipped. 
 

3. DISADVANTAGES OF EXISTING SYSTEM: 
 
� The current approaches are limited by focusing on 

enforcing anonymity at a heavy cost to precious resources 
because public-key-based encryption and high traffic 
generate significantly high cost. 

� Many approaches cannot provide all of the 
aforementioned anonymity protections 

� ALARM cannot protect the location anonymity of source 
and destination, SDDR cannot provide route anonymity, 
and ZAP only focuses on destination anonymity 

� Existing anonymous routing protocols generate a 
significantly high cost, which exacerbates the resource 
constraint problem in MANETs. In a MANET employing 
a high-cost anonymous routing in a battlefield, a low 
quality of service in voice and video data transmission 
due to depleted resources may lead to disastrous delay in 
military operations. 
 

4. ALERT: 
  

In order to provide high anonymity protection (for sources, 
destination, and route) with low cost, I propose an Anonymous 
Location-based and Efficient Routing proTocol (ALERT). 
ALERT dynamically partitions a network field into zones and 
randomly chooses nodes in zones as intermediate relay nodes, 
which form a non-traceable anonymous route. Specifically, in 
each routing step, a data sender or forwarder partitions the 
network field in order to separate itself and the destination into 
two zones. It then randomly chooses a node in the other zone 
as the next relay node and uses the GPSR algorithm to send 
the data to the relay node. In the last step, the data is 
broadcasted to k nodes in the destination zone, providing k-
anonymity to the destination. In addition, ALERT has a 
strategy to hide the data initiator among a number of initiators 
to strengthen the anonymity protection of the source. ALERT 
is also resilient to intersection attacks and timing attacks. We 
theoretically analyzed ALERT in terms of anonymity and 
efficiency.  
 Networks and Attack Models and Assumptions ALERT can be 
applied to different network models with various node movement 
patterns such as random way point model [17] and group mobility 
model [18]. Consider a MANET deployed in a large field where 
geographic routing is used for node communication in order to 
reduce the communication latency. The location of a message’s 
sender may be revealed by merely exposing the transmission 
direction. Therefore, an anonymous communication protocol that 
can provide un traceability is needed to strictly ensure the 
anonymity of the sender when the sender communicates with the 
other side of the field. Moreover, a malicious observer may try to 
block the data packets by compromising a number of nodes, 
intercept the packets on a number of nodes, or even trace back to 
the sender by detecting the data transmission direction. Therefore, 
the route should also be undetectable. A malicious observer may 
also try to detect destination nodes through traffic analysis by 
launching an intersection attack. Therefore, the destination node 
also needs the protection of anonymity. The assumptions below 
apply to both inside and outside attackers. 
1. Capabilities: By eavesdropping, the adversary nodes can 
analyze any routing protocol and obtain information about the 
communication packets in their vicinity and positions of other 
nodes in the network. They can also monitor data transmission on 
the fly when a node is communicating with other nodes and 
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record the historical communication of nodes. They can intrude 
on some specific vulnerable nodes to control their behavior, e.g., 
with denial-of-service (DOS) attacks, which may cut the routing 
in existing anonymous geographic routing methods. 
2. In capabilities: The attackers do not issue strong active                 
attacks such as black hole. They can only perform intrusion to a 
proportion of all nodes. Their computing resources are not 
unlimited; thus, both symmetric and public/private key cannot  
be brutally decrypted within a reasonable time period. Therefore, 
encrypted data are secure to a certain degree when the key is not 
known to the attackers 
 

 
Fig1: Different Zone Partitions 
 

 
Fig2: Routing Among Zones 
 

5. ADVANTAGES OF PROPOSED SYSTEM: 
 

� ALERT provides route anonymity, identity, and 
location anonymity of source and destination 

� Rather than relying on hop-by-hop encryption and 
redundant traffic, ALERT mainly uses randomized 
routing of one message copy to provide anonymity 
protection. 

� ALERT can also avoid timing attacks because of its 
non-fixed routing paths for a source destination pair. 
 
6. CONCLUSION AND FUTURE WORK: 

 
Previous anonymous routing protocols, relying on either hop-
by-hop encryption or redundant traffic, generate high cost. 
Also, some protocols are unable to provide complete source, 
destination, and route anonymity protection. ALERT is 
distinguished by its low cost and anonymity protection for 
sources, destinations, and routes. It uses dynamic hierarchical 
zone partitions and random relay node selections to make it 
difficult for an intruder to detect the two endpoints and nodes 
en route. A packet in ALERT includes the source and 
destination zones rather than their positions to provide 
anonymity protection to the source and the destination. 
ALERT further strengthens the anonymity protection of 
source and destination by hiding the data initiator/receiver 
among a number of data initiators/ receivers. 
It has the “notify and go” mechanism for source anonymity, 
and uses local broadcasting for destination anonymity. In 
addition, ALERT has an efficient solution to counter 
intersection attacks. ALERT’s ability to fight against timing 
attacks can also be analyzed.  
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