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Abstract- Sensor networks are collection of sensor nodesegardless of their intention. In addition, sensetworks are

which co-operatively send sensed data to baseostafis
sensor nodes are battery driven, an efficient zatilon of
power is essential in order to use networks foigldmration
hence it is needed to reduce data traffic insidasae
networks, reduce amount of data that need to serohse
station. The main goal of data aggregation algoriths to
gather and aggregate data in an energy efficienharaso that
network lifetime is enhanced. Wireless sensor ngtso
(WSN) offer an increasingly Sensor nodes needdesger for
processing as compared to transmitting ddta.addition,
sensor devices are limited in resources and vubteta node

capture, so even a few malicious adversaries cailyea

compromise sensor devices and inject forged data time
networks to make the networks be in confusion. &fuee, a
novel trust management scheme is necessary toglish
illegal nodes from legal ones, and filter out mialis nodes’
deceitful data in the networks. In this paper, @keresilient

susceptible to a variety of attacks, for exampldenoapture,
eavesdropping, denial of services, wormhole, arul sytack
[4]. So, a certain amount of sensor nodes can bgommised
by adversaries, and the compromised nodes can ssialig
authenticate bogus reports to their neighbors, lwhiave no
way to distinguish false data from legitimate of8jsIn either
case, to differentiate false data from legal oisean essential
process for a normal and effective function of sens
networks, because false reports can drain outitite tamount
of energy resources in a battery powered senswmones, and
even a small amount of compromised nodes can mfi¢he
whole sensor networks critically. A few recent wash efforts
have proposed mechanisms to provide authenticafiown
sensor networks to prevent false data injectiomfyutsider
attacker. Their basic approaches for security areuse
Message Authentication Codes (MACs) and probaiuilisty
predistribution schemes. The approaches preventenai

wireless sensor networks, we propose a secure datapersonation of a sensor node, however they cammssent

aggregation scheme based on trust evaluation mebih
can identify trustworthiness of sensor nodes. Timisdel

suggests a defensible approach against insiderckatta

incipiently beyond standard authentication mechagisand
conventional key management schemes.

Keywords—resilient sensor networks, trust evaluation,
security, secure Aggregation.

1. INTRODUTION

Wireless sensor networks suggest potentially beiagfi
solutions for various applications including climatand
temperature monitoring, freeway traffic analyzimmgople’'s
heart rates sensing, and many other military agfitios [1].
A major feature of these systems is that sensoresad
networks assist each other by passing data, inanktprocess
and control packets from one node to another. loften
termed an infrastructure-less, self-organized, pnsaneous
network [2].However, sensor networks tend to beanizged in
open environment, thus some false data broadcdsiead
irrespective nodes might be injected into the nekwao

the injection of forged or false data from maliGowr
compromised insider nodes which have already been
authenticated as legal ones in the networks. Once
authenticated as a legitimate node, broadcastitayfoam that
node cannot help being accepted as trustful datahén
networks without any question. Therefore, a smaustt
management scheme is needed to identify trustwmmsisi of
sensor nodes in order to distinguish between noaigchodes
and innocuous nodes, and to strengthen reliablesa@hd
weaken suspicious nodes. However, there have ot fpany
of researches for trust evaluation models whichagaicable
to wireless sensor networks properly. Here, we @sepa
trust-based aggregation scheme for resilient wsgelgensor
networks, which helps the networks to operate nbynweith
high probability although some nodes or data wohkl
compromised. General direction for resilience isg@ther
multiple and redundant sensing data and crosscteck for
consistency. For reasonable crosschecking, we antham
with the expected sensing results within the pdssiénd
legitimate sensing range. Based on the result it th
crosschecking, each node estimates its neighbodes trust
values. As the sensor nodes operate trustworthidy, will get
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higher trust values from its neighbor nodes. Ondttiier hand,
of course, as the sensor nodes operate malicioosly
inconsistently, they will get lower trust values.

Data Aggregation is a process of merging sensed fiam
multiple sensor nodes at any of the aggregator rinde
network. Every sensor node must send its data topstream
neighbor.Intermediate nodes along the path to tuzegator
fuse the data received from the downstream nod#s thveir
own data and forward the local aggregated valueatdsv
aggregator. The Aggregator must perform final aggtien on
the data received from its neighbors and then fowtae
result to the BS through the sensor nodes. Theogerpf Data
Aggregation is to eliminate redundant data transimis and
provide fused information to the BS, to conserugergy and
bandwidth of resource constrained sensor nodeshande
reducing the communication cost between sensorsniodéhe
network. Since the compromised nodes have access
cryptographic keys and also compromised nodespbs¢ as
an authorized node in the network cannot be deteessily
using cryptographic primitives in the data aggregeprocess.
To overcome these drawbacks,

perform final aggregation on the data received frim
neighbors and then forward the result to the B&uth the
sensor nodes and for this the intermediate nodesldtbe
trustworthy. The process continues until the datches the
destination. This is an attractive approach forraggting the
data in WSNs due to its low overhead and localized
communication. Here, nodes only need to interath wWieir
upstream one-hop neighbors to exchange the infawmand
forward the data. It is widely used in ad hoc anideless
sensor networks due to its scalability.

3. RELATED WORK

3.1 Trust Evaluation Model

Current security researches for trust managememtnses
mainly focus on more powerful ad hoc networks tkansor
networks. Z.Yan, P. Zhang, and T. Virtanen proposedist
@yaluation model [5].In this model, each node sti@yaluate
trust values of all the other nodes globally in theworks.
Such a global computation for all the other nodasnot be
accomplished in practical resource-constraint Senstworks.

Reputation and Trudh addition, trust evaluation factors used in thtdel cannot

management can be employed in the process of dat&flect malice of the illegal nodes, rather justéck experience

aggregation In our proposed scheme, to perfornt tansl
reputation mechanism we have identified the differoles of
sensor nodes in the context of trust evaluationdata
aggregation process of sensor networks in ordprdtong the
network life time, have a reliable aggregationveal as
reliable data delivery to the destination.

Each sensor node must maintain Reputation TableTaumst
Table to record the reputations and trust valuesalbfits
neighbors based on their roles respectively. Theegain the
reputation table and trust table maintained by eaotie is
periodically updated based on their trustworthiness

2. PROBLEM DEFINITION

Data aggregation protocols aims at eliminatinginelant data
transmission and thus improve the lifetime of egerg
constrained wireless sensor network. In wirelesasase
network, data transmission took place in multi-Haghion
where each node forwards its data to the neighbde nvhich
is nearer to sink. Since closely placed nodes mneages same
data, above approach cannot be considered as esiigignt.
An improvement over the above approach would bsteting
where each node sends data to cluster-head (CH)theemd
cluster-head perform aggregation on the receiveddata and
then send it to sink.

We consider the security of Data Aggregation in chhi
merging of sensed data from multiple sensor notlesya of
the aggregator node in the network. Every sensde nmoust
send its data to its upstream neighbor. The Agdoegaust
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statistics such as communication success, refermnog, and
personal preference. So, the previous trust evaluahodel
can hardly exclude maliciously forged data in tbenworks.

3.2 Inconsistency Check

Efficient inconsistency check mechanisms are mainly
researched in intrusion detection research areaser@lly,
intrusion detection systems consider unexpecteditse®r
events which are out of their learned pattern &sigions. In
order to train the intrusion detection system, sanaehine-
learning models, for example hidden Markov modek a
adopted to the system and the system is trained kgrge
number of training data . Such an anomaly detecidreme

is necessary in wireless sensor networks to firtdnmalicious
or

compromised sensor nodes which act inconsistedtyever,
how to define such an anomaly model based on vthédhing
data is still a main challenge.

3.3 Key Management

Because of the infrastructure-less and resourcst@ined
features of sensor networks, traditional asymmetkay
mechanisms, such as digital signature and publiy ke
encryption, are seldom applied to sensor netwao8ics. key
management schemes using a small number of synemetri
keys, while security level of the system is s@hmained high,
are studied and proposed for wireless sensor nkswor
However, such a key management scheme alone chehmt
legal nodes in the networks to identify legitimamfyneighbor
nodes which they communicate with. Moreover, it ds
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reasonable assumption that some nodes are likelypeto
deprived of secret keys by physical attacks[3]. &movel
trust management scheme is necessary for secuneesilient
wireless sensor networks.

3.4 Data Aggregation

In recent, secure data aggregation schemes ar@gaoby
many researchers. Some researches are for regiliefc
primitive aggregation function itself , and the eéthesearches
are for secure in-network aggregation methods whaih be
resilient even if some compromised nodes injecefalata into
the networks. They have proposed several schemies whn
filter out injected false data in sensor netwotiewever, the
proposed methods so far can only differentiate dbeeitful
data of outsiders or unauthenticated illegal nodesnm
authenticated legal ones. In sensor networks, tiete@and
filtering out forged data injected by already autieated as
legitimate insider node of the networks is a gresgearch
challenge. According to our surveys, there have lmegn
proposed such a data aggregation schemes whictl patje
false data from compromised nodes previously atiteted
as legitimate participants of the networks.

4. GOALS AND ASSUMPTIONS

4.1 Goals
We focus on making resilient wireless sensor netaovhich

We describe our trust-based secure aggregation Inmddeh
consists of four steps. First, we divide sensirggalinto some
logical grids and assign a unique identificationech grid
(Section4.1). Second, sensor nodes estimates deeioyed
location and a corresponding grid (Section 4.2)ird;heach
node evaluates trustworthiness of its neighbor sobg
crosschecking the neighbor nodes’ redundant sendatg
with its own result. Inconsistent data from maligo or
compromised nodes can be detected. Fourth, specdss,
aggregators, aggregate sensing data from theirs gaicd
transmit the computed results to the destinatiadtenor sink.
Inconsistent data from malicious nodes can be erdun this
step (Section 4.3).

4.1 Step 1: Grid Definition

In this step, consider first sensing areas in wkimsor nodes
will be deployed and ready for some events. We &asily
know the location information of the sensing arbafore we
deploy sensor nodes. Then, we divide the sensiegsanto
some logical grids in proportion to the sensinggerof a
sensor device. We defimeto be the sensing range of a sensor
device. The main focus on dividing in this steptdsset the
size of a logical grid to the extent that one serdmvice’s
sensing range can cover the grid entirely whidfeibngs to.

Consider an ideal case that a sensor node is d=plat the

work normally even though some sensor nodes might bcenter of a grid. There is a tradeoff between amouand cost

compromised. Without any trust evaluation mechagjswe
cannot guarantee the sensor networks to work apptely
even if the networks adopt cryptographic key mansayg
approaches because of the sensor networks’ vulitigraio
physical attacks. For the purpose of the resilieoceensor
networks, we direct our approaches to evaluatévimrthiness
of sensor nodes in consideration of some trustuatiain
factors. As a result of the crosschecked and etedutrust
values from accumulated histograms, we can filtet o
inconsistent and deceitful data from the malicioas
compromised nodes.

4.2 Assumption

We have some assumptions in our trust evaluatiodeinas

follows: (1) The network consists of a set of sensades of
unknown location and a set of specially equippedeso
anchor nodes, with known location and orientatiBnchor

nodes are trusted during localization step. (2s8enodes are
deployed densely enough to be able to sense soen¢ical

events redundantly with their neighbour nodes.Ma)icious

nodes do not collude with each other. That is,tdeynot

manipulate or intentionally increase trust values &ach

other, but just try to inject spurious data inte tietworks.

5. TRUST-BASED AGGREGATION MODEL

between the two cases. Although there can be sg ofaices
between the two extreme cases, in our model, veadéhto use
as many redundant sensing data from multiple semses as
possible to identify inconsistent data among theXfter
dividing sensing areas into some logical grids, agsign a
unique identification to each grid.

4.2 Step 2: Trust Evaluation

In this step, we propose a trust evaluation procAssthe
beginning each node is assigned a value of ‘1’nmgpthiey all
are trustworthy nodes and as the time passes whketetect
the compromised node by the TWO ACK Mechanism we
make value of that node to ‘O’'meaning it is notstworthy
and hence we won't send the data through that nlodghis
model we record the behaviour of each and everye rfod
secure data aggregation. The trust defined in adehis the
confidence of a node on another node. The trustevaieans
the level of trustworthiness of a node, which isnpoted
based upon several trust evaluation factors, sschadtery
lifetime, sensing communication ratio, sensing ltesand
consistency level. In our scheme, sensor node®tloompute

all the other nodes’ trust values in the network$ but
compute only their neighbour nodes’ trust values
accumulatively. This local trust evaluation meckamiis
suitable for resource-limited sensor networks. Acuanulated
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evaluation mechanism using histogram makes theuatiah
more accurate than just contemporary evaluationhar@sm
does. The scheme used in evaluation is descrided/be

A. The TWOACK Scheme

consecutive nodes, termatplet, along the source route. Note
that the ACK packets at the TCP layer have a sireifect as
our TWOACK packets do. The main differences are the
following: First, ACK packets in TCP are used fbe tpurpose

of flow-control and reliable end-to-end communioati while

The TWOACK scheme can be implemented on top of angelfishness is more a problem that should be sobyedhe

source routing protocol such as DSR. This follonsn T the
fact that a TWOACK packet derives its route frore ource
route established for the corresponding data packbe

underlying IP layer. In the absence of a lower taye
acknowledgment scheme, the source and other intkatee
nodes have no way of finding out which of the doweem

TWOACK scheme uses a special type of acknowledgmentodes is misbehaving. It will be inefficient to ctude that the

packets called TWOACK packets, which are assignéxeal

route of two hops (or three nodes) in the directpposite to
that of data packets. Figure 1 illustrates the af@nal details
of the TWOACK scheme.
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Fig. 1. The TWOACK Scheme

Suppose that the process of Route Discovery hasdl
yielded a source routSf> N1 - N2 - N3 — - - — D]
from a source nod& to destination nodd®. For instance,
whenNL1 forwards a data packet M?, to be forwarded on to
N3, N1 has no way of knowing if the packet reach¢@l
successfully or not. Listening on the medium, aggested in
[9], would only tellN1 whetherN2 is sending out the packe
or not. However, the reception statud\&tis unclear to node
N1. The possibility of collisions at bofiil andN3 makes the
overhearing technique vulnerable to medium accesslgms
and false detections [9]. The TWOACK scheme isgtesi to
solve these problems: whé&i8 receives a data packet, it sends
out a TWOACK packet over two hops backMNa, carrying
the packet ID of the corresponding received datkeia The
route N3 — N2 —N1] for the TWOACK packet is extracted
from the source route of the original data packée aim of
the TWOACK packet is to notiffjNl that the data packet has
successfully reached a node that is two-hop awayehy N3.
Such a procedure will be carried out by every dethcee
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entire route is misbehaving when indeed there iy ome
misbehaving node. To correctly detect and isolaiehsa
misbehaving node, additional techniques such as the
TWOACK scheme need to be employed. Second, ACK
packets in TCP have to travel all the way from fhrel
destination back to the source. Therefore, depgndm the
length of the path used for data packets, it islyikhat ACK
packets will arrive after significant delays. In nt@st,
TWOACK packets travel exactly two hops, making the
timeout period shorter and more predictable. Toecatet
misbehaviour, the sender or router of a data pauléttains a
list of data packet IDs that have yet to receivEVHOACK
acknowledgment packet from a node two hops awaghEa
node maintains a unique list for each forwardimd lihat it is
using. Each item on the list has the following datambers
(cf. Fig. 2):

Bl Carrs LIST
Misbehavior
Counter

N 3

Second Hop
Receiver

List of Data Packet IDs
Awaiting TWOACK

Next Hop
Receiver

Fig. 2. Data Structure maintained for misbehavior detection

« N2 andN3: the receivers of the next two hops after this
node, along the source route being used;
* CMIS counter for number of instances of misbehaviour
by forwarding linkN2 — N3;

 LIST: list of data packet IDs that are awaiting the TREX
packets. When a node, sayl, sends or forwards a data
packet
along a particular route, sayl — N2 — N3, it adds the ID of
the packet t&.ISTon its list corresponding td2 — N3. When
it receives a TWOACK packet, it checks for thie — N3
combination, and then removes the packet ID frora th
correspondind.IST. If a data packet ID stays aiST longer
than a certain period of time, termtheout misbehavior of
link N2 — N3 is suspected. Every time misbehavior is
suspected, a non-negative misbehavior cour@dIS is
increased by one. Whe@MIS exceeds a certain level, termed
thresh a node declares the corresponding liNR, — N3,
misbehaving and sends out an RERR packet inforrtfieg
source about the same.2 Every node receiving atheaeng
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such an RERR packet should identify liM2 — N3 as
misbehaving. Every node maintains a list of misbétwlinks
that it has learned. Such links will not be chosemen it
selects routes for data transmission later on.&iljht be
unclear how the TWOACK scheme distinguishgsnuine

route failures from misbehaving nodes (links). Indeed,

genuine route failures may take place due to nigbibir
excessive traffic in the vicinity of a forwardingate, e.9.N2.
When such failures apped2 will voluntarily send an RERR
packet to notify the source, as described in thetimg
protocol. Such an RERR packet is different from RERR
packet sent out b1 reporting a misbehaving link2 — N3.
The values assigned threshandtimeoutplay an important

role in determining the effectiveness of the TWOACK

scheme. These parameters should be large enoudhato
intermittent failures or excessive transmissioragel(due to

collisions) of TWOACK packets are not interpreted@ a

misbehavior. On the other hand, they should nosddarge
that a significant number of data packets are hefbre a
misbehaving node (link) is detected

4.3 Step 3: Data Aggregation

In this step, we propose a data aggregation scheased on
trust value of each node evaluated in step 3. Bagmegation
is an essential process in wireless sensor networgminate
redundancy of sensing data, to minimize commurdoati
overhead, and to save energy. First, sensing dataubiple
nodes are aggregated per grid. To aggregate datelest one
node as an aggregator per each grid. Then, thecgajgr
obtains sensing data from the other member nodés rid
and aggregates them to a representative valuenisideration
of the trust values of the member nodes. After,that
aggregator node aggregates the data and sendshi¢ toase
station.

6. CONCLUSION

scheme based on trust evaluation model for wiretessor
networks, which can detect malicious and comprodhise
sensor nodes, and filter out the inconsistent sgndata of

them.

[1].
2.

(31
[4].
(5]

[71.

(8.

We proposed a trust-based data aggregation scheme f

wireless sensor networks. Though it takes long patlsome

cases, the proposed idea provides highly secured da

aggregation and achieves better performance in steofm
network lifetime as it has considered the effectceftain
nodes out of energy to the whole sensing functibrthe
networks. As we are considering the data aggregatip

reduces the communication overhead and hence sesea

network lifetime .As we referred, the security faireless
sensor networks is still in its infancy and there aot clear
trust evaluation models which can be applied tossen
networks properly. Our aggregation scheme doesngioy
cryptographic approaches or certification mechasjsso it is
light enough to fit well with wireless sensor netk® without
great overheads. To the best of our knowledge approach
is one of the incipient researches on a secureeggtion
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