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Abstract—Personal health record (PHR) is an emerging patient
centric model of health information exchange, whichis often
outsourced to be stored at a third party, such aslaud providers.

However, there have been wide privacy concerns asengonal
health information could be exposed to those thirgparty servers
and to unauthorized parties. To assure the patientontrol over

access to their own PHRs, it is a promising metha encrypt the
PHRs before outsourcing. Yet, issues such as riskd privacy

exposure, scalability in key management, flexible cgess and
efficient user revocation, have remained the mostniportant

challenges toward achieving fine-grained, cryptognghically

enforced data access control. In this paper, we ppmse a novel
patient-centric framework and a suite of mechanismdgor data

access control to PHRs stored in semi-trusted semge To achieve
fine-grained and scalable data access control for HRs, we
leverage attribute based encryption (ABE) techniqueso encrypt
each patient's PHR file. Different from previous waks in secure
data outsourcing, we focus on the multiple data ower scenario,
and divide the users in the PHR system into multig security
domains that greatly reduces the key management cqiexity for

owners and users. A high degree of patient privacig guaranteed
simultaneously by exploiting multi-authority ABE. Our scheme
also enables dynamic modification of access polisieor file
attributes, supports  efficient on-demand user/attrbute
revocation and break-glass access under emergencgenarios.
Extensive analytical and experimental results are msented
which show the security, scalability and efficiencyof our

proposed scheme.

l. INTRODUCTION

Personal health record (PHR) is an emerging patientric
model of health information exchange, which is wofte
outsourced to be stored at a third party, such lasidc
providers. However, there have been wide privacycems as
personal health information could be exposed tsehthird
party servers and to unauthorized parties. To assbe
patients’ control over access to their own PHRsjsita
promising method to encrypt the PHRs before outsngr
Yet, issues such as risks of privacy exposureabddy in key
management, flexible access and efficient user caian,
have remained the most important challenges
achieving fine-grained, cryptographically enforatata access
control. In this paper, we propose a novel patgamtric
framework and a suite of mechanisms for data acoessol
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to PHRs stored in semi-trusted servers. To achii@ve-
grained and scalable data access control for PHRs,
leverage attribute based encryption (ABE) techrsque
encrypt each patient's PHR file. Different from yims
works in secure data outsourcing, we focus on thétiple
data owner scenario, and divide the users in thB Bystem
into multiple security domains that greatly redutke key
management complexity for owners and users. A Hiegree
of patient privacy is guaranteed simultaneouslyekploiting
multi-authority ABE. Our scheme also enables dymami
modification of access policies or file attributesypports
efficient on-demand user/attribute revocation anebk-glass
access under emergency scenarios. Extensive amadlgtind
experimental results are presented which show ¢oeirgy,
scalability and efficiency of our proposed scheme.

II.  THEPROBLEMSIN EXISTING SYSTEM

In Existing system a PHR system model, there mtdtiple
owners who may encrypt according to their own ways,
possibly using different sets of cryptographic keys. Letting
eachuser obtain keys from every owner who's PHR whats

to read would limit the accessibility since patgerdre not
always online. An alternative is to employcentral authority
(CA) to do the key management bahalf of all PHR owners,
but this requires too muctiust on a single authority (i.e.,
cause the key escroproblem)Key escrow (also known as a
“fair” cryptosystem) is an arrangement in which the keys
needed to decryptncrypteddata are held igscrowso that,
under certain circumstances, an authorized thindy paay
gain access to those keys. These third parties imayde
businesses, who may want access to employees'tgriva
communications, or governments, who may wish talfle to
view the contents of encrypted communications.

lll.  SOLUTIONSTO THESEPROBLEMS

We endeavor to study the patient centric, secuegirgh of

towarfHRs stored on semi-trusted servers, and focusidressing

the complicated and challenging key managemenesssin
order to protect the personal health data storedh memi-
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trusted server, we adopt attribute-based encrygd®E) as product desired.
the main encryption primitive. h) The final system is constructed, based on the edfin
Using ABE, access policies are expressed basedhen t prototype.

attributes of users or data, which enables a pattei) The final system is thoroughly evaluated and testé&tbutine
selectively share her PHR among a set of userswbgypting  maintenance is carried on a continuing basis togmntelarge
the file under a set of attributes, without the ché@ know a  scale failures and to minimize down time.
complete list of users.
The complexities per encryption, key generation and IV. FEASIBILITY STUDY
decryption are only linear with the number of btlites
involved. The feasibility of the project is &xed in this phase
A. SDLC METHODOLOGIES and business proposal is put forth with a very gangan for
a) This document play a vital role in the the project and some cost estimates. During systeatysis
development of life cycle (SDLC) as it describes ththe feasibility study of the proposed system iséocarried
complete requirement of the system. It meansderby out. This is to ensure that the proposed systemoti® burden
developers and will be the basic during testing ggha to the company. For feasibility analysis, someeausthnding
Any changes made to the requirements in the futille of the major requirements for the system is esakenti
have to go through formal change approval process.  Three key considerations involved in the feasiilihalysis
B. SPIRAL MODEL was defined by Barry Boehm in his are:-

1988 article, “A spiral Model of Software Developme I ECONOMICAL FEASIBILITY
and Enhancement. This model was not the first Mode Il. TECHNICAL FEASIBILITY
discuss iterative development, but it was the firstlel Il. SOCIAL FEASIBILITY

to explain why the iteration models.

As originally envisioned, the iterations were tyglig 6 . ECONOMICAL FEASIBILITY

months to 2 years long. Each phase starts witbsagyd This study is carried out to check the econommigact that
goal and ends with a client reviewing the progbss  the system will have on the organization. The arhofifund
far. Analysis and engineering efforts are apptiedach that the company can pour into the research aneldewent
phase of the project, with an eye toward the erad gb  of the system is limited. The expenditures mugubéfied.
the project. Thus the developed system as well within the budgdtthis

was achieved because most of the technologiesansddeely
The steps for Spiral Model can be generalized kmis: available. Only the customized products had tourehmsed.

a) The new system requirements are defined in as much

details as possible. This usually involves intewing a . TECHNICAL FEASIBILITY

number of users representing all the external wrmal This study is carried out to check the técdirfeasibility,

users and other aspects of the existing system. that is, the technical requirements of the systeny. system
b) A preliminary design is created for the new system. developed must not have a high demand on the alaila

c) A first prototype of the new system is constructesin  technical resources. This will lead to high demaonishe
the preliminary design. This is usually a scalessd  available technical resources. This will lead tphhilemands
system, and represents an approximation of théeing placed on the client. The developed systest imve a
characteristics of the final product. modest requirement, as only minimal or null charayes

d) A second prototype is evolved by a fourfold proaedu required for implementing this system.
1. Evaluating the first prototype in terms of its sihs,

weakness, and risks. [ll. SOCIAL FEASIBILITY
2. Defining the requirements of the second prototype. The aspect of study is to check thellefacceptance
3. Planning an designing the second prototype. of the system by the user. This includes the poégraining
4. Constructing and testing the second prototype. the user to use the system efficiently. The usestmat feel

e) At the customer option, the entire project can bered threatened by the system, instead must accepaihasessity.
if the risk is deemed too great. Risk factors rhigh The level of acceptance by the users solely depaendise
involved development cost overruns, operating-costmethods that are employed to educate the user #imut
miscalculation, or any other factor that could, the  system and to make him familiar with it. His lewaédl
customer’s judgment, result in a less-than-satisfgc  confidence must be raised so that he is also abigake some
final product. constructive criticism, which is welcomed, as h¢hisfinal

f) The existing prototype is evaluated in the samenman user of the system.
as was the previous prototype, and if necessathan

prototype is developed from it according to therfold V. SCOPEOFTHEPROJECT
procedure outlined above.
g) The preceding steps are iterated until the custamer The software, Site Explorer is designed for

satisfied that the refined prototype represents fiial management of web sites from a remote location.
67
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Purpose: The main purpose for preparing this document is tdhe basic outcome of screens or fields. Integratiests

give a general insight into the analysis and regménts of the
existing system or situation and for determining tiperating
characteristics of the system.

Scope: This Document plays a vital role in the developten Integration testing is specifically aimed at

life cycle (SDLC) and it describes the completeuiegment of
the system. It is meant for use by the developedswill be
the basic during testing phase. Any changes madéhdo
requirements in the future will have to go throufgimal
change approval process.

DEVELOPERS RESPONSIBILITIES OVERVIEW:

The developer is responsible for:

demonstrate that although the components were ithdilly
satisfaction, as shown by successfully unit testitige
combination of components is correct and consistent
esipg the
problems that arise from the combination of comptse
Functional test

Functional tests provide systematic denratishs that
functions tested are available as specified bybtl®@ness and
technical requirements, system documentation, asdr u
manuals.
Functional testing is centered on the followingpise
Valid Input: identified classes of valid input mu& accepted.
Invalid Input: identified classes of invalid inpuhust be

a) Developing the system, which meets the SRS andejected.

solving all the requirements of the system?
b) Demonstrating the system and installing the system
client's location after the acceptance testingiceassful.

Functions: identified functions must be exercised.
Output: identified classes of application outputsisinbe
exercised. Systems/Procedures: interfacing systeomns

c) Submitting the required user manual describing theprocedures must be invoked.

system interfaces to work on it and also the documef
the system.

Organization and preparation of functionatgsds focused
on requirements, key functions, or special testegasn

d) Conducting any user training that might be needeaddition, systematic coverage pertaining to idgnifisiness

for using the system.
e) Maintaining the system for a period of one yeaeraft
installation.
VI. SYSTEMTESTING
The purpose of testing is to discover errors.tiligsis the
process of trying to discover every conceivableltfaar
weakness in a work product. It provides a way tecghthe
functionality of components, sub assemblies, asiemb
and/or a finished product It is the process of esarg
software with the intent of ensuring that the
Software system meets its requirements and usecedons
and does not fail in an unacceptable manner. Tarer@arious
types of test. Each test type addresses a spdeifiing
requirement.
TYPES OF TESTS
Unit testing
Unit testing involves the design of tesises that
validate that the internal program logic is funoti@
properly, and that program inputs produce validpatg. All
decision branches and internal code flow shoulddielated.
It is the testing of individual software units diet application
.it is done after the completion of an individualitubefore
integration. This is a structural testing, thatie®l on
knowledge of its construction and is invasive. Utasts
perform basic tests at component level and tespegific
business process, application, and/or system amnafiipn.
Unit tests ensure that each unique path of a bssipeocess
performs accurately to the documented specificatiand
contains clearly defined inputs and expected result
Integration testing
Integration tests are designed to tesegrated
software components to determine if they actually as one
program. Testing is event driven and is more corexk with
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process flows; data fields, predefined processesd a
successive processes must be considered for te&efgre
functional testing is complete, additional teste atentified
and the effective value of current tests is deteehi
System Test
System testing ensures that the entire intedraoftware

system meets requirements. It tests a configuratoansure
known and predictable results. An example of systesting
is the configuration oriented system integratiost.t&System
testing is based on process descriptions and flows,
emphasizing pre-driven process links and integngpioints.
White Box Testing

White Box Testing is a testing in which vhich the
software tester has knowledge of the inner workisgsicture
and language of the software, or at least its mepdt is
purpose. It is used to test areas that cannotdehee from a
black box level.
Black Box Testing

Black Box Testing is testing the softwaréhaut any
knowledge of the inner workings, structure or laaggi of the
module being tested. Black box tests, as most dtimgls of
tests, must be written from a definitive sourceutoent, such
as specification or requirements document, such
specification or requirements document. It is atirigsin
which the software under test is treated, as akhbax .you
cannot “see” into it. The test provides inputs aesponds to
outputs without considering how the software works.

as

VIl. CONCLUSION

In this paper, we have proposed a novel framewéreoure
sharing of personal health records in cloud conmguti
Considering partially trustworthy cloud servers, argue that
to fully realize the patient-centric concept, patseshall have
complete control of their own privacy through enmtigg their



International Journal of Ethics in Engineering & Management Education
Website: www.ijeee.in (ISSN: 2348-4748, Volume 1sdue 4, April 2014)

PHR files to allow fine-grained access. The framdwo
addresses the unique challenges brought by mulfiR
owners and users, in that we greatly reduce theptodity of

key management while enhance the privacy guarantees
[16]. A. Dan, D. Davis, R. Kearney, A. Keller, R. King,

compared with previous works. We utilize ABE to et the
PHR data, so that patients can allow access not bwl
personal users, but also various users from puldimains
with  different professional roles, qualifications nda
affiliations. Furthermore, we enhance an existing-KBE
scheme to handle efficient and on-demand user atioor
and prove its security. Through implementation and
simulation, we show that our solution is both sbkdaand
efficient.
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