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Abstract: Image steganography is a method of concealing
information into a cover image to hide it by encrypting the
secured  image using the vigenere cipher algorithm. Least
Significant-Bit (LSB) based approach is most popular
steganography techniques in spatial domain due to its simplicity
and hiding capacity. This paper presents a novel technique for
Image steganography based on L SB using X-box mapping where
we have used several Xboxes having unique data. The embedding
part is done by this Steganography algorithm where we use four
unique X-boxes with sixteen different values (represented by 4-
bits) and each value is mapped to the four LSBs of the cover
image. This mapping provides sufficient security to the payload
because without knowing the mapping rules no one can extract
the secret data (payload).the previous methods for image
steganographic are designed by using matlab. Here the
proposed system isimplemented on FPGA.

INDEX TERMS : Steganography, veginere cipher X-Box, LSB
Technique, Information Hiding

I. INTRODUCTION

As the development of Internet technologies in@sashe
transmission of digital media is now-a-days congahiover

the networks. But secret message transmissions theer

Internet system suffer from serious security ovadheSo,
protecting of secret messages during transmissonrhes an
important issue. Though cryptography changes thesage so
that it cannot be understood but this can genemaigssity
level of a hacker. It would be rather more sensitilee secret
message is cleverly embedded in another mediaasmthone
can guess if anything is hidden there or not. Tdés results
in steganography, which is a branch of informatigating by
camouflaging secret information within other inf@ton. The

word steganography in Greek means "covered writi0g"

Greek words "stegos" meaning "cover" and "grafia@aming
"writing") . The main objective of steganographytashide a
secret message inside harmless cover media in auehy

that the secret message is not visible to tiseiwver. Thus

the stego image should not diverge much from oaigoover
image .In this generation, steganography is mosslg don
computers with digital data being the carriers aetworks
being the high speed delivery channels.
theblock diagram of a simple image steganograpfstes.
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Figure. 1 The block diagram of a simple steganduyrap

system
Least significant bit (LSB )steganography is thenomon and
simple approach to embed information in a covee. filt
reserves the image quality and requires no comppexation.
It embeds bits of a payload into the LSB plane ofoaer
image. LSB matching (LSBM), LSBM revised (LSBMR)dan
Edge Adaptive based LSBMR steganography techniques
popular LSB like steganography methods.
Capacity, security and robustness are the thre@ aspects
affecting steganography and its usefulness. Capegiiers to
the amount of data bits that can be hidden in tbeerc
medium. Security relates to the abilityof an eavegger to
figure the hidden information easily. Robustnessascerned
about the resist possibility of modifying or desirmg the
unseen data. Invisibility, Robustness againststiedi attacks,
Robustness against image manipulation, Indepenafefite
format, unsuspicious files
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Invisibility— The invisibility of a steganographic algorithm is

the first and foremost requirement, since thength of
steganography lies in its ability to be unnotitgdthe human
eye. The moment that one can see that an imagddes
tampered with, the algorithm is compromised

Robustness against statisticalattacks Statistical
stegnoanalysis is the practice of detecting hiddé&rmation
through applying statistical tests on image dataan
steganographic algorithms leave a ‘signature’
embedding information that can be easily detectedugh
statistical analysis. To be able to pass by a wandithout
being detected, a steganographic algorithm mustlemie
such a

mark in the image as be statistically significant.
Robustness against image manipulation In  the
communication of a stego image by trusted systémsimage
may undergo changes by an active warden in an pttémm
remove hidden information. Image manipulation, swch
cropping or rotating, can be performed on the imagfre it
reaches its destination. Depending on the mamne&hich the
message is embedded, these manipulations may yekgo
hidden message. It is preferable for steganogragdbarithms
to be robust against either malicious or unintevgicchanges
to the image

Independent of file formatWith many different image file
formats used on the Internet, it mightseem suspéctbat only
one type of file format is continuously communichteetween
two parties.The most powerful steganographic allgors thus
possess the ability to embed information in anytgpdile.
This also solves the problem of not always beirlg &bfind a
suitable image at the rightmoment, in the rightrfat to use as
a cover image.

Unsuspicious files This requirement includes all
characteristics of a steganographic algorithm itieag result in
images that are not used normally and may caugacsus.
Abnormal file size, for example, is one propertyaof image
that can result in further investigation of the geaby a
warden.

2.2 PSNR (Peak Signal to Noise Ratio)

The measurement of the quality between the covagént
and stego-image g of sizes N x N shown in figuig 1
defined as:

PSNR=10xlog(25%MSE)

where MSE = EL (fxyy glx) ”.';W':

Where f(x,y) and g(x,y) means the pixel value at
position (x, y) in the cover-image and the corresjiog
stego-image respectively. The PSNR is expresse&BinThe
larger PSNR indicates the higher the image quaétythere is
only little difference between the cover-image dne stego-
image. On the other hand, a smaller PSNR means ihéuge
distortion between the cover-image and the stegmén
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1. THE VIGENERE CIPHER

To encrypt, a table of alphabets can be used, teanebula
recta, Vigenére squareor Vigenére table It consists of the
alphabet written out 26 times in different rowsglephabet
shifted cyclically to the left compared to the poas
alphabet, corresponding tothe 26 possible Caeghers. At
different points in the encryption process, theheipuses a
different alphabet from one of the rows. The algtalsed at

whensach point dependson a repeating keyword.

The key:A sequence of characters. To make brute-force
decryption impractical, the key should have astel5 or 16
characters. Also, it should not be a“special” usegre. such
as an English language word. It maybe best if Htters of
the key are distinctEncryption: Duplicate the key as many
times as necessary, so that thelength of the @htpll) key
matches the length of the plaintext

Fori=0,1,2,3,..

“Add” letter i of the key to letter theof the plaintext, toobtain
letter i of the ciphertext.(In adding letters, we identifyein
with integers modulo

26:a—0,b—1,..7z— 25)

Example:

key: wonderland (10 characters, not an ideal key)

plaintext: alicewasbeginningtogetver ytir edof

key (duplicated): wonderlandwonder landwonderlandwon
ciphertext

WZVFINLSOHCWAQMERTBJAHIHVPEIEHZCS
We obtained letter 5 the ciphertext like this:
w— 22

+r— +17

N < 13 (mod 26)

The 463 character plaintext

alicewasbeginningtogetverytiredofsitting
byhersisteronthebankandofhavingnothingto
doonceortwiceshehadpeepedintothebookhers
isterwasreadingbutithadnopicturesorconve
rsationsinitandwhatistheuseofabookthough
talicewithoutpicturesorconversationsoshe
wasconsideringinhercwnmindaswellasshecou
ldforthehotdaymadeherfeelveryslesepyandst
upidwhetherthepleasureofmakingadaisychai
nwouldbeworththetroubleofgettingupandpic
kingthedaisjieswhensuddenlyawhiterabbitwi
thpinkeyesranclosebyvher

encrypts using the keyonderland to

WZVFINLSOHCWAOMERTBJAHTEVEEIEEZCSVMEETAT
XMUEVITSGHNCAWLVMAANWEORJYLVVOCBEWLZIYGGR
ZCBOQGVEZRGIZEQRVLVSAQSASCEHZYTEWDSORSESEEV
EGGEVNLSEHWRVOKSFTVWDOQOSGTCGXNSFRVTENIH
NGNWMFY SVOEHNQENSAGLOHUEY JPOSDXCENXYZUTE
POYLGVHIGEKIGSMTEUEHOCEFSEGEEVWEVRRJIZSUH
SOFFSEDIQENWAJMESEERSEELRULSJEHZNVWYPCEX
HRSREVESEURPRNBEQROEUHNTREPMPRLVHSRSCRYDFW
QOVGAYPTUHENHUHTCPAFXNSBIQRVIAJWRNLWENHNL
JEBXPUMEJRNHUWLVERBXNZRRJXPTCLJUHSEEOQPVF
GRATXY PDNLOWRVAYPNFXZRROPPLWULPSEDFSTTJL
PVCLREPYRVNOAFPFDEOBDSE
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Our proposed steganographic technique is basedapping
the different values from X-boxes

ALGORITHM

Image Encoding

Generation of four different X(X-OR)-boxes
X-Boxes are a 2x2 matrix, where 16 (0 to 15) valresstored

as given below

11

il Hi2

12

xi3 )
Figure I.I: X-Mapping Boxes

To put values in X-boxes, we use X-OR property:
OXOR0=0,1XOR1=0and 0XOR1=1,1XORND=
For example 13 is inserted in any one of the foiBokes
as follow:
13=1101=11 XOR 01=10
Thus the position of 13 is 2nd row and 1st column

Bit Division:

Then, we need to take the cipher encrypted imaaye;wsth
dimension 64x64. Now, we convert the values fromidal to
binary.

For example,

The first pixel value of the encrypted image=149
Then, binary of (14 9)=(10010101)

2 3 G
144 | M0 | 37 1
25 2
1 54
(54 2% 5d) cipher imegs
[T Jo o J% [o Jr Jo ]t
~ - =
L2

Figure 1.2: Bit Division
Now, we need to divide this 8 bit values into 4tpaaking
2bits in each.
(14 9)={10010101 )
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10 010101

PRy
bl b2 b3 b4
Now we just map the values @fl,b2b3,b4 from the X-
mapping box.
First we take p=10;
Then we search the value of 1st row and 0 the colafrthe
X-1 box
After mapping we get the value (18)(1101 ),
Similarly we get mapping values for the, bs,b,
We get in the same way 11,14,1 sequentially

1 2 3 128
|23 | 110 235 [ 197, 1
167 9
128
(128x128) cover image
Figure 1.3
Here we take the pixels sequentially
(23)0=(00010111y
(110),~(011011109
(225),=(11100001y
(197)%,=(11000101y
Replaced by 13 13
A — e
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Figure 1.4 Bit Insertion into Cover Image



I nter national Journal of Ethicsin Engineering & Management Education
Website: www.ijeee.in (1 SSN: 2348-4748, Volume 1, Issue 4, April 2014)

Formation of Stego image:

After getting the new pixel values we form the stémage.
The pixel values 29, 107, 239, 193 are placedthmgposition
of the previous values. Similarly we take the pixahe by one
and insert the cipher image into themand replabetht Thus
we get the Stego-image.

1 3 3 Gl
29 | 207|239 l193.. |.. .
<] P T

PR T T 7 N P

(128x128) stego image
Figure 1.5

These Stego image content the cipher image but we
cannot recognize the cipher image. The changdseof t
pixel values will be varied from 0 to 15 which is a
negligible amount of pixel value. So the pixel vedor
colors will not be change in large amount.

Encoding Algorithm

Input: A grey-level Cipher image of size (m x n), A
grey level

Cover Image of size (2m x 2n);

Output: Stego Image of size (2m x 2n);

Steps:

1. Divide the each pixel of the cipher image into 4
parts containing 2 bits.

2. Map these 4 parts into the 4 X-boxes and get the
new values for each part.

3. Insert these values into the LSB position of the
Cover image one by one.

4. end.

V. IMAGE DECODING

To decode the stego image in the receiver sidauste |
perform the following steps:

Generate the 4LSB bit s from the Stego image:

We take the pixels one by one from the stego inTagasfer
it into the binary values and get the 4 bits (LSB)es from it.
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Figure 1.6: LSB (4 bits) Extraction of Stego-Image

Similarly we take the other three pixels. That@§,1110,
and 97.
(29),=(00011101)

(107),0=(01101011)
(239),=(11101110)
(193),¢=(11000001)
LSBI =1101; LSB2=1011; LSB3=1110; LSB4=0001

Retrieve the inserted bits of cipher image

We take the 4 LSB bit of the stego image that 4@11011,
1110,0001; then we perform the XOR operation o#thgits.
First we the 2 bits, and we do the XOR operatioth whe
other 2 bits.

P

LSB1=1101=1"% 01=10
LSB2=1011=1(P 11=01
LSB3=1110=1"F 10=01

Y

LSB4=0001=0(¥ 01=01

Concatenation of the result of the XOR operation

Now we concatenate the 4 results of the XOR opmrati
After that we get the 8 bits. Then from them weasfer it
into the decimal value .Concatenated value is:

10 o1 a i
A \_J—Fﬁ_\.
T

h

K T1

149

Figure I.7: Concatination the results ofXOR openati
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Generation of cipher image

Now the generated value is placed into the firssitmm
.Similarly we take the next value of the stego-imagdrepeat
the steps 1 to 4. And we get the 210, 37 etc . @iy we get
the total cipher image

1 2 B e e ause BN
149 [ 21037 |...[ . 1
by | s | oaea |z p. ()
Figure 1.9: (a) Cover Image and (b) Stego Imadecaf
of X-mapping box
Security analysis
As we see here in the Stego Image there is no abobad
distortion. Seeing this image no one can recoghé#etome
secret image is embedded in it. We can say thagpeing its
- 64 PSNR table given below.
IMAGE Size CAPACITY | PSNR
(64x64) cipher image NAME (Pixel) (%) in (dB)
Figure 1.8: (64 x 64) Cipher Image Lena.ipg 64 259 +34.17
These are the total process of the X-box Stegapbgra Baboon.jpg 64 25% +33.98
Now let's see the algorithm of that particular noeith .
A -] 178 49
Decoding Algorithm Cmng‘aman. 64 25% 3542
Output: A grey-level Cipher image of size (m x n); _]pg‘ 550 -
Input:Stego Image of size (2m x 2n); Plane.jpg 64 25% +35.29
Steps: . ) Table.10.1Capacity and PSNR of different messages
1) Select each pixel of the Stego-image and take 4
Bits from LSB position. VI. CONCLUSION
2) Perform the XOR operation of that 4 bit LSB
and concatenate the four results. . In this paper, we propose a mapping based stegaploigr
3) Ultimately we get the pixel value of the cipher process to improve security and image quality caegpéo the
image and place one by one to get a cipher image. existing algorithms. Our approach is better becaugkout
4) end. stego key, no one can extract the original infofomafrom the

stego-image, for purposes of secret communicatibitiwis

more important.
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