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Abstract: Secure distributed data storage can shift the buren of
maintaining a large number of files from the ownerto proxy

servers. Proxy servers can convert encrypted file®r the owner

to encrypted files for the receiver without the necessity of
knowing the content of the original files. In practce, the original

files will be removed by the owner for the sake ofspace
efficiency. Hence, the issues on confidentiality anintegrity of the

outsourced data must be addressed carefully. In thipaper, we
propose two identity-based secure distributed datastorage
(IBSDDS) schemes. Our schemes can capture the foliog

properties: The file owner can decide the access npeission

independently without the help of the private key gnerator

(PKG); For one query, a receiver can only access effile, instead
of all files of the owner; Our schemes are securegainst the
collusion attacks, namely even if the receiver catompromise the
proxy servers, he cannot obtain the owner’s secrdey. Although

the first scheme is only secure against the choseplaintext

attacks (CPA), the second scheme is secure agaitisé chosen
cipher text attacks (CCA). To the best of our knowaddge, it is the
first IBSDDS schemes where access permissions is madethwy
owner for an exact file and collusion attacks cand protected in
the standard model.
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1. INTRODUCTION

Cloud computing provides users with a convenientimagaism
to manage their personal files with the notionezhidlatabase-
as-a-service (DAS). In DAS schemes, a user caroougs his
encrypted files to un trusted proxy servers. Preagvers can
perform some functions on the outsourced ciphds teithout
knowing anything about the original files. Unforaaly, this

technique has not been employed extensively. Thén ma

reason lies in that users are especially concearedhe

confidentiality, integrity and query of the outsoed files as
cloud computing is a lot more complicated thanltwal data
storage systems, as the cloud is managed by aunsted third
party. After out sourcing the files to proxy semjethe user
will remove them from his local machine. Therefdnew to

guarantee the out soured files are not accessedhéy
unauthorized users and not modified by proxy senigran

important problem that has been considered in #te storage
research community. Furthermore, how to guararttaé dn

authorized user can query the outsourced files frpoxy

servers is another concern as the proxy server maiptains
the outsourced cipher texts. Consequently, researobnd

these topics grows significantly.
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2. PROPOSED SYSTEM:

In this paper, we propose two identity-based sedisteibuted
data storage (IBSDDS) schemes in standard modealewfe
one query, the receiver can only access one obter’s
files, instead of all files. In other words, accpssmission (re-
encryption key) is bound not only to the identit§ the
receiver but also the file. The access permissian be
decided by the owner, instead of the trusted pépPtG).
Furthermore, our schemes are secure against ttesiool

attacks. ADVANTAGES OF PROPOSED SYSTEM are It has

two schemes of security, the first scheme is CPAI®: the
second scheme achieves CCA security, To the bestuof
knowledge, it is thefirst IBSDDS schemes where access
permission is made by the owner for an exact file a
collusion attacks can be protected in the standswdel, To
achieve a stronger security and implement file basecess
control, the owner must be online to authenticaiguesters
and also to generate access permissions for thaerefore,
the owner in our schemes needs do more computatiams
that in PRE schemes. Although PRE schemes candardhée
similar functionalities of our schemes when the ewonly
has one file, these are not flexible and practical.

3. MODULES:

Data Storage Systems

File Systems.
e Storage-based Intrusion Detection Systems.
»  Cryptographic File System.

Data Storage Systems. Data storage systems enable users to

store their data to external proxy servers to eobdhne access
and availability, and reduce the maintenance Gmnaratiand
Vimercati. Addressed the privacy issues in datétytiand

pointed out the main research directions in theeggton of

the externally stored data. Kherand Kim surveyesl dlata
storage systems comprehensively and classified them

three kinds based on their security services: nedseb file

systems (NFS), storage-based intrusion detecticstes)s

(SBIDS) and cryptographic file systems (CFS).

File Systems: In these systems, proxy servers are assumed to

be trusted. They authenticate receivers and validgacess
permissions. The interactions between the proxyessrand
receivers are executed in a secure channel. Therefoese
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systems cannot provide an end-to-end data secudmely
they cannot ensure the confidentiality of the ddtaed at the
proxy server in these schemes, a receiver autlesidqimself
to the proxy server using his password. Then, theypsever
passes the authentication result to the file owlmbe owner
will make access permission according to the rexkiv
information.

Sorage-based Intrusion Detection Systems: In these systems,
an intrusion detection scheme is embedded in psexyers or
the file owner to detect the intruder's behaviossich as
adding backdoors, inserting Trojan horses and taingpevith
audit logs. These schemes can be classified into tjyes:
host-based system and network-based system. Irhdke
based systems, an intrusion detection scheme igcduel in
the host to detect the local intrusion actions.t: contrary,
in network-based systems, an intrusion detectidrerse is
embedded in the proxy servers to detect the extarnader’s
actions. The main advantage of these systems isptioxy
servers can still detect the intrusion action satdime host is
compromised as the proxy server is independent thenmost.
Cryptographic File System: In these systems, an end to-end
security is provided by cryptographic protocols ethiare
executed by the file owner to prevent proxy servansl
unauthorized users from modifying and accessingémsitive
files. These systems can be divided into two tyshared file
system and non-shared system. In shared file sgstie
owner can share his files with a group of usergptgraphic
techniques deployed in these systems are key ghakay
agreement and key revocation. In non-shared fifgesys in
order to share a file with another user, the ovaagr compute
an access key for the user using his secret kethdse two
systems, the integrity of the sensitive files iovyded by
digital signature schemes and message authenticatides
(MAC).

4. SYSTEM ARCHITECTURE:

Proxy Server
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Fig. 1: The Model of Identity-Based Secure Distributed Data Storage Scheme

UML Diagrams: A diagram is the graphical presentation of a
set of elements, most often rendered as a connegcsgh of
vertices (things) and arcs (relationships).Theee tao types
of diagrams, they are: Structural and Behavioralgbams
Sructural Diagrams: The UML's four structural diagrams
exist to visualize, specify, construct and docunthet static
aspects of a system. ican View the static parta sfstem
using one of the following diagrams. Structural gigams
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consist of Class Diagram, Object Diagram, Component
Diagram, and Deployment Diagram.

Behavioral Diagrams: The UML'’s five behavioral diagrams
are used to visualize, specify, construct, and dwaou the
dynamic aspects of a system. The UML’s behavioiadrdms
are roughly organized around the major ways whiem ¢
model the dynamics of a system. Behavioral diagreonsists

of Use case Diagram, Sequence Diagram, Collabaoratio
Diagram, State chart Diagram, Activity Diagram

Use-Case diagram: A use case is a set of scenarios that
describing an interaction between a user and @isysiA use
case diagram displays the relationship among aetodsuse
cases. The two main components of a use caseadiagre
use cases and actors.

F-

Actor se Case

An actor is represents a user or another systei tha
will interact with the system you are modeling.use case is
an external view of the system that represents saotien the
user might perform in order to complete a task.
Contents:
Use cases
Actors
Dependency,
relationships
System boundary

%
I

data owner —_—
enter security key
upload a file

download a file

Link for more class diagram examples. UML Classdpéan
with Relationships

Sequence Diagram: Sequence diagrams in UML shows how
object interact with each other and the order thiotgractions
occur. It's important to note that they show thieiactions for

a particular

Generalization, and association

X

data user
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diagrams but the focus is on messages passed betivpsts.
The same information can be represented using aeseq
diagram and different objects. Click here to untiard the
differences using an example.
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Sate machine diagrams. State machine diagrams are similar
to activity diagrams although notations and usdggnges a

UsEr

Class Diagram: Class diagrams are widely used to describdit. They are sometime known as state diagramsaot chart

the types of objects in a system and their relatiges. Class
diagrams model class structure and contents usesigual

diagrams as well. These are very useful to desctiiee
behavior of objects that act different accordingthe state

elements such as classes, packages and objectss Clfhey are at the moment. Below State machine diagramw

diagrams describe three different perspectives vadesigning
a system, conceptual, specification, and implentiemta
These perspectives become evident as the diagramneased
and help solidify the design. Class diagrams ageiably the
most used UML diagram type. It is the main buildbigck of
any object oriented solution. It shows the classes system,
attributes and operations of each class and traiaeship
between each class. In most modeling tools a ¢lassthree
parts, name at the top, attributes in the middi @merations
or methods at the bottom. In large systems withyr@asses
related classes are grouped together to to crekdss c
diagrams. Different relationships between diagrames show
by different types of Arrows. Below is a image ofckass
diagram. Follow the scenario. The processes amnesepted
vertically and interactions are show as arrows.sTduiticle
explains the purpose and the basics of Sequengeadis.

Data User
+usEr name
Data Owner +password
. +email
+id +address
+password +dob
+ogn0 +gender
+generate a security key() +registration()
Hipload a file() Hogin()
+enter key value()
+download a file()

the basic states and actions. State Machine diagrduML,
sometime referred to as State or State chart diagra

view user details
upload a file

Activity Diagram: Activity diagrams describe the workflow
behavior of a system. Activity diagrams are simila state
diagrams because activities are the state of deamgething.
The diagrams describe the state of activities ywétg the

Collaboration diagram: Communication diagram was called sequence of activities performed. Activity diagsacan show

collaboration diagram in UML 1. It is similar to cpeence
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activities that are conditional or parallel.
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How to Draw: Activity Diagrams: Activity diagrams show the unique configuration. Below is an example deploymen
flow of activities through the system. Diagrame exad from diagram.
top to bottom and have branches and forks to desscri

conditions and parallel activities. A fork is usedhen ]

multiple activities are occurring at the same tim&he Owner

diagram below shows a fork after activityl. Thiglicates I — User
that both activity2 and activity3 are occurring the same

time. After activity2 there is a branch. The lofardescribes
what activities will take place based on a set arfiditions.
All branches at some point are followed by a méogedicate
the end of the conditional behavior started by thanch. 5. SCREEN SHOTS
After the merge all of the parallel activities mibst combined
by a join before transitioning into the final adtyvstate.

When to Use: Activity Diagrams: Activity diagrams should be “zu== = mimr Sims gy pimmy fims womms simmmn vime s
used in conjunction with other modeling techniquash gm s " o - i
as interaction diagrams and state diagrams. The reason = P o

to use activity diagrams is to model the workfloehind the i i

system being designed. Activity Diagrams are akseful for: 8o B it

analyzing a use case by describing what actiond te¢ake P

place and when they should occur; describing a tioaipd
sequential algorithm; and modeling applicationshwitarallel
processes.

enter a key value
download afile

Component diagram: A component diagram displays the ¢
structural relationship of components of a softwaystem.
These are mostly used when working with complexesys
that have many components. Components communicdte w
each other using interfaces. The interfaces adadinusing
connectors. Below images shows a component diagram.

Data owner % Data user

Deployment Diagram: A deployment diagrams shows the
hardware of your system and the software in thasedvhare.
Deployment diagrams are useful when your softwatetien
is deployed across multiple machines with each rftava

e Locu bk ) =

Fox
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CONCLUSION

Distributed data storage schemes provide the usétls

convenience to outsource their files to un trusfgdxy

servers. ldentity-based secure distributed datarago
(IBSDDS) schemes are a special kind of distributieda
storage schemes where users are identified by itheitities
and can communicate without the need of verifyimg public
key certificates. In this paper, we proposed twe HBSDDS

schemes in standard model where, for one queryettever
can only access one file, instead of all files.tkRermore, the
access permission can be made by the owner, instett

trusted party. Notably, our schemes are securenstgdie
collusion attacks. The first scheme is CPA secutdle the

second one is CCA secure.
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