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ABSTRACT: A robust, computationally efficient and blind
digital image water marking in spatial domain has been discussed
in this paper. Embedded watermark is meaningful and
recognizable and recovery process needs only one secret image.
Watermark insertion process exploits average brightness of the
homogeneity regions of the cover image. Spatial mask of suitable
size is used to hide data with less visual impairments.
Experimental results show resiliency of the proposed scheme
against large blurring attack like mean and Gaussian filtering,
non linear filtering like median, image rescaling, symmetric
image cropping, lower order bit manipulation of gray values and
loss data compression like JPEG with high compression ratio and
low PSNR values. Almost as discreetly as the technology itself,
digital watermarking has recently made its debut on the geo-
imaging stage. This innovative technology is proving to be a cost-
effective means of deterring copyright theft of mapping data and
of ensuring the authenticity and integrity of asterisked image
data. First developed around six years ago, digital watermarking
is a sophisticated modern incarnation of steganography-the
science of concealing information within other information. In
the field of e-commerce, digital watermarking has already
established itself as an effective deterrent against copyright theft
of photographs and illustrations. Now digital watermarking
software is finding uses within national mapping agencies and
others working with asterisked images or map data. Current
applications range from protecting valuable map data against
copyright theft to securing photographic survey or
reconnaissance images against tampering.

1. INTRODUCTION

In the recent time, the rapid and extensive growtmternet
technology is creating a pressing need to devekmyersl
newer techniques to protect copyright, ownershigp eontent
integrity of digital media. This necessity arisescause the
digital representation of media possesses inhe@vantages
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protection in the global network. It imposes extobustness
on embedded information. To put into words, digital
watermarking is the art and science of embeddinuyright
information in the original files. The informati@mbedded is
called ‘watermarks’.

Digital watermarks don’'t leave a noticeable marnk the

content and don't affect its appearance. These ar

imperceptible and can be detected only by prop#roaities.
Digital watermarks are difficult to remove withoobticeably
degrading the content and are a covert means uatisihs
where cryptography fails to provide robustness.@tetent is
watermarked by converting copyright informatioroimandom
digital noise using a special algorithm that isgegtible only
to the content creator. Digital watermarks candsronly by
using the appropriate reading software. These esistant to
filtering and stay with the content as long as ioagy

purposely degraded.Digital watermarks don't leave a

noticeable mark on the content and don't affetd i
appearance. These are imperceptible and can betetktenly
by proper authorities. Digital watermarks are difft to
remove without noticeably degrading the content arel a
covert means in situations where cryptography tailprovide

robustness.The content is watermarked by converting

copyright information into random digital noise ngi a
special algorithm that is perceptible only to thentent
creator. Digital watermarks can be read only byngisihe
appropriate reading software. These are resistafilt¢ring
and stay with the content as long as originally ppsely
degraded.While the later technique facilitates sscef the
encrypted data only for valid key holders but faidrack any
reproduction or retransmission of data after detooyp On the
other hand, in digital watermarking, an identifioat code

of portability, efficiency and accuracy of inforrimt content  (Symbol) is embedded permanently inside a covergéma
in one hand, but on the other hand, this repretentalso ~Which remains within that cover invisibly even afte
puts a serious threat of easy, accurate and illgeyéct copies decryption process. This requirement of watermaykin
of unlimited number. Unfortunately the currentlyadable t€chnique, in general, needs to possess the folpwi
formats for image, audio and video in digital fodo not ~characteristics: (a) imperceptibility for hidderidrmation, (b)
allow any type of copyright protection. A potentgailution to redund_ancy in d|str|t_)ut|on of the hldd.en |nformat|03|de.the
this kind of problem is an electronic stamp or @igi COvVer image to satisfy robustness in water markaetbn

watermarking which is intended to complement crgpaphic ~ Process even from truncated(cropped) image .anarie)or
process [1]. more keys to achieve cryptographic security of aiddontent

[2]. Besides these general properties, an ideaénwvedrking
The Technology: Digital watermarking, an extension of System should also be resilient to insertion of itital
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invisible data hiding needs insertion of watermarkhigher
spatial frequency of the cover image since humanigyess
sensitive to this frequeey component. But in most of tl
natural images majority of visual information amncentratec
on the lower end of the frequency band. So therin&ion
hidden in the higher frequency components mighiobeafter
guantization operation of lossy comssion [3]. This
motivates researchers in recent times to realigentiportance
of perceptual modeling of human visual system dmedrteec
to embed a signal in perceptually significant regicof an
image, especially if the watermark is to survivessly
compression [4]. In spatial domain block based apghpthis
perceptually significant region is synonymous te lariance
blocks of the cover image. It is found in therktieire that the
robust watermarking systems proposed so far cary
withstand someof the possible external attacks but not
While spatial domain watermarking, in general, &s)e to
implement on computational point of view but toadile to
withstand large varieties of external attacks. @a bthel
hand, frequency or Transformedomain approach offe
robust watermarking but most casesplementation nee¢
higher computational complexity. Moreover the tfans
domain technique is global in nature (global wittie block
in block based approach) and cannot restrict vi
degradabn of the cover image. But in the spatial domr
scheme, degradation in image quality due to watdimz
could be controlled locally leaving the region ofterrest
unaffected. The present paper describes a compudiif
efficient block based spatial dmin watermarking techniqt
for a two level watermark symbol. The selection tbe
required block is based on variance of the blockd
watermark insertion exploits average brightneshemlocks

The Watermark recovery process does not requiherethe
cover/watermarked image or the watermark symboly
except the secret image. The paper is organizeliasvs:

section 2 describes the watermarking principlestiGe 3
describes insertion and extraction of watermarksuReis
depicted in section with conclusion in section

2. WATERMARKING PRINCIPLES

All watermarking methods share the same buildirogks [3]:
an embedding system and the watermark extractio
recovery system. Any generic embedding system dhioate
as inputs: cove (data/imga)/hiding medium (I), waterma
symbol, (w)(image/text/number) and a key (k) to czoé
security. The output of the embedding processvigays the
watermarked data/image. The generic watermark B
process needs the watermarked data, the secredr public
key and depending on the method, the original dath/or the
original watermark as inputs while the output is tecovere:
watermark W with some kind of confidence measuretlie
given watermark symbol or an indication about thespnce
of watermark in the cover document under inspeci
Depending on the combination of inputs and outphtee
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types namely private, semi private public waterrirayl
system can be defined [2].Private watermarkingo(alalled
non blind watermarking) requires least the cover image
and/or watermark symbol and key (if used in embmgdfor
the recovery of the hidden information.Public watarking
(Blind or oblivious watermarking) system requiresther the
cover image nor the embedded watermark symbol tily the
secret key/image during the detection of the hic
information

(1" x k= W).

Semi private watermarking (or semi blind watermaghijas ¢
subclass of blind system, is capable of detectinly ¢he
presence of the embedded symbol with the helpa&s

Key and the watermark symbol but without the cover ie

(I" x k> w) — (0,1).

Watermark W —'I
B Thgtal "Watermarle
E Image T —
o Watarmark " Imaze I'
Secretfmihlic ey B2 —T
Figure 1: Generic watermark scheme
WWatermark W oor Cover Image or
Secret Image
Test Imsge Tt Watemk _'Waijfnldiark or
Detection CONLIENCE
Iheanis
Secratipblic key K

Figure2 Genericwater ma recovery scheme

3 INSERTIONSAND EXTRACTION OF WATERMARK

The cover image | is a grdgvel image of size NXN whel

N=% and digital watermark (logo) W is a two le
image of size M X M wher M = 2" Apout the value of
p and n, p » n and (p/n) should be of the orded.din the
proposed work a binary image of size (16 X16) atemaark
and, 8 bits gray images as cover image is consic

Insertion of Watermark:

In the present work, a block based spatial dor
algorithm is used to hide copyright mark (invisildgo) in the
homogenous regions of the cover image exploitingragye
brightness.
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Step 1:

The cover image is partitioned into non-¢tseping
square blocks of size (8X8)
pixels. A block is denoted by the location of itarting pixel
(%, y). If the cover image is of size (NXN), tot@ll/8XN/8)
number of such block is obtained for watermark rtige.
Next, all such blocks are arranged in ascendingrdoesed on
their variance values. The varianag)(of a block of size (M
X N) is denoted by

m-1 n-1

o2=1/miEX[f(X.y)-12 1)
x=0 y=0

where

m-1 n-1

H=1/mX [ f(X,Y)] (2)
x=0 y=0

is the statistical average value of the block.
The blocks having small variance valuey ina called

as homogenous blocks and, of course, the smalliress

variance value depends on the characteristics afj@o be
watermarked. If the Watermark symbol is a (N X Npaoy
image, only N2 homogeneous blocks are sufficientnsert
one watermark pixel in each such homogenous blactwo
level map of size (N/8XN/8) _is constructed based te
location of homogenous blocks in the cover imagagamg
each homogeneous block of the cover image by vdlue
while all other blocks by value '0’. This two lelvmap later
modified as multi level image, also called as seenage (s),
is used for extraction of watermark pixels. Thenfation of
multilevel image from two level maps is describediep 3.

Step 2:
In the proposed scheme, one watermark pixel isrteden

the local property of candidate block, such as mgeay

value. For a block of low variance (homogenous }dngher
bit plane may be chosen provided that the mean tresi

value of the block is either less than T1 or gre#itan T2,
where T1 and T2 are certain pre-specified threshalues
with T1 should preferably be close to '0’ (minimuand T2
close to '255’ (maximum). However, the 'closenesisT1 and
T2 to '0’ and '255’ respectively, is relative, ang strongly
image dependent. Users may choose the value ohd1ra

and also the proper bit plane by checking the digdian in

the image quality affected by the insertion of ltngo.

A multilevel secret image is constructed by insgytihe value
of bit position selected for different homogeneddisck

located in the "1’ position of the secret imageisTpositional
information as gray value of the secret image htdpsxtract
watermark pixel from the proper bit position of timean gray
value of the block. Watermark insertion keeps adéfs values
of each homogenous block unchanged, increasedcoeaked
by fixed value (based on the appropriate bit pksalection).

Step 4:

The choice of lower order MSB plane (sag 8r higher
from the bottom plane) may result in more
watermarking at the cost of greater visual disbortdf the
cover image. Further bit manipulation is done taimize this
aberration and to counter the effect of smoothimat tmay
cause possible loss of embedded information. TleEgss
effectively changes those mean gray values of kbekb that
have been used in watermark insertion. Implemeantais
done by estimating the tendency of possible chamgaean
gray value after the attack like mean filteringrdex size of
spatial mask such as 7x 7 is used to adjust $yithb gray
values of all pixels of the block. The use of splathask

each homogenous block. Before insertion, the binaryeqyces visual distortion on and average fifty petdimes.

watermark is spatially dispersed using a chaotistesy
called” tours auto Orphism”. Basically, the toutd@Orphism
is a kind of image independent permutation doneubiyng

Water mark Extraction:

pseudo random number of suitable length. This pseudlhe extraction of watermark requires the secrege(s) and
random number is generated using” Linear Feedbauk S the key (k) used for spatial dispersion of the watek image.

Register”. The pseudorandom number in the ptessse is
of length 256 and the spatially dispersed waterndiatia thus
obtained is denoted by L1.a J

Step 3:

From the two level image formed in step 2, desbiletks Of
the cover image are selected and statisticalageevalue of
these blocks are used for watermark insertionfaredbne such
block this average value and its integer part amoted by A

The watermarked image under inspection with or euth
external attacks is partitioned into non-overlagpbiock of
size 8x8 pixels. Now from the secret image, positid the
homogenous blocks are selected and gray valueeo$dhret
image indicates the corresponding bit positioningam gray
values where watermark pixel was inserted. Henoe fthe
secret image the mean gray value of the blocks hef
watermarked image/distorted watermarked imagel@utzded
and watermark pixel is extracted. The spatiallypeised

and A=LA] respectively. Now one pixel from L1 replaces aWatermark image thus obtained is once again pednuseg

particular bit (preferably Least Significant Bitaples) in bit
plane representation of A for each homogenous bldtie
selection of particular bit in bit plane repres¢iota may be
determined based on the characteristics (busyeagsthness
of regions) of the block. The bit plane selectian dlso
governed by global characteristics of the covergenbesides
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the same key (k) (pseudo random number) and watkrina
original form is thus obtained. This completes waizrk

extractionprocess.A quantitative estimation for thelity of

extracted watermark Image W(x,y) with reference the

original watermark W(x,y) may be expressed as madined

cross correlation (NCC)

robust
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where_:olom!gpLpOn_ES\ ]JT_r s j SG_]JT_p L p O Qin Figure 17. result shows that the extracted vaadek will

n_SG _UTV rzZB
NCC=2x 2y W(X, y) W(x, y)/ 2x Xy [W(x, y)] 2
Gives maximum value of NCC as unity.

4. RESULTS:

Figure 3 shows Fishing boat image used as covagée and
Figure 4 is the watermarked image using logo/hidsigmbol
M as shown in Figure 11. Peak Signal to Noise R@BNR)
of the watermarked image to the original imagebisut 42.40
dB and hence quality degradations could hardly éregived
by human eye. Robustness against different attsckhown
in table 1 and 2 for other five test images suclBear, New
York,Lena,Opera and Pills images shown in

18,19,20,21 and 22 respectively [6,7]. Test Water- [ PSNR | Retrieved | PSNR | Retrieved | PSNR | Retrieved
Image marked | (dB) | logo after | Logo (dB) logo
Mean Filtering: [mage | after | with Five | with after with
Figure 12 shows extracted watermark (NCC=0.80)nfro with | memn |NCC | times | NCC | Gaussian | NCC
blurred version of watermarked image (after medtering) PSNR | Filter | value mlcdum value Filler | value
using 5x5 mask. PSNR value of Watermarked image i (CI N Filer |
23.80dB and is shown in Figure 5. Bear 4178 12543 [ Yes(081) | 2673 | Yes(097) [ 2615 | Yes(0.91)
New York | 4640 [ 19.14 | Yes(0.91) [ 1931 | Yes(L0O) | 1949 | Yes(0.94)
Gaussian filtering: Opera :43.()4 gﬁf.%' Y:c.\t().:%‘)) ES.E)S Y:cst().z).f} %4.84 \jcs:(().:)?)
Watermarked image (PSNR=24.15dB) after two times [ imz ::Sb Y,C“'O'z?) :7')8 Y,C‘“‘O';” j(;'{,)S \105.(0':”
Gaussian filtering with variance 1 (window size 9)%8shown Pl J3018 | 208 [ Y089 | B | VelD) | 545 | Vesl06)

in Figure 6. Figure 13 shows the extracted watekmeith
NCC=0.88.

Median Filtering:
Watermarked image (PSNR=25.22 dB) obtained aftee fi
times median filtering using a mask of size 3»>8shown in

Figure 7. Figure 14 shows extracted watermark image

(NCC=0.94).

Image Rescaling:

The watermarked image was scaled to one half afritgnal

size and up sampled to its original dimensionsufe@ shows
the modified image (PSNR=24.85 dB) with many dethibkt.

Figure

not be so good in visual quality if watermark piieinserted
even in desired portion of the cover image in satjiak
manner rather than pseudo-random fashion obtaingd b
chaotic mixing.

Robustness of the proposed method against difféypets of
image cropping operations that may be performed (as
deliberate external attack) on the watermarked enfeas been
tested. In all cases extracted watermark, althdntginfered by
noise by different amount, still recognizable. Expental
result shows that the extracted watermark will m®tso good

in visual quality if watermark pixel is insertedezvin desired
portion of the cover image in sequential mannehaiathan
pseudo-random fashion obtained by chaotic mixing.

Table 1: Result of mean.median and Gaussian Filtering for Five other test images

Fiqure d

Figure 7

Extracted watermark (with NCC=0.87) is shown inufiy15. Figwes

. M w oM 4 M # m
JPEG Compron: ) Figurs1! Figuel 2 Figureld Figureld Figurei§ Figuralh  Figueel?
Figure 16 shows the extracted watermark with NC@58. P . o

from the watermarked image (PSNR=18.73 dB) as shiown
Figure 9 obtained after JPEG compression with cesgion
ratio 45.0. As compression ratio increases NCCevaliithe

extracted watermark decreases and the quality & th

watermark will also decrease accordingly.

Least Sgnificant Bits manipulation:

Two Least Significant bit(s) for all pixels (or @amly
selected pixels) of the watermarked image are cemehted
and the modified image with PSNR=40.94dB is shown i
Figure 10. The extracted watermark with NCC=0.88hHewn
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Figue2l Figure 22

Figure 20

‘ Fgrel& gura 18
fig3:fishing boat fig4:watermarked image fig5:wtef mean filtering figé:WI
after two Gaussian filtering fig7:Wi after 5 timeeedian filtering fig8:WI
after rescaling fig9:Wi after jpeg compression €figi after LSB’s
manipulation fig11:WI fig fig12:WI extracted fronigb
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5. CONCLUSION

Proposed technique describes robust and blindatligitage
watermarking in spatial domain, which is computaditly
efficient. Embedded watermark is meaningful and
recognizable rather than a sequence of real nunthatsare
normally distributed or a Pseudo-Noise sequencepded
technique has been tested over large number ofhbeark
images as suggested by watermarking community aed t
results of robustness to different signal procegsiperations
are found to be satisfactory. Currently investigiatis being
carried out to insert the same watermark symbobtimer
region of the cover image also to make the preseheme
more resilient to other types of external attacksrther
research works should be carried out in spatial aiom
watermarking to exploit other higher order factstech as
size, shape, color, location and foreground/baakaid5] of
the cover image to generate watermarked image iegh
visible impairments along with robustness agairtkeotypes
of external attacks such as the image flip and amatgation.
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